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The Uniform Distribution of Quasi-lattices in the Real
Space R?

Ali H. Hakami*

!Department of Mathematics, Faculty of Science, Jazan University, Saudi Arabia

Abstract
In this small note we employ the cut-and-project technique to obtain the uniformly

distribution of quasi-lattices in the real space R2.

AMS Subject Classification: Primary 37B50, 05B25, 06B25, 05B07, 03G10 .

Keywords: Quasi-lattice; lattice, cut-and-project; uniformly distribution.

1. Introduction and main result

In this paper we interested to see how the
quasi-lattice are uniformly distributed in
R? using the method of cut-and-project .
For history and explanation of this method,
see refences Hof [7] (a proof using Wegl
equidistribution on the torus T™ ) and the
work of Marklof and Strombergsson [10,
Prop.3.2]. Also see de Bruijn [2], [3] who
developed the cut-and-project technique
for creating icosahedral Penrose tilings and
other tilings with symmetry.

Our main result is

Theorem 1. Let Y4, ¥, be the
coordinate projections from R? to R, i.e.
Y;((vy,v,)) = v, and let g, @ € R? be
a basis of R? such that the two real
numbers ,(BW), 1, (@) are linearly
independent over & . Let £ € R? be the
lattice spanned by g, 33, j.e.

L= Z,B(l) + Z,B(Z)

= {8 +,8%:4,4,
€ Z}.
Then for any fixed bounded open interval
J c R,

lim i#(([—T, TIx7) N L)

T-oo 2T
)] )]
1 2
o <ﬁ§2) Bé”)
where m(J) := Lebesgue measure of the
interval 7.

=m(J)

)

We are going to allocate Section 2 to
providing Theorem 1’s proof. We make
the assumption that the reader is familiar
with some fundamental concepts in
number theory (see, for example, books by
Einsiedler and Ward [4] and Hardy and
Wright [6], Niven and Zuckerman and
Montogomery [12], and Stark [15]),
ergodic theory, and analysis and measure
theory (see books by Rudin[13,14] and
G.B. Folland [5]). Simple information
about Euclidean lattices, see [9, Section 2],
and Lebesgue measure concepts are also
required (see, for instance, Einsiedler and
Ward [4]).

2. Proof of the main result
We shall give a direct proof this theorem.
Let us write 7 = (a, b). Then
#(([-T, TIxI)NnL) =
Y, ea#li, € 2:5,80 +,8% € [-T,T] x
(a,b)}. (2.1)
Given j, €Z, the line j;pM +RB®
intersects the line v, = a at the point

B a—j B(Z) j A+aB(2)
113(1)"‘%“2): —.a),
B, B,
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where
1) L
B By D) @) _ o) p@
A= det( b | = BB = By B
B By

(Note here that g2 = 0, since (" and B2 are linearly independent over Q by assumption.)
This point belongs to the boundary of the rectangle [T, T] X (a, b) if and only if

2 2
-T ‘*5) e
A 1 A A

Similarly the point where j, @ + ]R{[)’(Z) intersects v, = b belongs to d[—T,T] X (a, b) if and
only if

_T ﬁ — bﬂ(lZ) <j < T @ — bﬁ_f)
A n =S A Al
Hence, for any given T > 0, there exist integer k < k satisfying
@ (2)
— T ’BZ ’ o) and k=7["|+oq), 2.2)

such that line segment (]13(1) +RBP) n{a<v, <b} is contained in the rectangle
[—T,T] x (a,b) exactly for the integers j, € Z n [k, k), and furthermore there are at most
0(1) other integers j,; for which (j, ) +Rg®)n{a<wv,<b} is not disjoint from
[=T,T] X (a,b). Hence we conclude that (2.1) is

0(1) + Xr 2 #{), € 2:j, 8 + j,P € (a,b)} (2.3)
Let us write

A= G-l >0 and 5= (a0
then for every j, € Z we have
#j, € 2:j, +j,8P € (ab)} = #(Zn (1,75, + 1))
=A+#Zn ;1 + A=1A])
iy +{1 1f{r1}-.|-{/1}> 1
0 otherwise,

where we write {v} :=v — |v] € [0,1), Vv € R. Recalling the definition of r; we see that

-1 -
{r;,} + {2} > 1 holds if and only if 5" 65| lies in I = a|p% "4 (0,{A]) + 7. (Note
that / is an open "interval” on the tours T, of length {1}.) Hence we conclude that (2.3) is

] po
= 0(1) + (k= ) [AI+ZEL 1 (;1 b 1) 2.4)

. -1 .
By assumption, Vv +pPu =0 for all <wv,u>e ZZ \{(0,0)} thus P|BP| s
irrational. Hence by Weyl equidistribution

B
hmn—>+oo #17, €41, N} j, | (z)‘ - {1}.
(see Einsiedler and Ward [4] Theorem 4.10, Lemma 4.17). Similarly

(6D]
B
hmn_,Jroo {]1 € {0,-1,-2,..,1— N} ]1| fz)‘ }—> {1}.

Now recall (2.2), where in particular we note that k - —co and K = o as T — oo. It follows
thatas T — oo (2.4) is

=0(1) + (k— I + (k —©)({A} + o(D))

=0+ (k—-K)+ (1+0(D)
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=0(1)+ (ZT

+ 0(1)) (A+0(D)

()
Pz

A

= 2T A+ o(T)

= 2T ="+ o(T).
We have thus proved:

#(([-T,TI xD N L) = 2T’%“ +o(T) as T - oo.

This is equivalent with the desired formula.
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Assessment of dietary patterns among students at Jazan University, Saudi
Arabia: A cross-sectional study

Abdulrahman A. Alsag/egh PhD? Rama M. Chandika PhD? Husameldin E.
Khalafalla FCM, MHPE®, Fatima A. Elfaki M.Sc? Khaled M. Dhamry Student®,
Meshal A. Alharby Student®, Shadi A. Bosily Student® and Abdulrahman H.
Ahmed Student®.

# Department of Clinical Nutrition, College of Applied Medical Sciences,
Jazan University, Jazan, Kingdom of Saudi Arabia

® Department of Family and Community Medicine, College of Medicine,
Jazan University, Jazan, Kingdom of Saudi Arabia

Abstract
Background: University life is a crucial stage for transforming adolescents to
early adulthood and experience numerous health-related behavioral changes.
These changes include unhealthy dietary habits, which are the major risk factors
for developing chronic diseases. This study aimed to identify dietary patterns
among Jazan University students in Saudi Arabia. Methods: A cross-sectional
study was conducted from December 2022 to February 2023 at the Clinical
Nutrition Department, Jazan University. Based on their characteristics, 103 of
Saudi’s common food items were categorized into 18 food groups. A self-
designed questionnaire was distributed online to students to collect data on their
food intake. Data were coded, validated, and analyzed using IBM SPSS
statistics version 27.0. A Scree plot was constructed at more than 1.1 to select
the optimal number of dietary patterns. Exploratory factor analysis with
varimax rotation was applied to determine the highest factor loading of food
groups. A P-value less than 0.05 was set as significant. Results: A principal
component analysis identified four dietary patterns among university students:
1) a Westernized pattern that includes food items rich in sugar and refined
grains; 2) a traditional pattern that includes milk, milk products, and traditional
Saudi foods; 3) a prudent pattern that includes vegetables, legumes, nuts, and
fruits; and 4) a protein pattern that includes meat, fish and seafood, and poultry.
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Conclusion: Four dietary patterns were identified by the study. To establish

relevant strategies and interventions, the results of this study can be used to

further explore the relationship between these patterns and different cultural,

demographic, environmental, and lifestyle variables.

Keywords: Dietary pattern, food frequency, university students, factor analysis.

1. Introduction

The effect of individual food
items on health outcomes has been
studied using traditional study
approaches. However, individuals
consume combinations of foods that
are complex and interrelated
(Newby et al., 2004). Single food
items might interact in a way that
even a sophisticated statistical
analysis cannot resolve (Hu, 2002;
Schwerin et al., 1982). Schwerin et
al. (1982) started the trend of
studying “foods as they are actually
consumed,” 1i.e., in different and
complex combinations. Hence, the
terms “dietary patterns” and “eating
patterns” gained popularity in areas
where  statistical  manipulation

created groups of nutritional

variables and labeled them
according to the food items that

strongly correlated with their

relevant patterns (Kesse-Guyot et
al., 2009). Despite some controversy
around grouping and labeling (Hu
2002; Schwerin et al., 1982),
researchers constructed food
groupings for healthy eating, in
general, such as the Mediterranean
dietary pattern (Bach-Faig et al.,
2011), or for specific health
conditions, such as the Dietary
Approaches to Stop Hypertension
(DASH) (Campbell, 2017) and
Mediterranean-DASH
for Neurodegenerative Delay diets
(MIND) (Marcason, 2015). This
approach assesses the overall quality
of diets (Newby et al., 2004), which

Is closer to the daily practice of

Intervention

people determined by complex
cultural, economic, environmental,
and other factors, rather than

individual food items.
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For youths, the university
lifestyle is a transition period from
the protection of family supervision
to self-dependency (Cheema et al.,
2021).

students may exhibit changes in

Specifically,  first-year
personality, viewpoint, and conduct
as a result of being in the new
environment at the university
(Elneim, 2013). University students'
diets have also changed as a result of
technology, fast food, and social
factors (Sogari et al., 2018a).

Habits that are instilled in
early university life will probably
persist throughout a person’s life.
Universally,  studies  conducted
during the past 20 years have
consistently  demonstrated  that
university students tend to develop
an unhealthy diet (Dodd et al., 2010;
Kang et al., 2014; Keller et al.,
2008; 2016;
Steptoe et al., 2002). This could be

caused by many factors, such as

Kritsotakis et al.,

culture, behavior, environment, and
work atmosphere (Dodd et al., 2010;
Kang et al., 2014; Keller et al.,

2008; Kritsotakis et al., 2016; Sogari
et al., 2018b).

Several studies have
documented the dietary habits of
university students. Studies from
Saudi Arabia reported that fast food
dominated unhealthy
practices (Al-Gelban, 2008; Khabaz
et al., 2017). A study has found that

United Arab Emirates

eating

students
consumed fewer than recommended
vegetables and fruits and more dairy
products and meat (Cooper & Al-
Alami, 2011).
Identification  of  dietary

patterns enables researchers to
investigate the relationship between
dietary patterns and nutrition-related
diseases, which can assist in
developing well-balanced dietary
strategies (Schoenaker et al., 2013).
Factor analysis is a widely used
technique for discovering dietary
patterns (Marchioni et al., 2005).
Accumulated evidence has
confirmed that many studies use
factor analysis to identify dietary
patterns (Agodi et al., 2018; Asadi et

al., 2019; Shab-Bidar et al., 2018;
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Syauqy et al., 2018). One of the
focuses of public health is the
assessment of eating patterns to help
establish associations with health
outcomes (Cespedes & Hu, 2015).
Diet is a crucial risk factor for
diseases.

chronic Determining

dietary patterns might help to
formulate  strategies that can
improve healthy eating behavior and
decrease the onset of the diseases
(Ambrosini et al., 2010). Dietary
pattern analysis suggests that it is
useful to evaluate the association
between the quality of diet and its
impact on health outcomes (Pan et
al., 2021).

The outcomes of dietary
pattern analysis would be sufficient
if the overall diet was taken under
consideration rather than the health
effects of an individual food or
nutrient (Hu, 2002). Studies of
dietary habits among university
students from Saudi Arabia and the
associated health outcomes have
discussed the results based on
individual food items (Alsayegh et

al., 2022; Alshammari et al., 2017;

Gosadi et al., 2017; Khabaz et al.,
2017; Shahatah et al., 2021; Syed et
al., 2020). Therefore, the current
study aimed to use a factor analysis
approach, concentrating on the
overall dietary pattern rather than
individual food items, to investigate

university students’ dietary patterns.

2. Methods

2.1. Study design
A cross-sectional  study  was
conducted from December 2022 to
February 2023 at the Clinical
Nutrition Department of Jazan
University in Saudi Arabia. A self-
administered and structured

guestionnaire was sent online to the

university students. The
guestionnaire  was  piloted to
minimize possible errors. All

currently enrolled male and female
university students were included,
Well-

students,

except pregnant students.
trained volunteer
supervised by the Clinical Nutrition
Department staff, recruited
participants.  The study was
approved by the ethics committee—

Standing Committee for Scientific



(aY YT radgia)e60 Jg¥) alaa) ¥ amadl V) alaal) dala

At p glall ¢l el Alaa

Research, Jazan University (REC-
44/06/470). Participants signed an
informed consent form before filling

out the questionnaire.

2.2. Dietary data
Food intake data were collected
using a self-designed and pretested
online questionnaire. Based on the
characteristics of food items, 103
common Saudi food items were
categorized into 18 food groups.
Participants were asked to select any
one from eight options that reflected
their patterns: 6+ times daily, 5-6
times daily, 2-4 times daily, once
daily, 5-6 times weekly, 2—4 times
weekly, once weekly, and 1-3 times
monthly for the consumption each
food item. The frequency of each
food item was converted into weekly
frequencies (Alsayegh et al., 2022).
Sample size
The total number of enrolled
students at Jazan University in the
2021 academic year was 24,968.
The required size to provide a
representative sample from the Jazan

University student population was

calculated at 648 participants to be
sufficient with the formula below:
n=N*X/(X+N-1),where, X=
Z," *p*(1-p) / MOE?

Where: N (Population size) =
24,968, P (Response distribution) =
50%, Z,, (critical value at 1% level
of significance) = 2.58, and MOE
(Margin of error) = 5% (Atuhaire et
al., 2021).

2.3. Statistical Analysis
Dietary patterns were identified
using principal component analysis
for the selected 18 food groups. The
Cronbach’s

calculated to evaluate the internal

alpha index was
consistency of the data. The
connection structure of the food
groups with the least diagonal
coefficient was prepared to evaluate
the relationships within the food
groups. Kaiser-Meyer-Olkin (KMO)
measurement of sample advocacy
and Bartlett’s Test of Sphericity
(BTS) were calculated to confirm
the appropriateness of using factor
analysis. Factors were considered

with an eigenvalue greater than 1.1.
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A Scree plot was also constructed to

obtain the optimal number of
factors. In the principal component
analysis, the first extracted factor
illustrated the highest quantity of
variances, and it  decreased
gradually, followed by other factors
in the data set. Data were coded,
validated, and analyzed using IBM
SPSS software, version 27.0 for

Windows, Chicago, Illinois, USA.

The P-value was considered to

denote significance at less than 0.05.

3. Results

Table-1 shows the demographic
characteristics of participants. There
Is a balanced distribution of gender:
three-quarters are urban dwellers
less than 4,000 Saudi
Riyals (about 1,000 USD), half are

of average BMI, and the remainder

and earn

are equally above or below that.

Table-1: Demographic characteristics of the participants

Characteristics

Frequencies (%)

n = 648
Age in years (Mean + SD) (22.64 + 3.52)
Gender
Male 348 (53.7%)
Female 300 (46.3%)
Residence
Urban 491 (75.8%)
Rural 157 (24.2%)
Marital status
Single 568 (87.7%)
Married 74 (11.4%)
Divorced 6 (0.9%)
Monthly income (SAR)
<4,000 488 (75.3%)
4,000-10,000 106 (16.4%)
>10,000 54 (8.3%)

Body Mass Index (Wt. in Kg/ Ht. in m?)

Under weight

156 (24.3%)

Normal weight

317 (48.8%)

Overweight

97 (14.9%)

Obesity Class | 53 (8.2%)
Obesity Class Il 17 (2.6%)
Obesity Class Il 8 (1.2%)

10
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Table-2 shows the 18 groups of food
items. Principal component analysis
was used on the reported 18 food
groups to identify the four distinct
dietary patterns among university
students, which are: 1) Westernized
fried foods,
drinks,

salty snacks and

pattern: drinks and

juices, soda cake/

biscuits/sweets,

11

chips, and pastries/pizza;, 2)
traditional pattern: milk and milk
products, breakfast cereal and bread,
rice/pasta/potatoes, and traditional
foods; 3) prudent pattern: vegetables
(fresh and cooked), legumes, nuts,
and fruits; 4) protein pattern: meat
and chicken, processed meat, fish

and seafood, and eggs.
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Table-2: Food groups intake

Ii'(‘) Food Group Food Items

1 | Fried foods Fast foods (all types), mayonnaise, salad dressing

2 | Drinks and juices Juices (all types), coffee, tea, Arabic coffee

3 | Soda drinks Soft drinks, energy drinks.
Cake, biscuits (all types), pancakes, waffles, honey,

4 | Cake, biscuits, sweets jam, cream, caramel, Arabic desserts, maamool dates,
cinnamon, doughnut, ice cream, chocolate

5 | Salty snacks and chips Crackers, chips (all types), popcorn

6 | Pastries and pizza Pizza, sambosa, fatayer, croissants

7 | Milk and milk products Milk, yogurt, cheese (all types), labenah, laban

8 | Breakfast cereal and bread Bread (all types), shaborah, cornflakes, breakfast

9 | Rice, pasta, potato Rice (all types), pasta (all types), potatoes (all types)
Kabsa, gareesh, haress, qursan, mashghotha, areka,

10 | Tradition foods manto, yagmush, maasoob, mohala, aseedatamerr-
gareesh soup
Tomatoes, onion, cucumber, carrot, cauliflower,
lettuce, watercress, celery, cabbage, cooked mixed

11 | Vegetables (fresh and cooked) | vegetables, cooked pumpkin, cooked okra, cooked
peas, cooked green beans, cooked molokhiyah,
cooked spinach, vegetable soup

12 | Legumes Lentils, chickpeas, beans, peas soup, soy products

13 | Nuts Nuts (all types)
Melon, watermelon, apple, orange, mandarin, banana,

14 | Fruits grapes, pears, apricot, peach, strawberry, dates, dried
fruit

15 | Meats and chicken gar;:](;lien (all types), beef (all types), lamb, goat,

16 | Processed meat Sausage, hot dogs, pepperoni, martedella

17 | Fish and seafood Frigd fish, grilled fish, tuna (all types), seafood,
shrimp

18 | Eggs Eqggs (all types)

Foods consumed by study participants were categorized into 18 food groups. *Food intake
data were collected using a 103-item semi-quantitative Food Frequency Questionnaire.

The four major patterns—Westernized, traditional, prudent, and protein—
explained 20.020%, 17.672%, 12.556%, and 8.900% of the total variance,
respectively, and as a whole, the model explained 59.419% of the total variance
[Table-3].

12
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Table-3: Food group factor loadings for the four dietary patterns

Component or food pattern

Westernized | Traditional | Prudent | Protein
Fried foods 0.736
Drinks and juices 0.597
Soda drinks 0.721
Cake, biscuits, sweets 0.730
Salty snacks and chips 0.751
Pastries and pizza 0.638
Milk and milk products 0.588
Breakfast cereal and bread 0.737
Rice/pasta/potatoes 0.669
Traditional foods 0.598
Vegetable (fresh & cooked) 0.528
Legumes 0.504
Nuts 0.717
Fruits 0.733
Meats and chicken 0.331
Processed meat 0.781
Fish and seafood 0.684
Egg 0.311
% Explained Variance 20.020 17.672 | 12.556 | 8.900
% Cumulative Variance 20.020 37.693 | 50.249 | 59.419

Extraction Method: Principal Component Analysis, Rotation Method:
Varimax with Kaiser Normalization.
The factor analysis was significant as a whole. Kaiser-Meyer-Olkin test showed
the sample adequacy of 0.892 and the Bartlett test of sphericity (P<0.01). Four
factors were above the eigenvalue 1.1, and all the remaining factors were below

the absolute line of the eigenvalue 1.1 [Figure-1].

13
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Figure-1: Scree plot
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4. Discussion
The current study aimed to
explore the dietary patterns among
students at Jazan University using
factor Four

analysis. dietary

patterns—\Westernized, traditional,
prudent, and
identified.

studies characterized a number of

protein—were
Likewise,  previous
patterns ranging between three to
seven (Kesse-Guyot et al., 2009;
Naja et al., 2011, 2012, 2013; Park
et al., 2005). In fact, these factors
represented around 54.89% of the
variances in dietary intake, where
the majority of variances were

interpreted to be the sweet and

14

starch pattern (20.68%). The current
similar  results:
Westernized food
contributed to 20.020% of the total
variance. (Naja et al., 2011, 2012,
2013).
The

pattern is composed of fried foods,

study showed

patterns

Westernized  dietary
drinks and juices, soda drinks, cake,
biscuits, sweets, salty snacks and
chips, and pastries and pizza, which
demonstrate its strongest association
with energy intake. This pattern is
packed with items with added sugars
and starchy foods of refined grains,
indicating a high energy intake at the
of the

expense meeting
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recommended levels of other food
items (Jomaa et al., 2016). The
Westernized pattern can be found in
many other studies, though its
differ. A
systematic review study uses the
label
containing products of refined grains

with

composition  might

same to denote patterns

consistent our labeling;
however, they also include refined
meat in this category, which is
included in our protein pattern (Hu,
2002). High caloric intake coupled
with an inadequate intake of fruits
and vegetables is found to contribute
to higher rates of diabetes and
obesity (Ledikwe et al., 2006).

The traditional pattern in this
study is categorized by traditional
Saudi

maasoob, and gerish, as well as milk

dishes, such as harees,
and milk products, breakfast cereal
and bread, and rice/pasta/potatoes
(Table 1). Studies on food intake
among the Saudi population are
limited (Ahmed, Salih, and Khan,
2014; Al-Assaf and Al-Numair,
2007; Moradi-Lakeh et al., 2017).

Studies have shown that the typical

15

Saudi diet consists of white rice,
wheat bread, dates, and Arabic
coffee (Al-Assaf and Al-Numair,
2007; Bawazeer, Al-Qahtani, and
Alzaben, 2021),

Diet with high fat and high
simple carbonydrates
the BMI.

to

causes to

increase In contrast,
diet,
traditional diets are usually lower in

fat

compared a Western

and higher in  complex
carbohydrates. However, it does not
seem to cause people of normal
weight to gain weight, which
suggests that limiting carbohydrate
intake may not be universally
effective in reducing obesity and
(Cena
Calder, 2020; Wan et al., 2017). The

expected effect of high carbohydrate

cardiovascular  risk and

intake is probably offset by the fact
that traditional food has less total
energy and possesses more dietary
fiber

which improves insulin resistance

than non-traditional foods,

and protects from many chronic

diseases (Esmaillzadeh &
Azadbakht, 2008; Kerver et al.,
2003).
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The prudent pattern includes
fruits, vegetables (fresh and cooked),
legumes, and nuts. This is another
popular label in research involving
dietary patterns and is reported in
other studies (Ambrosini et al.,,
2014; Hu, 2002; Slagter et al., 2018)
and, in other research, is labeled as a
“healthy”

pattern is composed of a high intake

pattern. The protein

of meat and chicken, processed
meat, fish and seafood, and eggs.
This pattern could be associated
with and

central obesity

hypertension (Haidari et al., 2014).

5. Limitations

The study population was restricted
to university students, who share
some important characteristics that
could have an influence on the
patterns selected (e.g., age and
education) that might not represent
the proportions in the general
population. The number of patterns
obtained by factor analysis and their
labeling might not be applicable in

other settings.

16

6. Conclusion

This study
dietary patterns of Saudi University
The

labeling of those groups are found to

identified four

students. composition and
resemble those outlined in many
other studies. The results of this
study can be useful for further
find the

relationship between the patterns

investigations to
and the different factors, such as
culture, demographic, environment,
and lifestyle variables, in order to
build

interventions.

relevant  strategies and
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Blockchain Empowered IoT Security Framework: Challenges and
Opportunities

Abdoh Jabbari*

College of Computer Science and Information technology, Jazan University, Jazan

Abstract.

The rapid proliferation of Internet of Things (IoT) devices has brought forth numerous security
challenges, necessitating the development of robust frameworks. In this study, we explore the application
of blockchain technology to enhance 10T security, focusing on its challenges and opportunities. The goal
of this research is to investigate the feasibility and effectiveness of integrating blockchain into loT
security frameworks, with a particular emphasis on addressing key security concerns. By utilizing a
blockchain model, multiple entities can manage their identities securely, enabling efficient authentication
and authorization for 10T devices. Our study reveals several significant findings. Firstly, the integration of
blockchain technology in IoT security frameworks offers enhanced security through the utilization of
digital signatures. This ensures that only authorized entities can access the system, mitigating the risk of
unauthorized access and potential security breaches. Furthermore, the use of a blockchain model
demonstrates improved efficiency in terms of authentication and authorization processes. By streamlining
verification and permission-granting mechanisms, entities in the network can quickly and securely
authenticate themselves and access required resources or services without the need for time-consuming
manual procedures. This research underscores the significance of a blockchain-based 0T security
framework in addressing the challenges faced by loT systems. By leveraging blockchain technology, we
provide a robust solution that enhances security, efficiency, and distributed consensus among multiple

trusted entities.

Keywords: Internet of Things (1oT), blockchain, Security.
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1. Introduction

The (1oT) has

transformed the way we interact with our

Internet of Things

physical environment. The proliferation of
smart devices and sensors has enabled a
wide range of applications, from home
automation and energy management to
transportation and healthcare. However, the
rapid growth of IoT also poses significant
security risks. 10T devices are vulnerable to
attacks such as data breaches, identity theft,
device which

and hijacking,

the

can

compromise privacy, safety, and
functionality of these systems. Moreover,
the centralized architecture of traditional 10T
systems creates a single point of failure,
making them susceptible to hacking and data

manipulation[1].

28

Distributed ledger technology, also
known as blockchain, has emerged as a
promising solution to enhance the security
of loT

decentralized,

Blockchain is a
that

systems.
distributed  database
enables secure and transparent transactions
without the need for intermediaries.
Blockchain technology provides several key
features, including decentralization,
immutability, and consensus mechanisms
that can address the security challenges of
loT systems. The integration of blockchain
in loT systems can enable secure data
sharing, identity management, and device

authentication, among other applications[2].
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Blockchain technology has received
immense attention in recent years because of
its distinct ability to transform the financial
business landscape. The area of blockchain
technology has been actively explored to
analyze its importance in improving
business data and security aspects [3].
Internet of Things primarily is the
interconnection of the various smart devices
to essentially perform the task of gathering
relevant data with the sole objective of
demonstrating enhanced and intelligent
decision-making. The 10T is considered to
be a ubiquitous platform that has turned the
physical world into a gigantic information
system. The prevalence of 10T technologies
can be gauged from the fact that it was

stated around 95 percent of the products
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pooled in world markets in 2020 will
witness the 10T technology embedded in
them. However, with this rising popularity
of the 10T platform amongst the masses, it
has been observed that the lack of intrinsic
security options makes the entire loT
platform prone to security and privacy

threats. Considering

the performance-driven capabilities of the

Blockchain  technology comprising of
transparency, robust data encryption, and
operational resilience can serve to play a
critical role in  strengthening  the
performance of the loT platform thereby
appropriately overcoming its security and

privacy problems[4].
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1.1 Blockchain:

According to the
study, the well-known innovation
known as blockchain is gaining a
lot of attention and producing a lot
of initiatives in a variety of
industries. The financial industry is
the one that employs the blockchain
concept more than any other. As a
the financial

result, industry is

regarded as the blockchains

principal user. Though one of

blockchains ~ most  well-known
features is its application in the
crypto-currency Bitcoin, it has also
been

effectively employed to

improve substantial process
inefficiencies and a major "cost-
base issue" unique to this industry.
Figure 1 is presented as an

illustration of blockchain to make it

more  understandable. It s
understood that blockchain is made
up of data sets that are made up of a
chain of data packages known as
blocks,

several

each of which contains

operations/
transactions (TX1-n). Its expansion
of more blocks reflects an entire
ledger. The

blockchain concept is used to save

transaction record

data from fraud and this idea
guarantees the blockchains validity
all the way starting to form the first
block which is named genesis
(figure 1). Hash
distinctive and because of their

values are

uniqueness  forgery can  be
blocked

modification to a block in the chain

successfully because

changes the hash value instantly [5]

Hash of block 0 | | Hash of block i-1

Hash of block i | Hash of block i+1

| Timestamp |

| Nonce | e ¢— |Timestamp|

| Nonce

le———}

I Timestamp I

| Nonce | S— |Timestamp| | Nonce |

[ 2] - [xn]

ITX1||TX2| |TXn|

ITX1||TX2| |TXn|

|TX1||TX2| |TXn|

Genesis block Block i

Fig.1. Blockchain
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Because of the importance of data and the

rise in fraud, blockchain is becoming
increasingly relevant in loT (internet of
things) security. Due to the obvious rise in
data fraud, industries are increasingly
implementing the concept of blockchain,
which aids in the authentication and tracking
of multistep operations that
demand confirmation and traceability. It can
deliver data security, reduced regulatory
costs, and fast data transfers. Contract
administration and auditing departments
both can be aided by blockchain technology.
It can also be used to manage designations
and activities, as well as voting platforms
[6]. One popular example for this case is

that Americans are having a hard time

31

trusting their government and the number of
people who have trust in its government,
unfortunately, the percentage is very low.
According to the survey, only 18% of the
population of Washington Dc believe that
the government will do the right thing. In
this case, it was advised to the government
to opt for the Blockchain concept, as the
blockchain-based application will be able to
benefit

the government by increasing

transparency  through  decentralization,
enabling information to be viewed and
verified by participants. Furthermore,
blockchain has the potential to enable
verifiable proof of official assertions [7] ,
Figure 2 shows various properties of

blockchain[8].
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This

evaluation of the current research on the

article offers a thorough
application of distributed ledger technology
for bolstering the security of 10T systems.
The the

characteristics of blockchain technology and

authors delve into main

how they can improve IloT security.
Moreover, they analyze the current progress
loT

security, inclusive of practical examples.

of research on blockchains role in

Lastly, the authors pinpoint the major
obstacles and research areas that require
attention for the integration of distributed
ledger technology into 10T security.
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2. Literature Review

Several research  studies have
explored the potential of blockchain for loT
security, and proposed various architectures
and protocols for integrating blockchain into
loT systems. For example, in a study by
Conoscenti et al. (2016), a blockchain-based
architecture for loT security was proposed,
which aimed to provide secure and tamper-
proof data sharing among loT devices. The
study utilized smart contracts to manage
and

access control and data sharing,

demonstrated the feasibility of the proposed
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architecture through a proof-of-concept

implementation[9].

Another study by Tanweer Alam
(2023) proposed a blockchain-based identity
management system for 10T devices, where
devices can securely and efficiently manage
their identities and authenticate themselves
to other devices on the network using digital
signatures. The study also proposed a
consensus mechanism based on proof-of-
work and proof-of-stake, to ensure secure

and efficient data exchange[4].

Other research studies have focused

on the scalability and efficiency of
blockchain-based 10T systems. For example,
in a study by Syed Mujtaba Hosseini et al.
(2020), a lightweight blockchain protocol
for 10T devices was proposed, which uses a
consensus mechanism based on proof-of-
stake to ensure secure and efficient data
exchange. The study demonstrated the
feasibility of the proposed protocol through
a simulation-based evaluation, and showed
that the proposed protocol can achieve high
low loT

throughput and

networks[10].

latency in

Moreover, a study by Wang et al.
(2019) proposed a hybrid blockchain
loT
combines the benefits of public and private

architecture for networks, which
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blockchains to achieve scalability and
privacy. The study utilized a hierarchical
architecture, where private blockchains are
deployed at the edge of the network, and a
public blockchain is used to validate
transactions and maintain global consensus.
The study demonstrated the feasibility of the
proposed architecture through a proof-of-
concept implementation and showed that the
proposed architecture can provide high

scalability and privacy in 10T networks[11].

Several pilot  projects  and
experimental evaluations have also been
conducted to assess the feasibility and
effectiveness of blockchain for 10T security.
For example, in a pilot project by Xu et al.
(2018), the use of blockchain for secure and
auditable energy transactions between loT
devices in a microgrid was demonstrated.
The pilot project utilized a consortium
blockchain, where multiple entities in the
microgrid can securely and transparently
exchange energy tokens wusing smart
contracts. The pilot project demonstrated the
feasibility of the proposed architecture and
showed that blockchain can provide secure
and auditable energy transactions in loT

networks.

Another experimental evaluation by
(2018) showed that a

identity management

Kshetri et al.

blockchain-based
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system can provide secure and efficient
loT

utilized a

authentication and authorization for
The

consortium  blockchain,

devices. evaluation
where multiple
entities in the network can manage their
identities and authenticate themselves to
other entities using digital signatures. The
evaluation demonstrated the feasibility of
the proposed system and showed that it can
provide secure and efficient authorization

and authentication mechanism.
3. 10T Security

The internet of things (1oT) concept

and application, providing numerous
application scenarios for blockchain utility.
This allows end-user to connect their
devices directly with one another which
minimizes the time of database or service
connections and enhances the efficiency for
devices to be more incorporated completely
and comprehensively with each other,
irrespective of system scale. This also helps
to lessen the potential risks connected with
any kind of gadget which is being connected
by decreasing the probability of data loss by
across the

incorporating it program’s

operating system [12]. The I0T environment
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or ecosystem consists of internet electronic
objects or devices, that gather information or
data, communicate within the system, and
respond to the collected information from
their surroundings using embedded systems
such as CPUs, and different

hardware.

Sensors,

According to[13]internet of things
(1oT) will be considered a game-changer, it
will involve millions and billions of smart
devices that will be incorporated with

processing,  sensing, and  actuating
capabilities that will enable them to stay
connected to the internet. In today’s world
incorporating social networking concepts
into the internet of things has given birth to
a new concept known as social 1oT (SIoT),
this concept allows people and smart
systems to communicate and share
information more rapidly. Though security
challenge issues are increasing day by day
because as the internet and software are
getting smarter people are getting smarter
too and they are finding ways to hack data
or any other sensitive information. This is
where blockchain comes in. figure 2
represents 3 different layers of the loT

Model
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All of these layers have their own
unique set of challenges. The perception
layer is the initial layer that deals with
physical sensors used in 1oT. These sensors
utilize different standard technologies like
RFID, wireless sensor networks (WSN), and
GPS to facilitate data collection and
processing. The sensors and actuators in this
layer are responsible for measuring various
environmental factors such as temperature,
humidity, and so on. The transportation
layer, on the other hand, provides universal
the by
to a specific

access to perception layer

transmitting  information
information system. This is accomplished
through various means such as 3G, wireless
fidelity (Wi-Fi), ad hoc networks, and core
like the internet.

networks Finally, the
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application layer is responsible for providing
customer service. This layer's value is high
as it can offer high-quality smart devices to
meet customer demands, which are critical
in various loT settings such as smart cities,

healthcare, and transportation[14].
4. 10T Security Issues

Internet of things spread so fast that
people who were responsible for security
data had to keep up with IoT spread to make
sure the data is secured. But still, some
problems cannot be resolved without a
specific product. The "things" in the loT
devices, because the diversification of IoT
devices broadens the range of the IoT and
makes cybersecurity difficult. Below we will

discuss current 10T issues.
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Table 1.10T Issues

Levels Threats
Application Level Data leakage The unlawful way of communicating or passing data within an organization to
Threats external destination. Data leakage threats are most commonly transmitted over
web, mobile, USB devices, and laptops [15]
Dos-Attack Dos stands for denial of service attacks [16]flooding the user (target) with traffic
of requests or sending information which will crash the system.
Malicious-Code Attackers can attack with malicious codes and inject them in the system.
Injection
Transportation Level Routing-Attack Entering of wrong routing table and data will cause problems.
Dos-Attack Denial of service attacks also present in transportation level.
Data-Transit-Attack Movement of data increase security problem and attackers can attack data in the
middle of transmission.
Perception Level Physical-Attack Hardware focused attacks, fake identity attacks to enter the environment,

. attacking the ability of Nodes and making them unavailable, and attacks on
Impersonation

confidential data.
DoS-Attacks
Routing-Attack

Data Transit Attack

Development of various technologies for monitoring network activities, Security tools and their administration, 10T network

maintenance is difficult due to software problems, and Concerns about 10T network security [17]

5. Blockchain to Mitigate These blockchain, eliminating the need for
Issues Related to 10T Security intermediaries or centrally hosted servers.

Blockchain technology can be used This approach can enhance the privacy and

to improve the security of 10T systems in a confidentiality of the data and reduce the

variety of ways. Secure data sharing is a key risk of data breaches. Another application is

application. 10T devices can securely share Identity management. By using blockchain-

data with other devices or parties using based identity management systems, loT

36
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devices can securely and autonomously
manage their identities and authenticate
themselves to other devices on the network.
This approach can prevent unauthorized
access and device spoofing. A third
application is device authentication and

authorization. By using blockchain-based

digital signatures, 10T devices can verify
their authenticity and authorization to
perform specific actions on the network,
such as data transmission or device control.
This approach can prevent device hijacking

and unauthorized actions.

Table 2. Solutions

Issues

Solutions

Network Breaches —
Application level

Several devices, interfaces,

and continual processes leave

gaps [18]

Blockchain is the solution to block attackers who can exploit the data and hack into the

system to gather information [19]

Software attacks

Internet of things is 24/7 connected to the internet and lack of security might welcome
malware and other virus attacks which lock data and ask for ransoms. Blockchain encrypts
the data being shared [20]

Data security[21]

Blockchain provides traceability and security related to finance and other transactions. It
has the ability to capture the data in a block while transferring which secures data from

attacks and fraud.

Human errors[22]

Data is stored by humans and there is always a chance of humans making an error.
Blockchain eliminates these errors by issuing encrypted identities such as SSL certificates

for future verifications.

Data Storage

With implementation of Blockchain — it generates decentralized ledger for data recording.

This protects and controls the communication and other activities within the system [23]

lot devices and networks:

secure with Blockchain.

Blockchain has the ability to monitor and record communication between all devices which
are linked to the network, it allows organizations to access data available on activity logs,
suspect login information [24]
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6. Blockchain Based Framework To

Mitigate 10T Security Issues

One of the key advantages of
blockchain technology is that it can enhance
the security of loT systems by providing
various  essential  features. Firstly,
blockchain is a distributed and decentralized
ledger, meaning that there is no single entity
or authority that controls the network.
Instead, all participants collectively maintain
the ledger, reducing the risk of a single point
of failure or attack. Additionally, the
immutability of blockchain ensures that
once a transaction is recorded on the ledger,

it cannot be changed or deleted, thus
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protecting the integrity of the data and

preventing any unauthorized changes.
Another benefit of blockchain is that it uses
consensus mechanisms, such as proof-of-
work or proof-of-stake, to ensure that all
network participants agree on the state of the
ledger. This helps to enhance the trust and
transparency of the system and prevent any
malicious actors from tampering with the
data. From Fig.5 It is evident that the
utilization of blockchain technology is
employed in tracking potential threats
associated with 10T devices. This involves

monitoring the communication between loT
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devices and network transmission, as well as

between 10T devices and the cloud.

The use of blockchain technology
can address various security concerns in 10T
such as

systems, identifying malicious

activities in network transmission and
achieving identity authentication between
loT devices and the cloud. However,
traditional security measures that require
trusted third parties can lead to resource
consumption. With blockchain technology,
be

without the need for third parties. For

security policies can implemented

Security Problems in
Perception Layer

instance, the identity authentication
mechanism between loT devices and the
cloud can be achieved without third-party
key distribution. This approach can save
time and improve user experience. This
paper

technology to establish a comprehensive

proposes the use of blockchain

security system for 10T devices throughout
their entire life cycles. By leveraging the
blockchain technology as the primary
method and 10T as the support, a platform
layer can be created that manages massive

0T devices in the asset database.

Security problems in
Application Layer

Fig.5 Blockchain based framework for 10T security

By adding blockchain to the existing loT-based framework, several problems can be

addressed, leading to various benefits. Table 3 shows comparison of existing frameworks and

blockchain based framework.
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Table 3: Comparison of existing frameworks and blockchain based framework

Existing 10T-based Framework Problems | Blockchain Based 10T Security framework

Enhanced data integrity and immutability

Lack of data integrity and trust through blockchain's distributed ledger
technology
Improved security and privacy protection
Inadequate security and privacy through blockchain's cryptographic
techniques

Decentralized architecture with blockchains

Centralized architecture distributed consensus mechanism

Enhanced interoperability through
Limited interoperability standardized protocols and smart contracts
on the blockchain

Redundancy and fault tolerance with

Single point of failure blockchain's distributed nature

Transparent and auditable transactions and

Lack of auditability and transparency data provenance on the blockchain

Reliable data provenance and traceability

SEES TN G prTEEnEE with blockchain's immutable ledger

Reduction of intermediaries and streamlined
Inefficient and costly intermediaries processes through smart contracts on the
blockchain

Increased trust among stakeholders due to
Trust issues among stakeholders blockchain's consensus and transparency
features

Protection against data tampering and
Data tampering and manipulation manipulation through blockchain's consensus
algorithms

In summary, the key features mentioned in Table 4 of blockchain framework such as
decentralization, immutability, and consensus mechanism, can help solve many of the security
challenges faced by loT systems. By leveraging these features, blockchain can provide a more
secure and reliable foundation for loT applications and services.
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Table 4: Key features of Distributed Ledger system

Feature Description

The ledger is not controlled by a single entity, reducing the risk of a

Decentralization single point of failure or attack

Once a transaction is recorded on the ledger, it cannot be changed or

Immutability deleted, protecting the data's integrity

Network participants must agree on the state of the ledger through
consensus mechanisms such as proof-of-work or proof-of-stake,
enhancing trust and transparency and preventing malicious actors
from manipulating the data

Consensus mechanisms

Blockchain uses advanced cryptographic techniques to ensure secure

Encryption data transmission and storage

Smart contracts can be used to automate transactions and enforce

Smart contracts business logic, reducing the risk of human error or fraud

All network participants have access to the same ledger, providing

Transparency transparency and accountability

Each transaction is recorded on the ledger with a unique identifier,

Traceability allowing for easy traceability and auditability

7 Conclusion with the help of internet. Internet of

things challenges privacy of data, security

Internet of things is a wide range of .
g g concerns, and durability of the data.

internet devices connected to Wi-Fi and L )
Blockchain is successfully used in crypto

another form of internet service to transfer . .
currency transactions which does not mean

from on n nother. Whil L -
slagl o 2o St o Gl ¢ that it is not for other businesses. It can

transferring data there is a chance that the .
g successfully be used for other businesses

data might get hacked in middle by attackers like agriculture, product management etc. it

or it can attach the virus to itself. In this i . i
give validation of data, monitor data

case, scenario blockchain is the best solution . ..
continuously, records threats coming it way,

to protect data from attackers and viruses. - -
P and can easily address loT issues by

Implementation of blockchain framework - . .
providing best solutions and creating secure

provide a stable and secure environment for . .
environment for fearless transactions and

companies. As companies are now more . . . .
information sharing. In conclusion, the

digitally connected with their consumers and iritegration of distributed ledger teehnology,

other shareholders because of which a lot of o Blocketiain, inl 16T systems has e

information shared on cloud based systems
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potential to enhance the security, privacy,
and trust of these systems. Blockchain offers
features, such as

several key

decentralization, immutability, and
consensus mechanisms, that can address the
loT

However, there are several challenges and

security challenges of systems.
open research questions that need to be
addressed to enable the practical adoption of
blockchain in loT security. Future research
efforts should focus on developing scalable
and efficient blockchain-based 10T systems,
exploring novel consensus and incentive
mechanisms, and conducting real-world case

studies and evaluations.

8. Challenges and Future

Research Directions

While blockchain has the potential to
improve loT security, there are several
challenges that must be addressed to fully
realize its benefits. One major challenge is
the scalability and efficiency of blockchain-
based IoT systems. As IoT networks grow in
size and complexity, the capacity of the
blockchain to handle the increased volume
of transactions and data becomes a critical

issue.

Another challenge is the integration
with loT
loT

of  blockchain existing

infrastructure and standards. Many
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devices and platforms may not be designed
to work with blockchain, and retrofitting
them to support blockchain can be a
significant challenge. Moreover, the lack of
common standards for loT security and
blockchain implementation can create
interoperability issues and complicate the

integration process.

Another significant challenge is the
energy consumption of blockchain-based
systems, especially those that rely on
resource-intensive consensus mechanisms
like proof-of-work. This issue is particularly
important for loT devices that have limited

battery life and processing power.

In terms of future research

directions, there is a need for more
comprehensive studies on the performance
and effectiveness of blockchain-based loT
security solutions. This research should
focus on identifying the optimal blockchain
configurations and consensus mechanisms
for different types of loT applications.
Additionally, there is a need for the
development of standards and best practices
for the integration of blockchain with loT

devices and platforms.

Furthermore, the development of
privacy-preserving blockchain solutions can

also be an area of future research. This
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would enable secure data sharing among loT
devices and systems without compromising
user privacy. Finally, research should also
focus on developing effective governance
loT

long-term

blockchain-based
their

mechanisms for

systems to ensure

sustainability and stability. This would

involve identifying the appropriate roles and
responsibilities for different stakeholders
and establishing mechanisms for resolving
disputes and addressing security incidents.
Table 5, research

shows Gaps or

shortcoming’s that needs more research.

Table 5: Research Gaps and shortcomings

Key Findings

Research Gaps and Shortcomings

Scalability and Performance

Existing studies often acknowledge the scalability and performance challenges associated with
implementing blockchain in 10T environments. However, specific solutions and techniques to
address these challenges are limited, necessitating further research and development of
optimized blockchain architectures for 10T devices. The resource limitations and high-volume
data transactions in 10T environments require tailored scalability solutions.

Privacy and Confidentiality

While blockchain technology offers enhanced security, ensuring privacy and confidentiality in
blockchain-empowered loT security frameworks remains a critical concern. Existing studies
provide limited insight into effective techniques for preserving privacy in these frameworks.
Future research should focus on developing robust privacy-preserving mechanisms, such as
zero-knowledge proofs or secure data sharing protocols, to address privacy concerns
effectively.

Interoperability and Standards

The lack of standardized protocols and interoperability between different blockchain and 10T
platforms is a significant obstacle to seamless integration. While this challenge is often
acknowledged in previous studies, comprehensive solutions and frameworks for achieving
interoperability are lacking. Further research is needed to develop standardized protocols,
frameworks, and interoperability mechanisms that facilitate seamless integration between
diverse blockchain and 10T systems, promoting interoperability and compatibility.

Trust and Governance

While blockchain technology inherently promotes trust among loT entities through its
decentralized nature, studies often overlook the governance mechanisms required for effective
implementation. Future research should focus on exploring and developing governance
models and frameworks specific to blockchain-empowered 10T security frameworks. These
governance mechanisms will ensure transparent and accountable decision-making processes,
establishing trust and effective implementation of such frameworks.

Real-world Implementation
and Case Studies

Despite the theoretical insights provided by existing literature, practical implementation and
real-world case studies of blockchain-empowered 10T security frameworks are limited. Future
research should emphasize real-world deployments, assessing the feasibility, performance,
and effectiveness of these frameworks in various 10T application domains. This research will
provide valuable insights into the practical implications, challenges, and successes of
implementing blockchain-empowered 10T security frameworks in real-world scenarios.

By addressing these research gaps and shortcomings, researchers can further advance the

development of robust and comprehensive blockchain-empowered loT security frameworks. These

frameworks will overcome scalability challenges, enhance privacy preservation techniques, establish

interoperability standards, incorporate effective governance mechanisms, and validate their practical

applicability through real-world implementation and case studies.
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A review of the key energy-based criteria under mixed mode I-11 loading for brittle
materials
A. S. Fayed
Department of Mechanical Engineering, College of Engineering, Jazan University, Saudi
Arabia

Abstract

The propagation of a crack along two or more different fractured modes is an important
topic of research within the field of structural integrity and fracture mechanics. As cracks
exert a substantial influence on the performance and safety of any structure, it is vital to
identify the appropriate criteria to expect crack propagation due to mixed mode loading.
Many investigators have conducted several mixed-mode fracture experiments to determine
several fracture parameters for brittle materials. These tests have been focused on fracture
toughness, stress intensity factor and direction of crack advance. The results acquired from
these tests have been theoretically validated using several mixed-mode fracture criteria. Many
investigators have even developed empirical relations to approximate results that were not
possible with existing famous fracture criteria. This paper will provide an overview of current
energy-based criteria used to predict mixed mode crack propagation, including relevant
studies. These criteria are vital in enhancing our understanding of fracture mechanics and will
help in the development of safer and more reliable structures and components in various
industries.

Keywords: Fracture mechanics; Mixed mode fracture; Brittle materials; Energy-based
criteria.

1 INTRODUCTION Brittle materials, e.g. rocks, glass, ceramics
and certain polymers, show sudden and
Structures often possess substantial pre- catastrophic fractures once crack exist.
existing cracks that may or may not Brittle rocks are frequently utilized in
propagate, contingent on the level of load. If  various applications, such as rock cutting,
a material has a pre-existing crack, flaw, tunneling, mining, and stability estimation of
inclusion, or defect of unknown small size,  rock slop. The brittle collapse of rock occurs
the local stress concentration factor tends to  generally in mixed-mode | and 1l [2, 3].
approach infinity, making it practically futile  Glasses, used in aerospace, are commonly
for stress prediction. A head of the crack tip,  exposed to both tensile and shear stress. This
the singularity stress field is completely can cause pre-existing cracks to propagate
defined for three modes of crack yip more easily, leading to the failure of the
deformation [1], Fig. 1. (1) Mode I, opening  material. Brittle materials may be prone to
mode, where the crack surfaces are displaced  cracking during manufacturing or usage.
in opposite directions perpendicular to each  When these materials are subjected to
other. (2) Mode II, in-plane sliding shear applied loads, cracks can propagate and lead
mode, where the crack surfaces move to brittle failure and can result in serious
relative  to each other, sliding  damage to machines and equipment.
perpendicularly to the crack's leading edge. The increasing demand for accurate
(3) Mode 1, tearing shear mode, where the  predictions of component life and residual
surfaces of the crack undergo relative structure has led to a rising necessity for
movement, parallel to the leading edge of the  investigating crack growth in mechanical
crack. and structural elements. Conventional
fracture mechanics primarily focused on
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Fig. 1 The stress preceding the crack tip in
various coordinate systems

cracks that grew in an opening mode pattern.
Though, numerous service failures arise due
to defects experiencing mixed-mode
character. Many engineering applications
provide examples of cracks loaded under
mixed mode loadings.

Engineering components and structures
loaded in a uniaxial manner frequently
contain defects and cracks that are randomly
oriented. Due to their direction to the loading
axis, these cracks and defects often
experience mixed mode conditions [4, 5]. A
crack that starts from the surface of a tubing
shaft in a transverse plane is exposed to
combined loading when the shaft is under
bending and torsion. An occurrence of
mixed mode loading can be triggered during
rolling contact with high-speed rotating
bearings [6].

Cracks are a frequent issue in engineering
materials and structures, posing a significant
risk of damage and potential catastrophic
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failure if not detected and addressed
properly. Accurate prediction of crack
initiation is essential to prevent structural

failure, and researchers have recently
developed various mixed-mode crack
propagation criteria to predict crack

extension under different loading conditions.
This review article provides an inclusive
analysis of the most applied mixed-mode
crack initiation criteria. It briefly touches
upon their limitations. The insights gathered
here may provide an advance in the
prediction of the crack behavior under
mixed-mode loading.

Most of the serious problems of crack
propagation is associated with rapid,
catastrophic brittle failure of normally
ductile materials at quite low elastic stresses.
These stresses are only a small fraction of
yield stress. A contemporary process for
understanding the fracture resistance of
materials that possess cracks is to investigate
the displacement, stress and strain at the
crack tip vicinity during its initial growth.
Theoretical findings [1] indicates that at
close proximity to the crack tip of an infinite
two-dimensional plate under mode | and
mode Il loading, the elastic stress
distribution is stated in Cartesian coordinates
272

as.
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The distribution of elastic stress in polar
coordinates can be defined as:
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Stress intensity factors (SIFs) K, and Ky
correspond to mode | and mode I,
respectively. v refers to Poisson’s ratio. (X,
y) and (r, &) are defined Fig. 1. The crack tip
experiences unique stress conditions due to
the initial stresses from mode | and mode II.
Higher-order non-singular stress terms of
0(V/r) are disregarded near the crack tip.
These equations suggest that the distribution
of the elastic stresses near the crack tip
remains consistent across all components
experiencing this manner of deformation.
Consequently, the elastic stress field can be
characterized by K, and Kj,.

2 CRACK INITIATION ANGLES
UNDER MIXED-MODE LOADINGS

While crack propagation is commonly
regarded as a significant driving mechanism
to failure, additionally, it can function as a
means of strengthening by facilitating crack
kinking and generating unpredictable micro-
cracks. Therefore, the exploration of crack
propagation, stability, and interaction has
been a central area of interest in the field of
fracture  mechanics.  Since  Griffith's
pioneering research, there have been
extensive studies in the field, specifically
focusing on the behavior of crack kinking
and branching in isotropic and anisotropic
materials [8-13]. These studies concentrated
on examining the state of the crack
propagation path and its direction. By
utilizing innovative computational methods
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throughout each stage of propagation, it
becomes possible to acquire related fracture
parameters. Starting with a fundamental
crack pattern, prediction of kink direction
can be determined according to certain
criterion. The choice of the most precise

propagation criterion is material type
dependent. Many studies suggested a
comprehensive  formulation  for  the

examination of crack propagation based on
displacement-boundary value problems [14].
These methods are currently in the
developmental phase and may be used in
situations  involving  multiple  cracks.
Numerous criteria were suggested to
ascertain crack extension trajectory under
mixed-mode fracture. Nevertheless, just a
limited number of these criteria have been
substantiated and demonstrated to vyield
results that align with certain experimental
observations. Some of these criteria are
reviewed here.

2.1 Minimum SED (MSED) Criterion

In 1974, Sih [15, 16] adopted local strain
energy density (SED) and proposed the
minimum SED (MSED) criterion. A
comprehensive discourse is presented in
[17]. The MSED criterion suggests that
crack extends in a path that is aligned with
the MSED direction along a fixed radius
close to crack tip. The core region is defined
by the area enclosed by this fixed radius.
This theory presumes that the crack initiates
in MSED path and extends as MSED has a
critical value (S¢r = Smin). The variable S is
defined in a manner that eliminates the
singularity terms from the SED function and
S is expressed as:

aw

S=T gy

(3)

In which, dW/dV refers to SED function per
unit volume. r, denotes a finite distance
from the point where failure begins. When
considering slit cracks, it is postulated that
the crack tip acts as the point where failure
initiates. Employing Eq. (1) of Cartesian



(aY YT ssadgiateeo Jo¥l dlay) ¥ amadl V) alaad) (3ala

Ahaadail) o glall ) S daals dlaa

coordinates, the SED function per unit
volume is expressed as:

(S = allKIZ + 2a12K1K11 + zazzKIZI

_ (1 + cos0)(k — cos0)
o 16Gn

_sin6 [2cos8 — (k — 1)]
hz = 16Gr

(4)
3 (k+ 1)1 — cosb)

22 = 16Gn
(1 + cosB)(3cosf — 1)

16Gm

w

v

plane stress

I+

v

kl
k=3—4v

plane strain

Once the equations for a crack in an infinite
plane are derived, the SED function can be
estimated using the stresses near the crack
tip [18]. Utilizing the aforementioned
formulation, the polar predicted angle (6c)
that corresponds to the minimum MSED is
determined in closed form. Once SIFs are
acquired, you can utilize either (1) a closed
form expression near the crack tip or (2)
Employing a numerical approach, stresses at
a particular distance from the crack tip can
be determined. The analytical solution
reveals that the result is contingent upon the
type of material involved.
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In which, G refers to modulus of rigidity.
MSED criterion is mathematically indicated
as:

9%S
002

r=r¢ 0=6,

0, >0

)

r=r, 0=6,

i
l

S|r=rc, 9=9C=Scr

0 0
(201 + K)A tan* >+ (2k(1 - 22) — 222 + 10)tan® - -

7] 7]
24 tan? 2 + (2k(1 —22) + 612 — 14)tan§ +
23-k)A=0

(6)

2(k — 1)Asinf — 81sin20 + (k — 1)(1 — A*)cosf +
2(2% = 3)cos20 > 0

in which, A = L

1

The MSED criterion stands as an indicator
that unveils the interconnection between the
angle at which cracks begin and the elastic

attributes of the material, as denoted by
Poisson's ratio, alongside the prevailing
stress conditions. The findings demonstrated
a creditable concordance with empirical
observations conducted on the Plexiglas
material when considering v = 1/3 [16, 19,
20]. Kipp and Sih [21] employed the MSED
to analyze elastic materials with notches.
Their study focused on examining the
fracture paths of plane elliptical cracks
subjected to external tensile and compressive
forces. They discovered a consistent
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concurrence  between the theoretical
prediction and the empirical data. Gdoutos
[22] authored a book encompassing a
detailed exploration of the practical
implementation of the MSED criterion in
diverse crack configurations. Maiti and
Smith [23] employed both MTS and MSED
criterion to get the angle of crack extension,
crack path, and critical load. They
demonstrated that the MTS and SED are
appropriate to estimate the threshold load for
both elliptical and slit cracks that were
subjected to uniaxial tensile loading. Carloni
and Nobile [24] utilized the MSED to
examine fracture characteristic of orthotropic
materials. Their findings revealed that the
extension of a crack was influenced by both
the biaxiality parameter and the material’s
anisotropic properties. Alneasan and Behnia
[25] utilized the MSED criterion to predict
and describe the fracture envelope for low
and high strain rates.

2.2 Maximum Energy Release Rate, ERR,
(MERR) Criterion

1n 1921, Griffith [26] proposed the initial
criterion for fracture initiation. This criterion
suggests that fracture transpires as the
accumulated energy within the body
surpasses the material’s surface energy. This
principle is only applicable to mode | load
presuming a well-known crack extension
beforehand. In 1974, Hussain et al. [27]
formulated the maximum energy release
rate, ERR, (MERR) criterion, which derives
from the fundamental principles of Griffith
energy. Their research illustrated that the
onset of cracks transpires along the path
aligned with the highest magnitude of energy
release rate. In their work, Hussain et al. [24]
developed the MERR criterion by assuming
that, under combined loading, the crack
advances along its original plane.
Additionally, they considered the energy
release rate (ERR), denoted as G, to be
predetermined as follows:
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1
G = A (K# + Kf;) for plane stress
(7)
(K? + K7) for plane strain

.f
|
\G

Here, E represents the modulus of elasticity.
In accordance with the MERR criterion, the
following conditions must be met when the
crack: (i) extends at MERR direction, and
(ii) propagates when the MERR criterion is
satisfied, indicating that the magnitude of
MERR in that particular direction attains a
critical threshold. That is,

1 —v?

 E

%G
062

=7, 0=0,

(0G

Jo
l

In 1998, Awaji [20] introduced the notion of
ERR pertaining to mixed mode loading. He
expanded the applicability of Griffith’s
energy principle to encompass mode Il
fracture. To determine mode | and mode I
SIFs ahead of a kink tip, denoted as k; and
ko, respectively, at any given kink angle (6),
the coefficients Kj; can be computed through
quadrature methods, as derived from the
analysis conducted by Khrapkov [28].
Howard [29] performed calculations to
determine these coefficients. In which, k;
and k, are determined as follows:

<0,

®)

)

r=rg, 0=0,

G|r=rc, 9=6C=Gcr

6 1 30
6 3 36
i (
1 36 ©)
1 6 3 36

( 3
ki =K, (—cos—+—cos—) +
——sin———sm—)
1 :
k, = K; (—sm—+—sm—> +
Ky (—cos— +—cos—>

4 2 4 2
3
4 2 4 2
0
4 2 4 2
\ 4 2 4 2

The objective is to ascertain the angle (6;) of
the actual crack extension. Therefore, any
additional initial extension originating from
the kink tip in that direction must align with
the plane of the kink itself. Hence, when
exploring the optimal onset angle that
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maximizes the ERR, it is reasonable to
restrict the search to extensions from the
kink tip that align with the same path of the
kink itself, i.e. co-planar extensions within
the kink plane. For such kinks that lie within
the same plane, the following equation is

applicable.
(9=011 92
for plane stress;
_k K
gl - E !gz - E )
Kit
9=
for plane strain;
(1 —vHki
3 = - 10
91 £ ) (10)
_a-v)K
92 = E
(1 -v»)Kf;
9e =" f
Im = Yc
\

The MERR criterion can be expressed as gm
= gc. In which gy, is the highest value of g. gc
is the material’s ERR for fracture toughness.
6. is calculated by maximizing g/g. with
respect to 0. K,c is a material property that
remains unaffected by the various loading
modes present near to the crack tip [30].

2.3 T-Criterion

In 1982, Theocaris et al. [31-33] proposed
the decomposition of the overall SED into
two distinct components: dilatational and
distortional. They asserted that: (i) the
initiation of crack propagation occurs when
the dilatational component, Ty, near the
crack tip exceeds an essential threshold,
Tver, and (ii) the evaluation of Ty in the
crack tip vicinity should be performed
through the utilization of the elastic-plastic
boundary determined by the von Mises yield
condition. Therefore, the crack extends in
the direction where the maximum
dilatational strain energy is observed. The
distortional component, Tp, keeps constant
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within the elastic-plastic boundary. The
quest for the maximum of T (entire strain
energy described similarly to S in MSED
criterion) is synonymous with the pursuit of
peak values of Ty [31, 32]. Therefore, the
disparity between the MSED and T criteria
lies not in their distinct formats, but in their
respective defined positions. In
mathematical terms, the T-criterion can be
represented as:

(9T 0%,

'a_gv =0, WZV <0

L Ty lr=re, 0=0.=Tv cr
( _1-2v 2

Ty = 6F (ox +0y)
{ (12)
1+v

\To = —5(0x + 0y — 0x0y + 313, )°

The equations for Tp and Ty are utilized
under plane stress conditions; nevertheless,
the outcomes remain consistent for plane
strain conditions as well. Eq. (1) could be re-
written as:

1

\271r
1

V27ir

i

f:(6)

g, =

A

ay = () (13)

1
ko-xy = \/ﬁfxy (6)

Using this notation, Ty and Tp can be written
as:

1—2v

]
T, = ———
V" 12mEr

(fx(0) + £,(6))*

A

1+
T =—— (RO + e~ Y

£ (0)£,(8) + 3£3,(6))

\

As the distortional strain energy remains
constant within the elastic-plastic boundary
specified by the von Mises approach, Tpp IS
a material constant.
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" = 6nET, S (6) + 1 (6) (15) { ( (f:(6) + £,())° ) (16
£(0)f,(8) +3£2,(8)) W\(72(0) + f2(6) — £(6)/,(6) + 3£3,(6))

\

In which, 4 = K;/K;;. Despite being derived
from the modification of the MSED
criterion, The T-criterion remains unaffected
by Poisson's ratio or stress-state, displaying

independence in both  characteristics.
Theocaris et al. [31-33] conducted
experiments using polycarbonate material.
Their  predictions  exhibited  strong

concordance with the experimental data
regarding ductile failure [34]. As suggested
by Theocaris and Andrianopoulos [31, 32],
considering high brittle materials where the
elastic-plastic border can be neglected, the
boundary specified in the T-criterion may be
approximated as a tiny circle, as proposed by
the MSED criterion. In such conditions, the
disparity between T-criterion and MSED
criterion is minimal. Lam [35] identified
another scenario where the discrepancy
becomes insignificant, namely the presence
of a long crack subjected to low levels of
cyclic stress. In such cases, the reversed
plastic zone boundary serves as the pertinent
boundary between elastic and plastic
behavior for the T-criterion and it is
considerably smaller compared to the size of
the  monotonic zone of plasticity.
Furthermore, the extent of the applied load
during steady fatigue crack propagation is
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Applying the T-criterion:

6 6 6
tan® >~ 4] tan* > + (54?2 — 1) tan® > +

3-52% L0 At-2-1 6
) an > ) anz
(1+/12)/1_0
4 2 B (17)

(1 —202%2 = 51*")cosO + 8(3 + 2% — 1*)cos26 —
3(3 —122%2 + 1*)cos30 + 2(13 + 51%)Asinf +
32(1 + 2?)Asin20 — 6(5 — 31%)Asin36 < 0

generally significantly lower than the

required load for fracture.
2.4 Y-Criterion

Although the T-criterion
widespread  recognition in  predicting
material failure, many researchers have
proposed that the distortional SED (DSED)
might also have a notable influence on crack
propagation. Thereafter, several based-SED
fracture criteria were proposed [36-39]. In
1991, Yehia [39] presented a comprehensive
formulation of the Y-criterion, a fracture
criterion rooted in the distortional SEM
component calculated at a fixed distance
from the crack tip, representing an inherent
material  characteristic.  The  criterion
incorporates a yield condition based on solid
physical principles. It leverages the singular
elastic stress within crack tip vicinity to
determine the distortional SED component.
The Y-criterion depends on a crucial
threshold that can be determined through
empirical methods using standardized tests.
It can utilize yield conditions other than the
Von-Mises vyield state if their adequacy is
ensured. Additionally, crack propagation

has gained
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arises along the path of the minimum
distortional SED, and propagation initiates
when this minimum value exceeds or equals
a critical threshold. An evaluation was
conducted to assess the predictions of
fracture loads and angle employing the Y-
criterion with those of other mixed-mode
fracture criteria within the framework of
LEFM. The Y-criterion exhibited favorable
predictions, especially when validated
against existing experimental data. Its
predictions demonstrated satisfactory and
strong agreement with empirical findings
and the MSED predictions across a wide
range of vvalues from 0.0 to 0.5.

2.5 Maximum Tangential SED (MTSED)
Criterion

1n 1991, Koo and Choy [40] suggested the
maximum  tangential SED (MTSED)
criterion, demonstrating that the MTSED
locus resides among the loci of the MTS and
MTSN criteria. Subsequently, Ayatollahi et
al. [41, 42] expanded the range of MTSED
criterion to encompass analysis of mixed-
mode I-11-111 fracture behavior.

2.6 Average SED (ASED) Criterion

In 2001, Lazzarin and Zambardi [43]
introduced the concept of the average SED
(ASED) criterion in sharp V-notches. This
criterion postulated that once the ASED
surpassed a critical value within a designated
control volume, the initial crack would
initiate propagation. The ASED criterion
garnered significant attention from many
researchers and became widely adopted for
analyzing failure in structures featuring
cracks with V or U shapes [44-49].
Furthermore, a broad review was carried out
to assess the wusage of the ASED
methodology in the context of welded
structures and V-notches [46]. Their research
findings indicated that a criterion based on
volume demonstrated higher accuracy when
compared to criteria based on points or lines.
in 1985, Zhao [50] developed a thorough
presentation for the MERR criterion,
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applicable to various states involving mode
I-11-111 loading.
2.7 F-Criterion

In 1994, Shen et al. [51] proposed the F-
criterion by introducing a modification to the
MERR criterion. F-criterion takes into
account the combined critical fracture
energy of mode | and mode I, allowing for
the evaluation of crack propagation under
compression [52, 53]. 1n 2006, Chang et al.
[54] introduced a general brittle fracture
criterion for mode I-1l fractures by the
adoption of maximum potential ERR. They
proposed a new expression for the energy
release rate. They conducted fracture tests on
aluminum alloy specimens subjected to
mixed mode I-1l loading conditions. Their
objective was to validate the accuracy of
MPERR criterion through experimental
means. The results demonstrated excellent
agreement  between  the  theoretical
predictions based on the MPERR criterion
and the actual experimental findings.

3 CONCLUSIONS

A thorough analysis of the mixed mode I-11
fracture criteria within the context of LEFM
is presented. A comprehensive review of
energy-based criteria is conducted, exploring

their theoretical foundations, and
investigating their practical applications.
Furthermore, a concise discussion

highlighting the advantages and limitations
associated with these criteria is provided as
well.

The onset of mixed mode cracks is a crucial
parameter in determining the structural
reliability and performance of a material. In
evaluating mixed mode crack initiation,
designers and engineers must consider the
wide range of crack initiation criteria that
exist and choose the one that is most
accurate and suitable for their application.
As a result, a general criterion for mixed-
mode crack initiation is still a challenging
topic in fracture mechanics, and researchers
continue to explore new approaches to
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developing a more reliable and practical
criterion. These criteria are essential for
predicting the performance of materials
under complex loading and for designing
structures that can endure such conditions.

The prediction of crack initiation and
propagation varies significantly among
different types of energy-based fracture
criteria. None of these criteria can accurately
predict experimental results for all cases.
The choice of an appropriate fracture
criterion is dependent on several factors,
including the type of crack (open or closed),
loading modes (tension-shear or
compression-shear), and failure
characteristics (tensile or shear failure).
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A hybrid ROA-KNN approach for botnet detection in 10T networks
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Abstract

The Internet of Things (10T) is integral part of various industries from healthcare to transporation
and will continue to penetrate more industries in future. In this scenario, the satisfaction of
security requirements plays a fundamental role. Botnet has become one of the most largest
security threats to these networks. The Botnet detection has become more challenging due to its
hidden and carrying capacity. Although machine learning (ML) models have enhanced Botnet
detection, the curse of dimensionality significantly limits the performance of ML models. This
paper uses a hybrid approach, Remora Optimization Algorithm (ROA) selects the most
informative features, and then the selected features are fed to the ML model. Five different ML
models comprising logistic regression, k-Nearest Neighbor (KNN), support vector machine,
random forest, and AdaBoost are assessed and validated on two open-source 0T Botnet
detection datasets. The developed ROA-kNN obtained the best results compared to the other

comparative models.

Keywords: Botnet detection, 10T, machine learning, security

1. Introduction techniques are required to extract valuable

. . and meaningful information from the large
In recent years, both academics and business g g

have given the Internet of Things (IoT) a lot data produced by loT devices [3]. Making

i redictions with the help of these data can
of attention. Internet-connected gadgets and P P

) help to manage the potential future scenarios
IoT networks have gained enormous appeal P g P

. . - . . more effectively.
in a variety of applications, including smart

cities, smart healthcare, smart transportation, The smartness of loT systems, or the
and smart farming, as a result of their transition from traditional 10T to intelligent
incredibly rapid growth [1]. Also, loT loT, is another critical topic in the 10T world
technology ~can  participate in  the [4]. ML models can be used to take this
applicability of efficient resourceful services issue [5][6]. Recently, ML methods have
for reaching a sustainable living standard as shown great potential in detecting loT
a target point in the presence of physical Botnet [7,8,9,10]. In [11], the authors
infrastructures. suggested a method for intelligently

) detecting harmful intrusions in loT systems
Due to the widespread use of I0T systems g y

) ) that makes use of efficient categorization of
and devices, a vast volume of data with g

- - benign and malicious assaults. To find
specific characteristics can be collected [2]. g

. abnormalities and other harmful behaviour
The fact is that these collected data are only

) . . . in the 10T, an ensemble approach combinin
raw data with little valuable information. PP g

. . several machine learning techniques and
Therefore, data processing and analysis g a
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deep learning is applied. In [12], a novel
Feature Selection (FS) metric is developed
that relies on the wrapper method to filter
the features precisely. Then they utilized a
random forest algorithm to identify harmful
traffic detection in an 10T network.

In [13], a novel wrapper FS model that uses
Emperor Penguin Colony method to select
more informative features and k-Nearest
Neighbor (KNN) classifier in 1oT. Paper
[14],

effective packet-based Botnet detection. The

explainable ML is explored for
authors focused on feature selection to
produce a realistic dataset to train an ML
model to achieve very high accuracy. Paper
[15], a

engineering method is proposed to identify

Fuzzy Logic based feature
the fuzzy elements in the CTU-13 dataset.
The features generated, using the proposed
approach, are then used to feed an artificial

neural network for Botnet detection.

ML techniques can be used to process,
analyze, and extract useful information from
a given data that, in most situations, is hard
loT

systems can become more intelligent and

detectable by humans. However,
considerably more effective at making
decisions by using ML models because they
can find hidden patterns in data, identify
semantic relationships between data points,
and forecast the future based on the analysis
of historical data. Meta-Heuristic (MH)
for

methods are popular FS purposes

because of their strong self-learning
capabilities, which can maintain a relatively
high detection accuracy of Botnet features.
In the current work, a hybrid approach
employs ROA as FS-based MH method and
then the selected informative features by the
ROA are used as inputs to the ML model.

This paper uses five different ML models
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comprising Logistic Regression (LR), KNN,
Support Vector Machine (SVM), Random
Forest (RF), and AdaBoost (AB). The
effectiveness of the hybrid approach is
investigated several

using quantitative

evaluation measures on two publically
available datasets for Botnet detection in an
IoT environment. The ROA-kNN showed
better performance than the other models for

botnet detection.

The remaining parts of this paper are
structured as follows: Section 2 describes
the proposed method and a brief overview of
ROA. In section 3, the description of the
4,
results are presented. The

dataset is provided. In section
experimental
paper is concluded with future research

directions in section 5,

2. Methods and Materials
2.1. ROA

ROA [16] is a new MH method that mimics
the concept of parasitism of Remora.
Exploration and exploitation of ROA are

briefly described in this section.

2.1.1. Exploration

Swordfish Optimization Strategy
To explore new region the search space, the
location

Remora's is updated when it

adheres to the swordfish using:
Rf+1 = Ritbest -

(rand(O,l)) (beest_2 Rﬁand _ Rﬁand)

1)

where tis the number of current iterations;

Rt

ibes

and R:

rand

rand(0,1) is a random number in the range
of 0-1.

. refers to the best-obtained solution

indicates a random location, and


https://www.sciencedirect.com/topics/computer-science/botnet-detection
https://www.sciencedirect.com/topics/computer-science/botnet-detection
https://www.sciencedirect.com/topics/computer-science/machine-learning
https://www.sciencedirect.com/topics/computer-science/machine-learning
https://www.sciencedirect.com/topics/computer-science/artificial-neural-network
https://www.sciencedirect.com/topics/computer-science/artificial-neural-network
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Attack experience
Remora takes small steps in the vicinity of
the host end to identify whether or not to
change the host based on fitness. This
behavior mathematically can be presented
as:

Raee = Rf + (RE - Ryre) * randn (2)

whereis Rg. the test step, R,.. is the
Remora's position in prior iteration, and
randn is the small global random step of

the Remora.

Then Remora randomly checks the change
in the fitness values between the current
(f(RH) the tested

response (f (Raze))- It (f(R]) > f(Raw),
then, Remora employs local optimization

response, and

using one of the feeding techniques, while if
(f (RE) < f(Rqst), Remora picks the host.

2.1.2. Exploitation (Thoughtful Nutrition)

WOA Strategy
Remora's location when attached to the

whale is updated as:

R, = D x exp® x cos(2nx) +R: (3)

a=rand(0,1) * (a —1)+1 4)
x=- (1 +7) (5)
D= [Rbest - Ri] * Ry (6)

where t is the number of iterations, « is a
random number [—1,1], D presents the
distance between the hunter and prey, a

varies linearly from -2 to -1.

Host nutrition

A minor step in the exploitation process
called "host feeding” produces a solution
space that gradually condenses around the
host, improving the capabilities of local
optimization. Mathematically this stage can

be expressed as follows:
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Rf = Rf +A (7)

A =Bx (Rf —Cx Rbest) (8)

B=2xV=x*rand (0,1) =V 9)
t

V=2 (1 - ;) (10)

where A is a small step between the fish
adhesive and host, C is the coefficient of

stickiness in 0-0.3.

2.2. Developed approach

The

literature

investigations in the

indicate that the use of ML

reported

models has significantly improved Botnet
detection. The performance of commonly
used ML models such as LR, kNN, and
SVM depends on the size of the input
dataset, the number of examples per class,
and the feature dimensionality. Although
network attacks are rare, care has been
taken to represent attacks and regular
network traffic in a balanced dataset.
Hence, only feature dimensionality needs to
be taken care of to improve the detection

performance.

Although some ML models, such as
random forest, and AdaBoost, have an
inbuilt capacity to select essential features,
the computational complexity of such
models increases with redundant features.
Hence, a hybrid approach with a unique
feature selection algorithm and an ML
detection
MH

algorithms have shown a good feature

model will improve Botnet

performance. In recent years,
selection ability in various optimization
problems. These algorithms are gradient-
free and do not require large hyper-
parameters. This work explores Remora
Optimization Algorithm (ROA) to select
the optimum feature set. Figure 1 shows a

detailed architecture of the hybrid approach.
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FEATURES

TESTING DATA

1
EVALUATE CLASSIFIER 1
PERFORMANCE

Figure 1. The ROA-based hybrid Botnet detection framework.

The dataset is divided into two mutually
exhaustive subsets for training and testing.
The training data is used to select the
optimum feature subset by ROA with
fitness function as an objective measure to
optimize the process. The optimum feature
set (OFS) obtained during the training is
used to select the important features and

then passed to the classifier for evaluation.
3. Datasets

3.1.1. Dataset 1

The N-BaloT dataset is created in UNSW

Canberra cyber center. The dataset is

realistically created in an loT network to
botnet scenarios. It

simulate various

collaborates the regular and Botnet traffic
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with the label using many virtual machines
on the company's internal network to model
various malicious attacks to capture
legitimate and malicious traffic. The dataset
comprises more than 72 million records with
various malicious attacks, including DDoS,
DoS, OS, Data exfiltration, and Keylogging
assaults, as well as extra DDoS and DoS
attacks [17]. The BoT-loT dataset is grouped
depending on attack categories and has a
realistic testbed. This work uses 999,610
records with 994,828 botnet traffic and the
remaining regular traffic. Each traffic record

is represented by 115 real-valued features.

3.1.2. Dataset 2
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Despite attempts to create datasets of
assaults on 10T devices, several potential
attacks in the loT environment are not
available in these datasets. The majority of
datasets does not take into account a
complex network architecture with actual
loT devices. CICloT2023

dataset for

is a real-time
loT

environments [18]. It uses a brand-new,

large-scale attacks in
sizable loT attack dataset to encourage the
creation of security analytics tools for actual
0T operations. It comprises 33 attacks run
over 105 IoT devices. Seven attacks, namely
Web-based, Spoofing, Brute Force, DDoS,
DoS,

categorise these attacks. Each traffic record

Recon, and Mirai, are used to

is represented by 47 real-valued features.

Table 1. Dataset characteristics.

# No. of
Dataset Source

features samples
N-BaloT [17] 115 999,610
CICloT2023 [18] 47 10,340,161

Table 1 describes the basic characteristics of

both datasets. The analysis of individual

datasets with class-specific distribution is
provided in respective source articles and is
not repeated here. Due to a huge number of
traffic records, using an iterative FS such as
MH methods will
expensive. Hence, only 10% of the dataset is

be computationally

used for FS evaluation while maintaining the

ratio of network activities.

4. Experimental results

4.1.Experimental setup

The standard parameters of ROA, such as
population size and the maximum number of
iterations, are empirically set as 30 and 100,
and the optimization method is carried out
by running 20 independent ROA executions.
The hyper-parameters settings used for ROA
and all classifiers are given in Table 2. All
the experiments are conducted on a
computer with 3.13 GHz PC with 32 GB
RAM and Ubuntu 22.04.1 LTS operating
system and implemented using Python sci-

kit-learn.

4.2. Evaluation measures

Four quantitative measures are used to

evaluate the hybrid model and are

calculated as follows:

Table 2. Hyper-parameter settings for FS and classifiers.

Method Parameters

Neighbors = 15, algorithm ="' KDTree', leaf_size = 20, distance ='minkowski'

Regularization = 10, kernel="rbf', gamma="scale’, decision_function = one-vs-rest

Estimators = 500, criterion="gini', max_depth = 8, min_samples_split =5,

ROA ld=1and g =2

LR Penalty=L2, train_bias = True, solver='Ibfgs’, max_iter=200,
KNN

SVM

RF max_features = 8

AB

algorithm="SAMME.R'

Estimator = 'Decision Tree', estimators = 100, learning_rate = 0.9,
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A\ TP + TN
~ TP+TN+FN + FP (11)
oo TP
recision = TP n Fp
(12)
Recall = — -
eca TP + FN
(13)
o _ 2PR
-Score = P n R
(14)

where, True Positive and (TP) and True
Negative (TN) denote the samples of
customers correctly detected as an attack or
not, while False Negative (FN) and False
Positive (FP) represent the number of
misclassified positive and negative cases,
respectively.

4.3.Experimental results and discussion

The five classifiers with optimum hyper-
parameters, reported in Table 2, are used for
Botnet detection using two datasets reported
in Table 1. The performance of all classifiers

in terms of mean and standard deviation
(SD) of detection accuracy is shown in
Table 3. The AB and RF provide the highest
mean detection accuracy for N-BaloT and
CICloT2023 datasets. The primary reason
for the slightly inferior performance of the
remaining classifiers is the absence of an

inbuilt feature selection.

Table 3. Botnet detection accuracy of five classifiers for N-BaloT and CICloT2023

datasets.
N-BaloT CICloT2023
Model
Mean SD Mean SD
LR 88.846 2.015 98.901 0.632
KNN 89.913 1.985 98.410 0.089
SVM 88.912 2.012 98.152 0.129
RF 90.486 1.616 99.672 0.083
AB 91.123 1.329 99.573 0.071

66



(aY YY smadgiateeo ¥l dlay) ¥ amadl V) aladd) dala

Al o slall o la daaln Al

0.105

0.1

0.095

0.09

Fitness value

0.085

0.08

20 40 60

Number of iteration

80 100

(@)

Fitness value

20 40 60

Number of iteration

80 100

(b)

Figure. 2. Convergence behavior of ROA for Botnet detection using (a) N-BaloT and (b)

CICloT2023 datasets.

To examine the efficiency of the hybrid
approach, the real-world dataset provided in
Table 1
convergence behavior of ROA-based feature
selection for N-BaloT and CICloT2023
datasets is shown in Figure 2. It shows the

is analysed using ROA. The

variation of the fitness value, a combined
measure of classification loss and fitness
value, over different iterations [16]. The
convergence behaviors shown in Figure 2
are the best among 20 independent runs for
each dataset, ranked based on the final
fitness value. As shown in the figure, the
fitness value decreases rapidly at the start for
both datasets. The fitness value converges to
a minimal value of 0.0841 for the N-BaloT
dataset and 0.0163 for the CICloT2023
dataset. This fitness value selects 64
optimum features out of 115 for the N-
BaloT dataset and 33 optimum features out
of 47 for the CICIoT2023 dataset,
% and 29.78
compression in feature dimensionality for N-
BaloT CICloT2023

respectively.

ie.
approximately 44.34 %

and datasets,

The selected features are then passed as
input to five classifiers. Table 4 shows the
comparative analysis of the hybrid approach

with ROA-based feature selection and five
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classifiers for both datasets. The mean
detection accuracy of all classifiers except
LR and SVM for the N-BaloT dataset has
increased. The combination of ROA and
kNN  (ROA-KkNN) the
accuracy of 92.085 and 99.923 for the N-
BaloT and CICIoT2023 datasets. It can also

be noted that the increase in the ROA-RF

shows highest

and ROA-AB mean accuracy values is
smaller than classifiers without an inbuilt
feature selection mechanism. The standard
deviation of all classifiers for both datasets
is reduced, indicating increased stability of

the hybrid models.

Table 4. Comparative Botnet detection
with  ROA-based
selection and five classifiers for N-BaloT
and CICloT2023 datasets.

accuracy feature

N-BaloT CICloT2023
Model

Mean SD Mean SD
ROA-LR 88.235 1.011 97.621 0.411
ROA-KNN 92.085 1.016 99.923 0.009
ROA-SVM 89.231 1.184 98.414 0.606
ROA-RF 91.011 1.349 99.481 0.031
ROA-AB 90.562 1.105 99.689 0.029
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m ROA-LR 88.235 85.512 86.548 86.027
m ROA-KNN 92.085 90.136 90.985 90.559
m ROA-SVM 89.231 87.232 87.656 87.443
ROA-RF 91.011 90.165 89.922 90.043
ROA-AB 90.562 89.265 89.164 89.214
100 -
99 I

98 I

97

96
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Accuracy Precision Recall F1-score

mROA-LR 97.621 98.680 95.700 97.167
m ROA-KNN 99.923 98.690 99.450 99.069
m ROA-SVM 98.414 98.612 97.920 98.265
ROA-RF 99.481 98.964 97.922 98.440
ROA-AB 99.689 98.972 98.913 98.942

Figure 3. Comparative analysis of ROA-based hybrid models for Botnet detection using

(@) N-BaloT and (b) CICloT2023 datasets.

The results of the hybrid classifiers in terms
of accuracy, precision, recall, and F1-score
for both N-BaloT and CICIoT2023 datasets
are illustrated in Figure 3. The mean of each
measure is represented using a bar plot with
a marker for SD. For the N-BaloT dataset,
ROA-RF has slightly higher precision than
ROA-kNN but for the

significantly higher than the prior model.

recall latter is
This can be seen by a higher Fl-score for
ROA-kNN than ROA-RF. Hence, ROA-
KNN provides the best performance,
followed by ROA-RF, ROA-AB, ROA-
SVM, and ROA-LR. For the CICIoT2023
dataset, both ROA-RF and ROA-AB models
have higher precision than ROA-KNN, but

recall for the latter is highest amongst all the
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hybrid models. The higher Fl-score can
confirm this for the ROA-kNN model.
Hence, the performance-based ranking of
the models for the CICIoT2023 dataset is:
ROA-kNN, ROA-AB, ROA-RF, ROASVM,
and ROA-LR.

5. Conclusion and future works

This paper presents a hybrid ML approach
for Botnet detection in an 10T environment.
It comprises the ROA as an FS and the
selected informative features are used as
inputs to the ML model for Botnet detection.
Five different ML models are evaluated in
this hybrid approach using two open-source
datasets for Botnet detections. Results show
that the ROA-KNN model gained better
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results than ROA-LR, ROA-SVM, ROA-
RF, and ROA-AB. In the future, the hybrid
ROA-kNN models can be used for different
applications such as intrusion detection,
signal processing, and big data. Another
possible lane is exploring other MH methods
to be applied as an FS in Botnet detection.
Lastly, the ROA-KNN model can be tested
in real-time to measure its efficiency and

handle different attacks accurately.
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A review on Plackett-Burman Design
Ahlam Ali Alzharani
Department of Management Information System, Faculty of Collage of Business Administration,
Albaha University, Saudi Arabia.

Abstract

In the last decades, design of experiments (DOE) methodology has been statically valuable tool
since it discovered the relationship between the response and factors. This feature increases the
number of applications for DOE in many fields. Recently, Plackett-Burman design has been
considered the most used design in industry and another field. Through the existing literature
review across databases like Google Scholar, were searched for relevant papers for a time period
between 2012 and 2022. Many industry cases using the Plackett-Burman design were identified
and several papers show some problems related to the analysis for this design. The purpose of
this literature review is to present the properties of this design and its applications, as well as, to
show the most uncovered and unsolved problems related to the analysis for this design.

Keywords: Plackett-Burman Design, Projection, Two-factor interaction, Orthogonal.
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1-Introduction

The investigator usually conducts an
experiment to understand a particular
process or system. In the experiment, any
change in the input factors can be observe in
the outcome (response). The design of the
experiment is a powerful tool that could help
determine which factor has a big impact on
the response. Also, by designing an
experiment methodology, the investigator
could develop a model that related the
response to the level of factors, and then use
this model to improve the system, process or
making decision. So, the design of an
experiment is a statistical method used to
plan, conduct and analyze the factors that
control the response. This method involved
a series of experiments that at the beginning
looked broadly at many factors and then,
focused on critical ones.

The first experiment in this series of
experiments is called a screening
experiment. The importance of this step is to
finds the most important factors that have a
significant impact on the response. This step
IS very important since it has an effect on the
experiment’s budget. Usually, the most
common design used for screening
experiment is a two-level factorial design.
Two-level factorial design first introduced

by [7] which represented by Zk, where K is
the number of the main effects (MEs). Due
to run size and time concerns, fractional
factorial design is alternative to two-level
factorial design.

Plackett-Burman design is one type of non-
regular fractional factorial design, that was
first produced by [15]. This design was
developed for studying k = N — 1, MEs in N
runs, where N is a multiple of 4. So, the run
sizes for this design are 12, 20, 24, 28, and
36. Table 1 shows rows that contain signs (+
or —) which are usually used for generated
Plackett-Burman designs. The usual way to
generate Plackett-Burman designs is to use
the cyclical pattern method. That means we
must use one appropriate row, as shown in
Table 1, as the first column, then develop
the second column by moving the last
element in the first column as the first
element in second column, then place all
elements in the first column. The third
column is generated from the second column
in the same way. Then, the process is to
keep doing it until the last column k. In the
end, a row of minus or plus signs should be
added the last row. An example of the
Plackett-Burman design for N = 12 and k =
11 is shown in Table 2.

Number Number Signs

of MEs of runs

k=11 N=12 =ttt ==t

k=19 N=20 +++++ -+ -+ +——F—F————

k=23 N=24 +++++ -+ -+ +——F—F————

k=35 N=36 — -4+ttt -ttt ————F -+~ +——+—

Table 1: Starting rows for generating the Plackett-Burman designs
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A B C D E F G H [ J K
+ - + - - - - + + - +
+ + - + - - - + + -
- + + - + - - - - + +
+ - + + - + - - - - +
+ + - + + - + - - - -
+ + + - + + - + - - -
- + + + - + + - + - -

- + + + - + + - + -
- - + + + - + + - +
+ - - - + + + - + + -
- + - - - + + + - + +

Table 2: Plackett-Burman design for N =12 and k = 11

During the last two decades, Plackett-Burman designs have been widely used in screening design
for their run size economy and detecting active effects, especially two-factor interactions (2FIs).
[11] suggested a method for analyzing the Plackett- Burman design to estimate some 2FIs along
with MEs, despite the complex aliasing structure of the design. However, the Plackett-Burman
design in the literature is still rare especially for its properties and applications. In this paper, a
review of the literature on the special properties and applications of Placket-Burman design was
conducted. The rest of this article is organized as follows: in Section 2, we provide a review of
the special properties of the Plackett-Burman design. Next, in Section 3, we show some of the
applications for Plackett-Burman design. Moreover, in Section 4, we conducted a simulation
study to demonstrate the performance of the Plackett-Burman design in detecting the active
effects. Finally, section 5 is the conclusion and future works.

2-Special Properties for Plackett-Burman between its effects could be equal to a
Design fraction between 0, and 1. In this case, the
chance of estimating 2FIs is higher. On the
Plackett-Burman is an example of other hand, the simple aliasing structure
nonregular  factorial designs that are usually appear in the regular design. With
constructed by Hadamard matrices [15]. The that, the correlation between the effects is
main feature of the Plackett-Burman design either 0 or 1. When the correlation between
is that its run size is a multiple of four, the effects is 0, the two effects are
which impacts the design chosen and has an orthogonal, which means each effect is
effect on the sources for the experiment. So, estimated independently. While if the
by using the Plackett- Burman design, we correlation between the effects is 1 or -1,
could study 11 MEs with N=12 , while with that indicates a completely confounding
the fractional factorial design, we need effect between these effects. In this scene, it
N=16 to do that. Also, the Plackett-Burman is hard to separate the impact of these effects
design has a special structure that helps to on the response. An example of a partial
improve the analysis. It has partial aliasing aliasing structure for k = 5 of the Plackett-
between its effects. In fact, the aliasing Burman design is shown below. [19].

structure shows the correlation between the
columns for the effects. So, when partial
aliasing appears, that means the correlation
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A=iBc-lBE-lBE+ CD+CE+DE
3 3 3 3 3

3

B=Ac-1AD-1AE+:cD-iCE+:DE
3 3 3 3 3 3

C =X AB+1 AD+: AE+1 BD-X BE+1 DE
3 3 3 3 3 3

D =-1 AB +1 AC +1 AE +X BC +1 BE + CE
3 3 3 3 3 3

E=AB+AC+AD-IBC+BD+iCD
3 3 3 3 3 3

From the partial aliasing chains, each ME is aliased with 2FIs that do not involve this ME. Also,
obviously the MEs in this design are aliasing with the 2FIs with correlation % or % , which means

the Plackett-Burman design has resolution R = 3. This indicates that the Plackett-Burman design
is an orthogonal array for MEs, implying that the MEs in this design are independently estimated

without being affected by other effects.

Traditionally, the partial aliasing structure of
Plackett-Burman designs discouraged their
use due to this feature. However, in the last
decade, the attention paid these designs has
increased due to their special properties for
these designs in estimating the 2FIs. [11]
showed that the partial aliasing can help
detect active interaction effects. Also, [17]
demonstrated how the structured alias
pattern for Plackett-Burman design leads to
a new interpretation of the half normal plot
for a model. They used the amount of
aliasing to explain the clustering of effects
in the normal plots. Such that, the effects
that are not biased will cluster in one group,
while the other biased effects with the same
amount of aliasing will cluster in another
group, so the effects will be splitting into
groups in the normal plots.

Moreover, the Plackett-Burman design has a
hidden projection property. The projection
property means a full factorial is produced
for every subset of the k MEs. That means
every pair of columns must contain pairs
with the signs: (— —), (+ —), (— +) and (+ +)
replicated m times. Which produces m
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replicates of a full factorial design 22 This
especial structure could be used to improve
the analysis. The hidden projection property
makes advantage of the partial aliasing in
Plackett- Burman design, where this aliasing
allows some interactions to be estimated
without any follow up runs. As the work for
[19], they show the efficiency for the hidden
projections of the 12, 20 run Plackett-
Burman design on estimating MEs and up to
6 2FIs. Their main idea is to study the
columns of m MEs for the Plackett-Burman
designs based on their ability to estimate h
2FIs in addition to the MEs. In this way,
they consider cases of the selected columns
where k = 4, 5, and 6, and up to 6 2Fls.
Then, they used a criterion for measuring
efficiency for estimating the MEs and 2FIs
when comparing designs. Also, this
property could be used for detecting active
factors as in the work [17]. Moreover, [19]
explored more about the hidden projection
property of Plackett-Burman design. For
more about this property see [12], [4], and
[15].
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Although the Plackett-Burman design is
widely used, there are still some uncovered
and unsolved problems related to its
analysis, which include nonlinearity. The
Plackett-Burman design assumes a linear
relationship between the response variable
and the independent variables. However, in
some cases, this assumption may not hold,
leading to inaccurate results. The work of
[9] suggest a modification of the Plackett-
Burman design which takes a consideration
of nonlinear processes and they illustrate the
effectiveness of their proposed method
through an optimization case study. Also,
they provide references to other studies that
have observed nonlinear behavior in their
experimental systems.

Another issue related to the analysis of
Plackett-Burman design is the confounding.
The design assumes
no confounding between the main effects
(MEs), such that each main effect has an
independent effect on the response variable.
However, in practice, some main effects
may be confounded with two-factor
interaction (2FIs) that does not involved this
particular main effect, which can lead to
incorrect conclusions. In the work for [21],
the author discusses the confounding
between the effects in the Plackett-Burman
design and its potential impact on the
analysis results. Moreover, the Plackett-
Burman design may not be robust to
outliers, missing data, and other violations
of statistical assumptions.  Therefore,
researchers need to be careful in interpreting
the results. [5] show the limitations of the
Plackett-Burman design, including its lack
of robustness to violations of statistical
assumptions and  they  recommend
conducting additional analyses to arrive at a
conclusive result.
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3-Application for the Used Plackett-
Burman Design

In the last decades, the design of
experiments methodology has been a
valuable strategy since it has discovered the
relationship between the response and
factors. This feature increases the
applications for the design of experiments in
many fields. For instance, the design of
experiments has application in the lithium-
ion-battery filed, which considers the most
promising technologies that help to improve
portable electronic devices [16]. Also,
design of experiments includes
mathematical models such as response
surface methodology which can be used for
optimizing extracting processes which has
many applications in industries as it shown
in the work of [5].

Since the Plackett-Burman design provides a
minimum number of experiments on a
maximum number of effects, [16] mentioned
that the Plackett-Burmen design is the most
used design for chemical applications. Also,
based on [1] Plackett-Burman design has 10
percent success rate among other designs
that are used in industry. This indicates the
suitability of the Plackett-Burman design for
its application area in terms of efficiency.

Due to the special features of Plackett-
Burman designs on estimating the MEs
independently and potential estimating for
2FIs, many applications appeared for
Plackett-Burman designs in many fields like
industry, and health. The MEs orthogonal
property for Plackett- Burmad design is a
very useful property especially in cases
where there is no interest in the interaction
between the effects. For example, [14] used
the experimental design method to find the
main and influential factors that have impact
on the surface of titanium. They found the
active effects that have a large impact on the
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surface of titanium by using the Plackett-
Burman design. Moreover, [3] considered a
first order without interaction model to find
the key effects for biohydogen production
by using Plackett-Burman design. They
discover that the ME on biohydrogen
production was the factor formate. Also, by
using the one factor strategy, they found the
optimal level of formate concentration to get
the critical value of biohydogen production.
Moreover, [15] used Plackett-Burman
design to improve the industry’s

environment and materials. [18] improved
the methods traditionally used in industry to

assess the fuzzy process capability. Also, [8]
used Plackett-Burman design to find the
optimal setting for a wood chipper which
could be used as a biomass solid fuel.

4- Simulation Study

Knowing the active effects is an important
step in the analysis. The one popular method
for detecting active effects involves
computing the average proportion of
correctly identified an active effect. This
proportion equals to:

The number of correctly identify an active ef fects

Total number of active ef fects

This method is a useful measurement for
evaluating the effectiveness of a design.
Researchers can assess the performance
of different designs in detecting active
effects by comparing this measurement
for them. Typically, a simulation study is
used to conduct this measurement.

The aim of the conducted simulation is
comparing the performance of the two
different designs.
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The first one is Plackett-Burman design
with k=6 and N=11 which is column 1
through 6 in work [13]. The second one
is a fractional factorial design with k=6
and N=16 denoted by 262, Table 3, and
4 show Plackett-Burman and fractional
factorial designs respectively.
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A B o D E F
+1 +1 +1 +1 +1 +1
1 -1 +1 -1 +1
+1 -1 +1 +1
+1 +1 - -1 1
+1 +1 +1 -1 +1
-1 +1 +1 +1 -1 1
+1 -1 +1 +1 +1 1
+1 -1 +1 +1 +1
-1 +1 -1 +1
+1 -1 -1 +1 -1
-1 +1 -1 -1 +1 -
-1 -1 +1 -1 -1 +1

Table 3 : Plackett-Burman design for N=12 , and k=6

A B C D E F
+1 +1 +1 -1 -1 -1
+1 -1 +1 +1 -1 +1
+1 -1 -1 +1 +1 -1
-1 +1 -1 -1 +1 -1
-1 +1 +1 +1 +1 -1
-1 -1 -1 -1 -1 -1
+1 +1 -1 -1 +1 +1
-1 +1 -1 +1 -1 +1
-1 -1 +1 -1 +1 +1
+1 +1 +1 +1 +1 +1
-1 -1 +1 +1 -1 -1
1 -1 -1 -1 -1 +1
1 +1 -1 +1 -1 -1
-1 +1 +1 -1 -1 +1
-1 -1 -1 +1 +1 +1
1 -1 +1 -1 +1 -1

Table 4: Fractional Factorial design for N=16, and k=6

The methodology for the simulation
study is applied as follows. In each of
1000 iterations:
1. Consider a matrix M consisting of
k columns representing MEs and
g columns representing 2Fls.
2. Construct the matrix X by
randomly selecting columns from
M such that X  corresponds to
the matrix of active effects.
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3.

4.

The number of selected active
effects is starting from 2 until 6.
The response vector is generated
as y=X*B+e, where e~ N (0,1).
The coefficients, 8 are generated
by sampling values randomly

from the set {-3, -2, -1, 1,
2, 3} (with replacement).
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6. The set of significant effects is Figure 1. We represent for the first Plackett-
chosen by using forward selection Burman design by PB6.1, and the second
procedure. design by FF 16. In Figure 1, X-axes for the

7. Atthe end of 1000 iterations, (the plots represent the number of active effects.
average proportion of correctly The Y-axes represent the mean of proportion

of identify active effects. Each line
represents the performance of a design on
detecting active effect which include both
MEs and 2FIs. The results show that PB6.1

identified active effects, that
include both MEs and 2FIs), (the
average proportion of correctly

identified active MEs only), and is better than FF 16 for two active effects.
(the average proportion of However, as the number of active effects
correctly identified active 2FIs increases, the performance of FF 16
only) are recorded. improves.

The result of the simulation study for the
percentage of active effects is displayed in
= — Mean(Proportion of identify active effects (PB6.1))

o —— Mean(Proportion of identify active effects (FF 16))

0.6

18)

0.4

0.2

Proportion of identify active effects (PB6.1) & Proportion of identify active effects (Fi

5 10 15 20
Number of active effects

Figure 1: Mean of proportion of identify active effects for (PB6.1) and (FF 16)

As Figure 1, in Figure 2, X-axes for the plots represent the number of active MEs. The Y-axes
represent the mean of proportion of identify MEs. Each line represents the performance of a
design on detecting active MEs. Also, the result shows that the FF 16 is better than PB6.1 in
detecting active MEs. The description for Figure 3 is similar to that of Figure 1 and 2. In Figure
3 the mean of proportion of identified active 2FIs for PB6.1 is better than that for FF 16
especially for 2 to 3 active 2Fls.

So, we can conclude from the simulation study the following. Although in most cases the
fractional factorial design is better than Plackett-Burman design at identifying the active effects,
the simulation study shows that there is a chance to obtain a better analysis of 2FlIs, especially for
a low number of active effects, by using Plackett-Burman design.
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— Mean(Proportion of identify active MEs (PB6.1))
= Mean(Proportion of identify active MEs (FF 16 ))

0.8

0.6

0.2

Proportion of identify active MEs (PB6.1) & Proportion of identify active MEs (FF 16 )

2 3 4 5 6
Number of active ME

Figure 2: Mean of proportion of identify active MEs for PB6.1 and FF 16

o
o

—— Mean(Proportion of identify active 2FIs (PB6.1))
— Mean(Proportion of identify active 2Fls (FF 16))

o o o o o
- N w » o

Proportion of identify active 2Fls (PB6.1) & Proportion of identify active 2Fls (FF 16)

o

2 4 6 8 10 12 14
Number of active 2F1

Figure 3: Mean of proportion of identify active 2FIs for PB6.1and FF 16
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5-Conclusion and Future Works

A better understanding of the structure of
the Plackett-Burman design and knowledge
of the available analysis and applications for
these designs will result in a wider
development in many scientific and applied
fields. For this reason, gathering more
detailed information about the Plackett-
Burman design is needed. [17] find some
explanation for the aliasing and projection
properties to understand the attitude toward
Plackett-Burman  design. This is a
motivation to search more for new
explanations and understandings for the
structure of Plackett-Burmad design.

Also, there is a rich literature for application
to Placket-Burman design, which indicates
the effectiveness of these designs for
improving the analysis. However, there is a
lack of literature on the ranking and
classification of Plackett-Burman designs.
[20] created a generalized resolution and
generalization of the minimum aberration
criterion for assessing nonregular factorials,
which can be applied to the Plackett-Burman
design. These ones are the only criteria that
capture the projection properties of the
Plackett-Berman design. This leads to think
that it is possible to find another way to
classify and rank Plackett-Burman designs
based on the aliasing structure. Therefore,
the aim of this literature is to encourage
more research about ranking and classifying
Plackett-Burman designs and to investigate
the problems that remain unsolved.
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Studying of Solar radiation components over Jazan,
the Kingdom of Saudi Arabia

A. M. Fathy
Faculty of Science, Physics Department, Jazan University

Abstract

This work was carried out in Jizan, (17° 30' N, 42° 30' E, Elev: 7 m) which lie
in the Southwest of the Kingdom of Saudi Arabia. The present work is done
for monthly average values of solar radiation components (Global, Direct and
diffuse) as well as the clearness index beside meteorological parameters data
of the years (1983-2005). It’s found that the highest monthly average values of
most solar radiation components were in summer months, while the lowest
values were in winter months except for the direct normal incident solar
radiation value which has its highest values in winter and its lowest values in
summer.

Keywords: Solar radiation components, clearness index, clear sky, air
temperature, humidity and atmospheric pressure.

collects solar radiation components
data in different sites as, global,

1. Introduction direct and diffuse solar radiation
_ beside its values in  different

'I_'he main - permanent  energy spectral bands, as short wavelength
source is the solar energy, where it (ultraviolet) and long wavelength
gave the earth about 170 trillion (infrared). The atmospheric
kKW. Studying of solar radiation parameters and air pollution of the
gives us an important information same sites. The data are, global
in assessment and designing of solar radiation incident on a
solar  energy  project.  Interaction horizontal surface (H) for total a
between solar radiation  against clear sky day (cloud amount <
atmospheric constituents done into 10%) measured in (KWh/m?/day).
two forms, absorption =~ which is Also, monthly averaged values of

about 17 % of solar radiation and a

. insolation clearness index (kt) of
part is reflected back to the (k)

S total and clear sky days. Finally, the
atmosphere which is 30%, and the monthly average values of direct

rest is 53% reaches to the earth normal  radiation (Iz) has been

surface into two parts of  solar collected in (KWh/mZday), besides

rag!at!on. 3-52;3 f"ﬁtl 1S th% _d'reth the monthly mean values of diffuse
radiation (33%), while second is the radiation measured on horizontal

:/ilffuzeMradiatioln 15%%%)# éShz;l\tol\let surface (D). Also, meteorological
ponth et. al, , Fathy A.M. parameters have been collected in

20?8) n " _ parallel with the radiation data such
SO _arlradlatlon data t?lps us 'g as the atmospheric pressure (P),
agricultures, renewable an relative humidity (RH%) and air

building ~ energy  studies.  NASA temperature (T). AIll the previous
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data has been collected by NASA
for the years (1983-2005).

Solar radiation measured on the
earth  surface affected by its
atmospheric constitutes via
attenuation and absorption as the
atmospheric  gases and  aerosols
(Eladawy M.L., et. al, 2022).

Atlas of solar radiation for KSA has
a measured collected data for the
years  (1971-  1980), by the
Agriculture and water Ministry and
the Meteorological and
Environmental  Protection  Agency
of KSA. This data used in CSR
model where it gave us a resulting
data grids and maps as a
climatological monthly and annual
averages (Solar radiation atlas for
KSA, 1998) wusing a thirty years
record data to  deduce the
climatological weather parameters.
Future studies of solar energy in
KSA are very important when we
add a factor of health effect for
using and for the indirect price of
natural fuel such as cool or gas.
Thus, using solar radiation via PV
considered  important  process  of
generating  kind  of  renewable
energy, where we conclude from
this study that, the price of solar
energy as a clean energy becomes
less than the price of the natural
fuel such as cool or (gasif
environmental and health problems
cost is taken into consideration
(Jianyuan  Zhang, et. al, 2017).
Also, it studied the importance of
generating electricity using
renewable and solar energy
specially by using the photovoltaic.
Considering  health  effects and
environmental protection, the
economic studies of using
renewable and solar energy, have to
take in consideration the location of
solar PV  systems, and cloud

distribution in Saudi Arabia
(WMO, 1967).

The pollutant materials in air give us an
over view about health problem and its
important role in reducing of solar
radiation amount which the main source
of generating a large scale of PV
systems. Also, the dangerous of
pollutant gases in the environment and
in reducing the solar radiation by
absorption and scattering (SANCST,
1983). Average monthly values of
global solar radiation measured on
horizontal surfaces was 5.62
(kWh/m?/day), while its direct solar
radiation value was 4.39 (kWh/m?/day)
(Almasoud A.H, et. al, 2015, Anon,
Project 1977).

2. Data:

This study is devoted to study the
solar radiation component
distributions  over  Jazan,  Saudi
Arabia, (17° 30 N, 42° 30 E, Elev: 7
m) which lie in the Southwest of
KSA for the years (1983-2005) to
conclude if this site is good for
solar energy applications or not.
Through this work we study the
distributions  of  Global, direct,
diffuse radiation, clearness index
beside some metrological
parameters  as monthly ~ mean
values.

3. Results and Discussion

3.1 Monthly averaged global
solar  radiation measured on
horizontal surface:

Studying of distribution of monthly
mean insolation values on a
horizontal surface, where the
highest values were in summer
months with value 7.26
(kWh/m?/day) in May. The lowest
values were in winter months with
value 501  (kWh/m?day) in
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January. It has an annual mean
value 6.24 (kWh/m?day) as shown
in figure 1.

summer months with value 7.67
(kWh/m?/day) in April. The lowest
values were in winter months with

value 550  (kWh/m%day) in
The monthly mean clear sky December, with annual mean value
insolation values on a horizontal 6.73 (kWh/m%day) see figure 2
surface has a highest value in
8.00 -
§ 7.50 A
=
= 7.00 A
=
< 6.50 -
>\
4
P 6.00 -
3
O 550
T
500 T T T T T T T T T T T 1
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
Months

Fig. 1. Variations of monthly mean values of insolation on horizontal surface in (kWh/m?/day)

8.0 -
7.5 1
7.0 1
6.5 1
6.0 -
5.5 1
L 5.0

45 A

4.0 u

(KWh/m2/day)

Jan Feb Mar Apr

May Jun Jul
Months

Aug Sep Oct Nov Dec

Fig. 2. Variations of the monthly variations values of clear sky insolation on a horizontal surface in
(kWh/m?/day).
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3.2 Monthly variations of diffuse
solar radiation on horizontal surface:
Studying of the distribution of the
monthly  variations  of  diffuse
radiation on a horizontal surface
show that highest values were in

summer months with value 2.06
(kWh/m?/day) in  July.  Lowest
values were in winter months with a
value of 1.08 (kWh/m?day) in
December. It has an annual mean
value of 160 (kWh/m%day) see
figure 3.

2.4 A
2.2

1.8
1.6
T 1.4 -
1.2

(kWh/m?/day)

H

Jan Feb Mar Apr May Jun
Months

Jul Aug Sep Oct Nov Dec

Fig. 3. Monthly mean diffuse radiation on a horizontal surface in (kWh/m?/day).

3.3 Monthly mean values of direct
incident solar radiation:

Studying of the distribution of the
monthly mean direct incident solar
radiation values shows that the highest
value in October with a value of 7.86
(kWh/m?/day). The lowest value was in

July with a value of 6.38 (kWh/m?/day).
It has an annual mean value of 7.14
(kWh/m?/day) as shown in figure 4.
The lowest direct solar radiation values
in summer months were due to the dust
storms blowing in Jazan in summer
months.

8.0 -
7.5 1
7.0 1
6.5 1

I (kWh/m?2/day)

6.0

FEF S TS T

Months

Fig. 4. Monthly mean direct incidence solar radiation in (kWh/m?/day).
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3.4 Monthly mean clearness index (0
to 1.0):

Clearness index Kt is defined as the
ratio of the global solar radiation (H)

reaches the earth surface to the
corresponding values outside of the
atmosphere  (Ho), which  named

extraterrestrial solar radiation or the Solar
constant with value (1367 W/m?) which
corrected by a yearly values of 3.3% due to
the sinus function of amplitude getting from

the earth's orbit ellipticity. Therefore,
the  Clearness Index Ktmay be
considered as an  atmospheric
attenuation factor for the atmosphere. It
equal 1for a clear atmosphere, and
equal to O for pollute atmosphere.
However, this measure due to the light
scattering and absorption. itis not a
percentage, and in our case it is a
decimal value between (0-1) (Danny
HW, et al, 2015,  Hossein
Khorasanizadeh a. n, et. al, 2016 and
Victor H. et. al, 2017).

The highest Kt value was in winter and
spring months with value 0.67 in
November, April and May, while the
lowest value was in summer months
with value 0.61 in July. It has an annual
mean value 0.65 as shown in figure 5.

The distribution of the monthly mean
clear sky clearness index is shown in
figure 6. The highest Kt value was in
winter and spring months with value
0.72 in October, March and April,
while the lowest value was in summer
months with value 0.66 in July. It has
an annual mean value of 0.70. From the
values of Kt for the total and clear sky
days, we consider Jazan atmosphere to
be polluted in summer months, while it
is clean atmosphere through the rest of
the year months. The lowest Kt values
in summer months were due to the dust
storms blowing in Jazan in summer
months.

0.70 ~

0.68

0.66

Kt

0.64

0.62

0.60

Jan Feb Mar Apr

May Jun Jul Aug Sep Oct Nov Dec

Months

Fig. 5. Monthly averaged clearness index.

3.5 Monthly average values of
metrological parameters:

Some metrological parameters which
are important in solar radiation studies
are air temperature, relative humidity
and atmospheric pressure.

Studying of the monthly mean values of

air temperature in (°C) is shown in

figure 7, where the highest values were
in summer months with value 31°C in
June, while its lowest values were in
winter months with value 24.2°C in
January. The annual mean value of air
temperature is 27.7°C.

The monthly mean values of relative
humidity (%) is shown in figure 8,
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where its highest values were in December. The annual mean value
summer months with value 74.3% in 54.1%.

August, while the lowest values were in

winter months with value 48.3% in

0.74

0.72
>
0.7 4

=L

.68

%
0.66

0.64 T T T T T T T T T T T
Jan Feb Mar Apr May MR"Y$ Aug Sep Oct Nov Dec

Fig. 6. Monthly averaged clear sky clearness index.

The monthly average values of the atmospheric pressure in kPa are shown in figure 9,
where it’s found that there are no differences between the values of atmospheric

pressure from month to month. The values of atmospheric pressure are ranged from
96.6 kPa to 97.5 kPa.

34 -

32 A

30 A

26 A

Air Temperature (°C)

24 -

22 T T T T T T T T T T T 1
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec
Months

Fig. 7. Monthly averaged values of air temperature at 10m above the earth in °C.
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Fig. 8. Monthly averaged values of relative humidity %.
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Fig. 9. Monthly averaged values of atmospheric pressure in kPa.

Conclusions:

In this
radiation and
parameters  average
Jazan, Saudi Arabia
discussed, where  we
following conclusions:

study, monthly solar
meteorological
values  over

has  been

got the

e The highest monthly mean
values of insolation incident
on a horizontal surface and
diffuse solar radiation were
in summer months, while its
minimum  value was in
winter months.

e The highest monthly average
value of direct normal incident
solar radiation was in October,

90

while its lowest value was in
July due to the dust storms
blowing in Jazan in summer
months.

e The highest monthly average Kt
values of both total and clear
sky days was in winter and
spring months, while the lowest
value was in summer months
due to the dust storms blowing
in Jazan in summer months.

e The highest monthly average
value of air temperature and
relative humidity found to be
summer and the lowest value

was in winter.

e There are no differences
between the average
atmospheric pressure
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monthly values from month
to month.
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Effect of Soil Pollution with Lead and Cadmium on the
Development of Heavy Metal-Tolerant Bacterial Isolates

in Jazan Region, KSA

'Azhar Y. Al-Nuaimi and *Mohamed N. Al-Leithy
'Biology Department, College of Science, Jazan University, KSA

Abstract

Heavy metals are the major pollution sources in soil. The present work was carried
out on soil samples from three locations in Jazan region; agricultural field in Al-adayah
area (S1), soil irrigated by treated water from the Sewage Treatment Plant in Jazan (S2)
and from Block factory in Al-maaboj area (S3). The soil total bacterial count of the
three locations and the possible development of Pb** and Cd**-tolerant bacteria were
studied. The highly metal-tolerant bacteria were isolated and examined for their
maximum metal tolerance. The amounts of total Pb** and Cd** were higher in sites S2,
S3 than in S1, while the O.M % were lower in S2 and S3 than in S1sites. Total bacterial
counts in sites S3 and S2, being 0.32 and 5.3 x 10> CFU.g™ soil, respectively, were
markedly lower than those in site S1 of 78 x 10°> CFU.g™ soil. A range between 1.0 and
4.7 % of total bacterial count could tolerate 200 and 300 ug Pb**.ml™, respectively,
while lower numbers tolerated 400 and 500 pg Pb?* *.mI™. 13.40 and 14.7 % of the total
bacterial counts tolerated 5 pg Cd**.ml™ in site S2 and S3, respectively. Two bacterial
cultures Gram-positive spore-former rods, named SS/1 and SS/2 were isolated from
Pb* and Cd**-provided plates, respectively and exposed to three concentrations (500,
2000 and 6000 pgPb*.ml™ and 25, 250 and 500 pg Cd**.mlI1) for SS/1 and SS/2
cultures, respectively. These concentrations were found to cause a reduction in the
counts by <25, Ca.50 and >90 %.

Key words: Pollution, Heavy metals, Microorganisms, Heavy metal Tolerance, Soil
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Introduction
Pollution is the most serious of all

environmental problems and poses a
major threat to the health and well-
being of millions of people and global
ecosystems. Heavy metal pollution is
accounted as the most polluting aspects
of the environment and has dramatically
increased in recent years due to various
human activities, such as agriculture,
mining and other industrial processes. It
can be argued that soil irrigated by
municipal treated water and that
exposed to industrial pollution, has been
contaminated with many trace elements
including Pb** and Cd*
(Rajaganapathy, 2011 and Briffa et
al., 2020). The higher concentrations of
these elements above threshold levels
have very detrimental effects on the
microbial communities and their vital
activities, and some of them, once enter
the soil they become irreversible
immobilized components.

Microorganisms, particularly those
that inhabit in metal polluted soils, have
developed several mechanisms to
tolerate/resist such higher
concentrations of heavy metals. Thus,
microbial populations exposed to heavy
metals present in the environment
contain bacteria which have acquired a
variety of mechanism for adaptation and
resistance to these toxic elements
(Johncy et al., 2010, Tarekegan et al.,
2020 and Demnerova et al., 2005).

The present work was designed to
study some aspects concerning
microbial-metal interaction. Soil
samples, exposed to heavy metals
contamination, will be collected and the
effect of this pollution on the total
microbial population will be examined.
The Pb**- and Cd*'-tolerant bacterial

isolates will be selected, and the
efficiency of these isolates should be
tested for bioaccumulation of the metals
under study at different levels.

In addition to an agricultural field in
El-Adya area, away from any source of
pollution, the Sewage Treatment Plant
in Jazan and the Block Factory in El-
maaboj area were considered as a
source of pollution with heavy metals.

The objectives of this study are: (1)
determining the total bacterial counts
from different heavy metal-
contaminated soils in Jazan region, (2)
studying the tolerance of indigenous
soil bacteria to different concentrations
of Lead (Pb®") and Cadmium (Cd?"),
and (3) isolating the most lead (Pb*")
and cadmium (Cd*")- tolerant bacteria
from these soils according to their
morphologically  characterize, and
studying their maximum tolerance to
each metal will.

Materials and methods
1. Soil sampling

In November 2020, a fertile sandy
loam soil, presumably uncontaminated
with heavy metals, was obtained from
an agricultural field in El-Adya area
located in (17°09'52.3"N 42°35'32.1"E)
and named (S1). This location is away
from any source of pollution.
Additionally, two soil samples were
collected; first one from soil irrigated
by the treated water drained from the
Sewage Treatment Plant in Jazan which
located in (16°47'06.1"N 42°40'29.1"E)
and named (S2), and the second was
that adjacent to the Block Factory in El-
maaboj area which located in
(16°53'45.1"N 42°36'14.9"E) and
named (S3).

From each location, one composite
sample consisting of five sub-samples,
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at layer of 0-10cm, from five locations
within area of 1m? was obtained. Soils
were air-dried, crushed to pass a 2mm
sieve, thoroughly mixed and kept for
investigations.

2. Heavy metals

Two heavy metals; Pb?* and Cd?**,
were used throughout the work as
Pb(CHCOOH)2.3H20 and CdCl,.H,0,
respectively. Standard stock solutions of
each metal salt were prepared and used
to supplement the culture medium to
attain the desired metal-ion
concentrations.

3. Microbiological determinations

For the enumeration of soil bacteria,
a 10.0 g representative soil sample was
taken after thoroughly mixing three
equal portions of each soil sample.
Total plate counts, presumably bacterial
counts, were determined on nutrient
agar medium (Karki, 2020). Colony
counts of intrinsically  resistant-
microorganisms to lead and cadmium
ions were determined on the
aforementioned media supplemented
with known volume of sterile lead
acetate and cadmium chloride mono-
hydrate solutions to reach 100, 200,
300, 400 and 500 pg Pb*™?.mlI* and 5,
10, 15, 20 and 25 pg Cd*2.ml™.

Colonies developing on suitable agar
plates of various Pb** and Cd*
concentrations were chosen according
to variation in cultural characteristics
and colony formation. A number of
tolerant isolates were selected, purified,
and arranged in groups according to
Gram-reaction and Malachite green
staining.

Pure bacterial isolates cultures were
tested for their maximum tolerable
concentration of lead and cadmium ions
by inoculation on nutrient agar plates

provided with 100, 200, 300, 400 and
500 ug Pb®*.ml™* and 5, 10, 15, 20 and
25 pg Cd?*.ml™. Cultures that, only,
able to grow at concentration of 500 pg
Pb>*ml* and 25ug Cd**.ml* were
subjected to further metal stress till
reach their maximum metal-tolerance.
These selected isolates were counted on
nutrient agar medium supplemented
with three increased concentrations of
each metal, which resulted in a
reduction of the bacterial counts by <
25%, ca50% and > 90%. These
concentrations were 500, 2000 and
6000 pg Pb** ml™ medium and 25, 250
and 500 pug Cd** mI™ medium. The pure
cultures were sub-cultured on nutrient
agar and preserved at ca. 4°C for further
investigations.
4. Mechanical and chemical analysis
of soils

The three soil samples were
subjected to mechanical and chemical
examinations. Soils were analyzed for
the determination of total soluble salts
(T.S.S) and organic matter content
(O.M) according to Richards (1954).
The total lead and cadmium ions were
determined by using ICP-OES
according to the methodology of EPA
200.7 the Central Laboratory for
Analysis of Pesticides Resediues and
Heavy Metals in Food (QCAP), the
official laboratory of the Egyptian
Ministry of Agriculture (Agricultural
Research Center, Egypt).
Results
1. Effect of soil pollution with Pb®*

and Cd®* on the total bacterial

counts and the development of

metal-tolerant bacteria

It can be argued that soil that was
exposed to industrial pollution (S3) and
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irrigated by municipal treated water
(S2) have been contaminated with
amount of Pb?* and Cd*" higher than
that away from any source of pollution
(S1). Concentrations of total Pb®* and
Cd** in the three sites under
investigation are given in Table (1) and
illustrated in Figure (1b). Amounts of
Pb* in S3, S2 and S1 soil samples
recorded 2.04, 0.86 and 0.64 pg Pb**.g™
air-dried soil, respectively. The same
trend was observed for the
concentration of Cd**, where 0.34, 0.11
and 0.04 pg Cd**.g™ air-dried soil were

found in the locations S3, S2 and S1,
respectively.

Regarding total soluble salts, it is
clear from Table (1) that salt
accumulation was similarly higher in
location S2 and S3 than S1. On the
other hand, the percentage of the
organic matter (O.M) content showed
an opposite approach, where 0.42, 0.65
and 1.70 O.M % were recorded for the
soils of S3, S2 and S1, respectively
(Figure 1a).

Table (1): Mechanical and chemical properties of the soil samples from Agricultural
Field in Aladya Area (S1), Agricultural Field Irrigated with Treated Water
from the Sewage Treatment Plant in Jazan (S2) and Field of Block Factory in
Al-Maabouj Area (S3)

Locations: | (S1) | (S2) | (S3)
Mechanical Analysis
Type of soil: Sandy loam Sandy loam Loamy
Sand (%) 50.00 56.00 46.00
Silt (%) 44.50 39.00 45.00
Clay (%) 5.50 4.50 8.50
Chemical Analysis
1- Total Soluble Salts
0.09 0.82 0.98
(T.S.S %)
2- Organic Matter
1.70 0.65 0.42
(O.M %)
3- Metal determination:
a- Total Pb*" (ug.g™ soil) 0.64 0.86 2.04
b- Total Cd2+ (ugg-l SO”) 0.04 0.11 0.34
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Figure (1a): Percentages of the Total Soluble Salts (T.S.S) and organic
matter content (O.M) in the locations under investigation.
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Figure (1b): Amount of the total Pb™ and Cd** in the locations under
investigation.
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Total colony counts  were
determined on metal-free nutrient agar
medium, as well as, on the same
medium  provided with  known
concentrations of Pb?* and Cd**. Counts
obtained on medium supplemented with
a specific concentration of Pb?* or Cd**
indicate bacteria that can tolerate this
metal concentration. Relating these
numbers to the corresponding counts on
Pb** and Cd** -free medium will
indicate the percentage of metal-tolerant
bacteria in total count prevailing in the
soil samples.

As shown in Table (2), total
bacterial counts in the examined soil
samples were widely varied from one
site to another. Results showed a drastic
decrease in microbial counts with metal
concentration increase. Counts in the
heavily Pb®*- and Cd**- polluted sites
(S2) and (S3), being 5.3 x 10° and 0.32
x 10> CFU.g* air-dried soil,
respectively, were markedly lower than
those in site (S1) of 78.0 x 10° CFU.g™
air-dried soil characterized by its low
Pb* and Cd?®* content.

It was found of interest to
investigate if soil pollution with the
heavy metals could result in the
development of bacterial groups able to
tolerate/resist the toxic effect of Pb**
and Cd**. Field samples from the three
locations were analyzed to determine
the number of bacteria able to tolerate
different concentrations of Pb®* from
100 to 500 pg Pb*.ml* medium and
Cd?* from 5 to 25 pg Cd?*.mI™* medium.

Data given in Table (2) and
illustrated in Figure (2a), showed that
11.7 and 24.4 % of the total bacterial
count in the highly Pb?* polluted sites
(S2) and (S3), respectively, could
tolerate the presence of 100 pg Pb*" .ml

! medium. The other site (S1) owing

less amount of Pb?* contamination,
harbored lower percentage of 6.66 of
total count which could tolerate the
same concentration of Pb?*.

Regarding bacterial tolerance to
higher Pb®* concentrations in the three
sites, a range from 1.0 to 4.7 % of total
bacterial count could tolerate 200 and
300 pg Pb®* .ml* medium. Lower
numbers of bacteria in soil samples (S1)
and (S2) tolerate 400 and 500 pg Pb®*
.mI™" medium where they represented
0.005 & 0.07 % and 0.0008 % & 0.016
of the corresponding total counts,
respectively. It is worth mentioning that
in S3 site, although less numbers of
bacteria tolerated the concentrations of
400 and 500 pg Pb** .mI™* medium (0.27
and 0.04 %, respectively), it is still
having higher percentage of tolerated
bacteria than those in sites (S1) and (S2)
at the same two concentrations.

Taking into consideration the soils
content of cadmium, results recorded in
Table (2) and illustrated in Figure (2b)
showed that 13.40 and 14.7 % of the
total bacterial counts were having the
ability to tolerate a concentration of 5
ug Cd?*.mI™* medium in soil samples of
sites (S2) and (S3), respectively. On the
other hand, the site (S1), which owing
less contamination of Cd**, recorded a
percentage of 7.95 of total bacterial
count were tolerated the same
aforementioned  concentration.  Less
numbers of bacterial counts were able
to tolerate a concentration of 10 and 15
pug Cd**ml* medium in the soil
samples of site (S1). The percentage of
tolerated bacterial counts for these two
concentrations was 0.07 and 0.01,
respectively.  Meanwhile, increased
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percentages of the tolerated bacteria
were recorded for the same two
concentrations (0.89, 0.12 % and 2.03,
1.22 %) in the other two sites S2 and
S3, respectively. Almost the same trend
was observed at concentrations of 20
and 25 pg Cd* .ml™ medium for the
three investigated sites. Concerning
(S1) site, only 0.005 and 0.0001 % were
able to tolerate 20 and 25 pg Cd** .ml™*
medium, respectively. A slightly higher

percentage was recorded for the
tolerated bacteria at the same
aforementioned two concentrations in
S2 and S3 sites (0.015, 0.001 % and
0.18, 0.015 %, respectively).

More investigations were carried out
on some selected isolates from the
plates supplemented with different
concentrations of Pb?* and Cd?*.

Table (2): Effect of soil pollution with different concentrations of Pb*? and Cd*? on the
total bacterial counts and the percentages of the tolerant bacteria in the
studied areas of Agricultural Field in Aladya Area (S1), Agricultural Field
Irrigated with Treated Water from the Sewage Treatment Plant in Jazan (S2)
and Field of Block Factory in Al-Maabouj Area (S3)

Locations: |

(S1)

(S2)

(S3)

Microbiological Analysis

Metal Concentrations

in medium (ug.ml™)

1- Total Bacterial Counts (CFU x 10°) determined on agar
medium provided with different concentration of Pb*
and the percentage of tolerant bacteria

T.C % T.C % T.C %
0 78.0 100.0 5.3 100 0.32 100
100 5.2 6.66 0.62 11.7 0.078 24.40
200 2.3 2.95 0.21 3.96 0.015 4.70
300 0.78 1.00 0.067 1.26 0.0052 1.63
400 0.004 0.005 0.0038 0.07 | 0.00086 0.27
500 0.0006 0.0008 | 0.00057 | 0.016 | 0.00012 0.04

Metal Concentrations

in medium (ug.ml™)

2- Total Bacterial Counts (CFU x 10°) determined on agar
medium provided with different concentration of Cd*?
and the percentage of tolerant bacteria

TC | % T.C % T.C %
0 78.0 100.0 5.3 100 0.32 100
5 6.20 7.95 0.71 | 1340 | 0.047 | 14.70
10 0.054 0.07 0.047 | 0.89 | 0.0065 | 2.03
15 0.0087 0.01 0.0062 | 0.2 | 0.0039 | 1.22
20 0.0041 | 0.005 | 0.00078 | 0.015| 0.00056 | 0.18
25 0.000083 | 0.0001 | 0.000049 | 0.001 | 0.000047 | 0.015
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Figure (2.a): Percentages of Pb?*-tolerant bacteria in soils taken from locations S1, S2 and
S3.
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Figure (2.b): Percentages of Cd®*-tolerant bacteria in soils taken from locations S1, S2 and
S3.
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2. Screening and isolation of
developed metal-tolerant bacteria

A total of 18 bacterial purified
cultures were isolated from agar plates
used for counting Pb*- and Cd?*-
tolerant bacteria. For more selection of
the higher metal-tolerant isolate(s), an
inoculum of each culture was spreaded
on nutrient agar plate supplemented
with 100 to 500 pg Pb** .mlI™ medium
and 5 to 25 pg Cd** .ml™.

Morphological examination of pure
isolates from plates supplemented with
Pb”* concentrations revealed that among
the ten isolates, 6 (60.0 %) were Gram-
positive spore-formers, 3 (30.0 %) were
Gram-positive non-sporing rods and 1
(10.0 %) were Gram-negative non-
sporing short rods. Concerning the
isolates from Cd*- supplemented
plates, they were 4 (50.0 %) Gram-
positive spore-forming rods, 1 (12.5%)
Gram-positive non-sporing rods and 3
(37.5%) Gram-negative non-sporing
short rods (Table 3).

As might be expected, most of the
eighteen isolates could grow properly in
presence of 100 pug Pb%*" and 5 ug Cd*,
where colony formation, as an indicator
for bacterial growth, was almost quite
comparable to that in the corresponding
control medium devoid of Pb*" and
Cd*. It is clear that 50 % of the isolates
were able to tolerate up to 100 pg Pb**
.mI™ medium, and 62.5 % of the eight
isolates tolerated up to 5 pg Cd** .ml*
medium. Concerning the bacterial group
of Gram-positive spore-forming rods,
one isolate, for each, was able to
tolerate the concentrations 200, 300 400
and 500 pg Pb?* .mlI™* medium. On the
other hand, only one Gram-positive
non-sporing rod isolate tolerated up to

200 pg Pb?* .ml* medium and one
Gram-negative non-sporing short rod
isolate was able to tolerate up to 100 pg
Pb* .ml™ medium.

Concerning isolates from plates
provided with different concentrations
of Cd*", results showed that five isolates
(62.5%) of the eight ones were able to
tolerate up to only 10 pg Cd** .ml*
medium, while only one Gram-positive
spore-forming rod isolate, one Gram-
positive non-sporing rod isolate, and
one Gram-negative non-sporing short
rods isolate, were able to tolerate
concentrations of Cd** up to 25, 10 and
10 pug Cd®*.mlI™* medium, respectively.

From the results obtained in the
present experiment, it was found that
one  Gram-positive  spore-forming
bacterial isolate was able to tolerate
Pb®* concentration up to 500 pg .ml™,
named (SS/1) and another Gram-
positive spore-forming one was able to
tolerate concentration of 25 pg.ml™?
Cd**, named (SS/2). The SS/1 isolate
was rods characterized by central spore,
while the SS/2 isolate was slightly thin
long rods with spore of lateral position
(photo 1a and b and photo 2a and b).
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Table (3): Arrangement of Pb**- and Cd**-tolerant bacterial isolates into groups
according to their morphological characteristics, and their maximum Pb**-
and Cd**-tolerable concentration.

No. of Isolates

Tolerable metal

Isolates tolerating different

Bacterial ' concentrations of metal
Group (perce_ntage to | concentration
total isolates) (ng.ml™) No. of 0p @
Isolates )
1- Nutrient agar medium supplemented with Pb®* concentrations
100 2 20
Gram-positive 200 1 10
. 6 (60 %) 300 1 10
spore-forming 400 1 10
500 1 10
100 2 20
Gram-positive 200 L 10
non-sporing 3 (30 %) 300 0 0
400 0 0
500 0 0
100 1 10
Gram- negative 200 0 0
NON-Sporing 1 (10 %) 300 0 0
400 0 0
500 0 0
2- Nutrient agar medium supplemented with Cd** concentrations
5 3 375
Gram-positive 10 0 0
. 4 (50 %) 15 0 0
spore-forming 20 0 0
25 1 12.5
5 0 0
Gram-positive 10 L 12.5
. 1(12.5 %) 15 0 0
non-sporing 20 0 0
25 0 0
5 2 25.0
Gram-negative 10 L 12.5
. 3(37.5 %) 15 0 0
non-sporing 20 0 0
25 0 0

(1): Number of isolates tolerating the specified Pb®*- and Cd®*- concentration indicated
in the adjacent column.
(2): Percntage of the tolerating bacterial number in corresponding to the total number of
its bacterial group.
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Figure (3.a): Percentages of the bacterial groups tolerating different concentrations
of Pb**
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Figure (3.b): Percentages of the bacterial groups tolerating different concentrations
of Cd**
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(@ (b)
Photo (1): Gram-positive spore-forming SS/1 bacterial isolate film stained by Gram-
stain (a) and malachite green stain (b).

() (b)
Photo (2): Gram-positive spore-forming SS/2 bacterial isolate film stained by (a) Gram-
stain and (b) malachite green stain.
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Pure cultures of SS/1 and SS/2
isolates that were able to grow at 500
ng Pb®*ml* and 25pug Cd*.mil?,
respectively were subjected for further
metal stress till reach their maximum
metal-tolerance. Three concentrations
for each metal, which resulted in a
reduction of the bacterial counts by

< 25%, ca.50% and > 90% were chosen.
These concentrations were 500, 2000
and 6000 pg Pb* ml* medium for
isolate SS/1 and 25, 250 and 500 pg
Cd?* mI™* medium for isolate SS/2. The
decrease in their count and percentage
of metal inhibition was recorded in
table (4) and illustrated in figure (4).

Table (4): Effect of three Pb*? and Cd*? concentrations on the counts of two highly
metal-tolerant bacterial isolates.

Metal concentrations | Total bacterial Decrease in N
. . . Inhibition
in medium counts bacterial counts @
(Lg.mi™) (CFUx10") | (CFux107)® | Percentage
1- Pb**-Tolerable Isolate (14/100)
Control (0-metal) 23.80 0.00 0.00
500 18.19 5.61 23.57
2000 11.61 12.19 51.20
6000 2.03 21.77 91.47
2- Cd**-Tolerable Isolate (D/25)
Control (0-metal) 26.93 0.00 0.00
25 20.22 6.71 24.91
250 12.32 14.63 54.32
500 2.57 24.43 90.71

(1): Decrease in bacterial count relative to the control medium (CFU x 107).
(2): Percentage of decrease in bacterial count relative to the control medium.
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Figure (4): Inhibition percentage in microbial counts of (SS/1) and (SS/2)
bacterial isolates as affected by three levels of Pb** and Cd**.

Discussion
1. Effect of soil pollution with Pb?*
and Cd* on the total bacterial
counts and the development of
metal-tolerant bacteria

Heavy metal pollution has emerged
due to anthropogenic activities, which is
the prime cause of pollution. Industrial
processes such as metal and coal
mining, fossil fuel combustion, dust
from chimneys of factories and disposal
of wastes and effluents has greatly
increased the burden of heavy metal
pollution in soil.

Results clearly point out that soil
adjacent to Block Factory (S3) is
subjected to heavy metal pollution of
Pb* and Cd** higher than that recorded
in soil (S2) that was irrigated by treated
water from the Sewage Treatment Plant.
On the other hand, less pollution by

Pb®* and Cd** was observed in the
soil of agriculture field in Al-Adaya
area (S1) which lies away from any
source of pollution. In connection with
this point, it is noteworthy that
examination of soils located near
sources of pollution with heavy metals
example Pb?*, Cd**, As®".... etc. have
been found to harbor higher amount of
metals than those in locations far from
the pollution sources (Briffa et al.,
2020). In addition, they found that
presence of metals in the soils alter its
properties and impact its quality.

As might be expected, total bacterial
counts in the soil that exposed to
industrial pollution (S3) and that was
irrigated by treated water from the
Sewage Treatment Plant (S2) were
harbored lower microbial counts
compared to that away from any source
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of pollution (S1). It was clearly noticed
that there is a close opposite relation
between the three soil content of Pb*
and Cd?*, and their bacterial population.
Results obviously showed drastic
reduction in bacterial counts in soils of
high Pb* and Cd*" content, in which
metal causes toxicity to microorganisms
by deactivation or inhibition of
enzymatic activities (Ayele et al,
2021), destruction of nucleic acids and
proteins, inhibition of  microbial
respiration and disruption of their cell
wall (Hamsa et al., 2017; Igiri et al.,
2018 and Tarekegan et al., 2020).
However, it should be realized that such
high concentration of heavy metals
could not be the only reason for reduced
bacterial numbers in the areas under
investigation but may be considered as
one of the most important suppressive
factors for microbial proliferation. It is
well known that microbial population
densities are affected by a combination
of several physical and chemical
factors. Actually, total soluble salts in
soil may have a part in reducing the
bacterial numbers in the S2 and S3
sites. The high salt content in addition
to the heavy metal pollution with lead
and cadmium may be the reason for the
low bacterial counts recorded. It was
found of interest to investigate if soil
pollution with heavy metals could result
in the development of bacterial groups
able to tolerate / resist the toxic effect of
Pb** and Cd**.

The general trend of the results
obtained indicated that presence of high
Pb®" and/ or Cd** concentrations in soil
resulted in the development of a number
of  microorganisms  which  adapt
themselves for the toxic effect of the
metal. This result was in harmony with

the findings of Neis (1999) who stated
that to survive under metal-stressed
conditions, bacteria have evolved
several types of mechanisms to tolerate
the high concentrations of heavy metals.
These mechanisms include the efflux of
metal ions inside the cell and reduction
of heavy metal to a less toxic state.
Another explanation for the
development of Pb?* and Cd** tolerant
bacteria, may be given, where any
possible decrease in Pb*" and / or Cd?*-
sensitive bacteria could be compensated
by an increase in Pb?* and / or Cd**-
tolerant ones. More investigations were
carried out on some selected isolates
from the plates supplemented with
different concentrations of Pb®* and
Cd*".

2. Screening and isolation of metal-

tolerant bacteria

Results  obtained  from  this
experiment point out to a marked
variation between selected soil bacterial
isolates, differing in their morphological
and physiological characteristics to
resist the toxic effect of different
concentrations of Pb?* and Cd** in
culture medium. From another point of
view, bacteria can play an important
role in removing heavy metals from
solution; a phenomenon of great
importance included under the so called
“microbial-metal interaction”.

Results of the previous experiment
indicated that within the different soil
bacterial groups, there is a number of
isolates which can resist the harmful
effects of the two heavy metals (Pb**
and Cd*"). Accordingly, it is of
importance to screen and isolate the
bacteria that are capable of tolerating
the highest metals concentration for
further investigation.
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It was found that 10 % of the total
six  Gram-positive  spore-forming
bacteria were able to tolerate the highest
concentration of Pb** (500 pg.ml™
medium), and 12.5 % of the total four
Gram-positive spore-forming bacteria
tolerated Cd®* concentration of 25 pg
Cd**.mlI™ medium. The least Pb* and
Cd*-tolerable isolates were recorded
for the groups of Gram-positive non-
sporing and Gram-negative non-sporing
bacteria.

Results agreed with that observed by
Gadd (1990) who stated that the walls
of Gram-positive bacteria are efficient
metal chelators. This type of bacteria
has the carboxylic group of glutamic
acid of peptidoglycan which is the
major site of metal deposition.
Moreover, Ray et al. (2006) confirmed
this finding by saying that Bacillus
cereus M996 has similar cell wall
properties as Gram-positive bacteria. In
a different study, Mounaouer et al.
(2013) reported that isolates of Gram-
negative bacteria were more resistant to
the mixture of metals than those of
Gram-positive ones. An explanation for
Gram-positive spore forming tolerance
of heavy metals, was introduced by
Selenska-Pobell et al. (1999) who
described that, the spore passes the
capability to irreversibly bind large
amounts of metals such as Al, Cd and
u.

It is clear that the metal-tolerant
bacteria owing different mechanisms to
resist the harmful effects of heavy
metals. From another point of view,
these metal-tolerant isolates employ one
or several of these mechanisms to
remove / remediate Pb?* and Cd?* from
the contaminated soil. It is of
importance and seriously recommended

to study the efficiency of the most two
metal-tolerable isolates to adsorb Pb**
and Cd** from a nutritive medium, as
well as, from a soil microcosm system.
Further experimental work was
recommended to study the efficiency of
the two selected isolates (SS/1) and

(SS/2), which differ in their properties,

to adsorb Pb?* and Cd*, respectively,

from a nutritive solution, as well as
from a soil microcosm system.

Conclusion
Pollution of agricultural soil with

heavy metals is one of the most harmful

kinds of pollution, which adversely
affects soil fertility and its productivity.

Summing up the results obtained in the

present study, it can be concluded:

1. Both Pb** and Cd** exhibited an
adverse effect on total microbial
population, and this effect was
increased with the increase of heavy
metals pollution rate.

2. The general trend points out that Cd**
may have a higher toxicity level on
soil bacteria compared to Pb*".

3. Although there are bacteria that are
naturally resistant to heavy metals,
the study suggested that exposure to
accumulative and increasing
pollution from these metals can
result in species that can resist and
adapt themselves to the toxic effect
of heavy metals.

4. 1t is highly recommended to subject
the highly metal-tolerant bacterial
species found in this study to further
studies that examine their capability
to absorb different heavy metals
from contaminated environments.
This will be of importance to use
them in the biological disposal
(bioremediation) of heavy metals.
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Real-Time Identification of System Users in Complex Settings using
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Abstract

In today's technological era, user experience (UX) design is the primary focus of all
software product developments. Rather than developing a system with a specific user
group in mind, software systems are now offered to all types of users, from novice to
expert. The system employs various methods to aid users during their interactions. These
methods are tailored to suit users' needs, especially if they are new to the systems. It is
critical to identify users who require assistance based on their interactions with the
system. This paper proposes a method for identifying system users in a complex
interaction environment using Support Vector Machine (SVM) classification and k-
means clustering. Several factors are taken into account to identify vulnerable users,
including interface complexity, user response time, and user thinking time. The user
dataset is obtained from a complex interface setting. After clustering, the model is trained
to identify users who require assistance in moving forward using a classifier. The
classifier's performance is evaluated with k-fold validation using a test dataset. The
proposed model is a state-of-the-art method for improving user experience in complex
system environments, and it will pave the way for future research in this area.

Keywords: User Experience (UX), Human-Computer Interaction (HCI), Machine
Learning (ML), K-Means, Support Vector Machine (SVM)

1. INTRODUCTION professionals are involved in research as

Ergonomics, or human factors, is a field well as the application of study findings

that utilizes various methods, principles, to all stages of system development and
and knowledge to improve the design of evaluation. The importance of basic
systems, ultimately leading to improved human capacities, such as perceptual
performance and well-being for humans. abilities, cognitive abilities, and physical
It is a subfield of the study of human- constraints, is embodied in the notion of
system interactions. Basic research from human factors [1]. The human factors
key supporting disciplines, design professional must understand the
science that is unique to the area, and limitations of these talents and apply this
application of the resultant data and knowledge to system design.

concepts to specific design challenges
are all vital to the discipline of human
factors. As a result, human factors

There is now a vast amount of scientific
evidence regarding human capacities'
limits. This field has a century old
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history and is at the heart of the larger
study of human competence. Human
factor research includes examining the
processes that support the acquisition,
maintenance, transfer, and execution of
skillful performance [2] [3]. The study
looks for characteristics that limit
various parts of a person's performance,
evaluates difficult activities by breaking
them down into simpler components,
and calculates basic human
capabilities. We can anticipate how well
users will be ableto accomplish both
easy and complex activities using this
data.

Codasyl reported [4] on the initial efforts
to understand and describe the
occurrence of end-user computing on
computing systems. In this study, end
users were divided into three groups:
direct end users, who use terminals
directly; intermediate end users, who
specify information needs for reports
they finally receive; and indirect end
users, who use systems through
intermediaries.  People  who  use
computer-based systems are included in
all three types. Those who only used
computer-based systems for business
purposes were included in the first type.
Participation in report creation, a
development activity, fell under the
second type, and direct terminal use, or
the capacity to take part in system
operation, fell under the third. The end-
users' primary operations include the
operation, development, and control of
computer-based systems [5].

Normally, the business provides end-
user support to assist with problems and
interruptions. End-user support
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professionals serve as the initial point of
contact when a user has a problem with
programs or applications or a fault in a
computer program. They are in charge of
many different things. They may also
provide in-person assistance sessions.
The rapid assistance of customers is the
main objective of end-user support. End-
user support services encompass all
concerns related to hardware, software,
and networks.  End-user  support
specialists first evaluate the customers'
demands and make an effort to provide a
prompt and correct response. Users
typically start off this process by having
someone guide them through issues,
teach them how to install software, and
answer their queries about network
infrastructure. Agents that provide end-
user assistance also help users with
hardware problems, printing problems,
and the reporting of software program
flaws. With the rise of remote work,
virtual support systems are becoming
more important.  Virtual assistance
allows virtual clients to help users from
any location.

While considering universal usability
motives, there are three primary classes
of system users: novice, intermittent, and
expert. Novice users typically have a
low grasp of interface ideas and are most
often found participating in online ac-
tivities. Novice users have the most dif-
ficulty navigating complicated interfac-
es. Many attempts are made to reach the
users in need using a number of strate-
gies. The work presented here is a highly
innovative approach using machine
learning techniques to identify system
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end users in complex environments who
are struggling to move forward. The
prime objectives of this research include:

e Review of related literature on
system user activity identifica-
tion or evaluation frameworks

e Study ML-based frameworks for
UX and human factors.

e Propose an ML-based classifica-
tion of system users in real-time
to identify vulnerable users.

The structure of this document is as
follows:  section 2 provides a
comprehensive review of related work,
section 3 details the methodology of the
proposed model, section 4 provides the
results of the ML framework, followed
by discussions, and section 5
summarizes the outcome of the proposed
research.

2. RELATED WORK

Despite the fact that a large number of
research papers have been published to
address usability issues with various
interfaces, the challenges based on user
capabilities are quite limited. This
section examines and reports on a
number of studies on usability, user
identification, and classification in a
variety of contexts.

Examining user online activities with
machine learning is one of the most
cutting-edge methods for uncovering
insights, including user interaction
patterns. Using semi-supervised
learning, Labayen et al. [6] devised a
technique for categorizing user activities
from network traffic. The system

114

identifies the user's online activity based
on the behavior displayed over the
network, taking into account all of the
data generated by the user within a
particular timeframe. The information
retrieved from the network is used to
characterize user activity at such
intervals. A model consisting of three
layers is suggested for the classification
task. A k-means algorithm is used in the
first two layers of the model, while a
Random Forest is used in the last layer
to obtain the activity labels. According
to the authors, the optimal combination
of ML algorithms in this work is k-
means and a Random Forest.

Suchacka et al. [7] proposed an e-
commerce platform-based prediction
model using ML-based classification. In
each session, user activity in the e-
storeis represented as a 23-element
feature vector. An SVM classification
model is introduced based on historical
data from an online bookshop, splitting
user sessions into two classes: browsing
sessions and  purchase  sessions.
According to the authors, the SVM
classifier with a linear kernel was found
to be quite effective both in terms of
overall predictive accuracy and the
capacity to forecast purchase sessions.

Revathi et al. [8] designed and
implemented an approach to measuring
the speed at which a user can process
information. The authors used a test to
assess this, which included a set of nine
comprehension questions. They
employed a timekeeper for each question
to determine how much time the user
spends on each problem, as well as the
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time it took to comprehend and gain an
exact formula and the accuracy of the
individual's calculations. The k-means
classification technique was then used to
classify users into their appropriate
groups. This support is said to improve
students' outcomes and future prospects,
and the k-means cluster method is useful
for clustering students with comparable
performance characteristics.

Cui et al. [9] devised a user clustering
technique based on the k-means ML
algorithm. Furthermore, they suggested a
k-means based online user categorization
technique in order to increase the
computational efficiency in a practical
setting where new users arrive in a
continuous manner. In an attempt to
enhance the suggested mmWave-NOMA
(Millimeter-wave non-orthogonal
multiple access) system even more, the
authors used the successive decoding
feature to determine the optimal power
allocation  strategy. The proposed
mmWave-NOMA system effect was
improved by the proposed framework
when compared to traditional user
clustering methods, and the proposed on-
line user clustering algorithm, which is
based on k-means, performed as well as
the traditional k-means method while
trying to hit a good equilibrium between
effectiveness and efficiency.

Roberto et al. [10] introduced a deep
neural network based clustering
approach that uses the Hierarchical Rate
Splitting mechanism to maximize the
rate achieved and learns and groups
users based on an instant chaotic
channel. The suggested technique is
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based on a shallow NN architecture,
which allows it to learn and cluster users
based on the simultaneous noisy channel
in a very short amount of time. The
suggested technique relies on a shallow
NN architecture, which enables it to
learn and group users based on the noisy
parallel channel in a very short amount
of time. It is claimed that the scheme put
forth was capable of reaching a
proportion  equivalent to  existing
research and was less difficult than
previous methods. This also aided in the
investigation of more complex NN
structures, such as Graph NN, that can
learn covariance among multiple users in
order to create clustering.

Pennacchiotti et al. [11] proposed the
problem of user categorization on social
media networks, using Twitter as an
example.  They used observable
information like user behavior, network
structure, and the linguistic content of
the user's Twitter feed to automatically
deduce the values of user traits like
political leaning and ethnicity. They
adopted a machine learning technique
that relies on a large number of features
collected from such user data. It was
reported that promising experimental
findings were obtained on three tasks
with diverse features: detecting political
affiliation, identifying ethnicity, and
detecting affinity for a specific firm.
Ultimately, the results show that rich
language variables consistently
contributed to success in each of the
three tasks and held great potential for
future user segmentation needs.
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Sassirekha et al. [12] proposed a
methodology for tracking and predicting
progress in higher education via online
learning. The goal of this strategy was to
get the greatest prediction results so that
we might construct a user-dependent
learning system in the future. Logistic
regression, linear discriminant analysis
(LDA), k-Nearest Neighbor (kNN),
classification and regression trees,
support vector machine, random forest,
and naive bayes were all used on the
dataset. Similarly, Dhilipan et al. [13]
developed a machine learning-based
student academic growth analysis. The
analysis makes use of KNN classifiers,
entropy, decision trees, and binomial
logical regression. It was anticipated that
the approach would help the teacher
make more informed decisions about the
students’ progress and plan more
efficient strategies for improving their
academic achievement.

Alam Sher Khan et al. [14] proposed a
user personality classification
framework grounded on the Myers-
Briggs Type Indicator (MBTI) model, in
which the XGBoost classifier is used to
predict four personality traits from input
text, namely Introversion-Extroversion,
intuition-Sensing, Feeling-Thinking, and
Judging-Perceiving. To further
investigate the  personality  from
expressed text, pre-processing
techniques such as tokenization, word
stemming, stop words elimination, and
feature selection were used. According
to the authors, the work provided the
foundation for evolving a personality
identification system that could assist
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organizations in recruiting and selecting
appropriate  personnel as well as
improving their enterprise by knowing
the personality and interests of their
clients.

Zou et al. [15] proposed a sentiment
analysis framework based on machine
learning. The features are generated
using basic words-bag methods, which
do not take into account the syntactic
properties of words, which could be
important  in  judging  sentiment
meanings. They added several sentiment
features to the basic words-bag features.
Naive Bayes and support vector
machines were used to train such
features. The results showed that word
dependencies and POS tags
improved the accuracy of the bigram
method. There wasn't much optimization
in the clause features.

Rashid et al. [16] explored the potential
of controlling assistive devices with an
individual's wink wusing a highly
scientific method. The brain signals of
the five subjects were recorded in order
to identify the left wink, right wink, and
no wink. Emotive insight, which has five
channels, was used to capture the brain
signals. To extract the features, the Fast
Fourier transform and the sample range
were computed. The obtained features
were classified using support vector
machine, linear discriminant analysis),
and k—Nearest Neighbor. The classifier's
performance was assessed. According to
the results obtained, a person's wink can
be used to control assistive devices.
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Saleema et al. [17] presented a data-
driven user modeling framework that
builds student models for online learning
environments using ML. They used the
framework to create student models for
two different learning environments.
Considering the limitations of our
dataset’s size, they provided an early
indication that the system can identify
influential interaction behaviors that may
be utilized to create new ML models for
the online categorization of brand-new
student behaviors. It was also
demonstrated that the framework can be
transferred between applications and
data types.

Kim et al. [18] formed TRUE, a
framework for tracking real-time user
experience, by combining the behavioral
aspects of data gathering and analysis
with existing HCI approaches. They
discussed how they have refined
instrumentation methods and analysis to
vastly facilitate the development of
video games, with two case studies as
examples. The authors claim TRUE will
be adopted by the larger HCI research
community and will become a powerful
tool for gathering deep insights into user
behavior and improving design for other
complex computing systems.

Li et al. [19] introduced a supervised
machine learning strategy for classifying
host roles that uses On-Line Support
Vector Machine and Decision Tree.
They collected sFlow data from a major
campus network's principal gateways.
The authors claimed that their
classification accuracy was particularly
high when it came to different user
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groups. To figure out what a user is
doing on his or her computer, Zhang et
al. [20] used a tiered classification
system using machine learning methods.
They also tested the categorization
system's performance in a variety of
network contexts, including at home, at
work, and in public locations, using
various application scenarios. According
to the researchers, the results
demonstrated that the system can
accurately discriminate across users
of distinct web apps.

Despite the fact that the preceding
research papers displayed a variety of
methodologies and contexts, they were
all focused on user behavior in different
application scenarios. The summary of
the frameworks chosen for review is
listed in Table 1.
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Table 1 Summary of the frameworks chosen for review

Ref.

Reported Work

ML Algorithm Used

User Role

Labayen et al. [6]
Suchacka et al. [7]
Revathi et al. [8]

Cuietal. [9]
Roberto et al. [10]
Pennacchiotti et al. [11]

Sassirekha et al. [12]

Dhilipan et al. [13]
Khan et al. [14]
Zou et al. [15]

Mamunur et al. [16]
Saleema et al. [17]
Kimet al. [18]
Lietal. [19]

Zhang et al. [20]

User classification

User Prediction framework in E-
commerce platform

Clustering of e-learning users
based on performance

User Clustering in Millimeter-
Wave-NOMA Systems

User Clustering for Rate Splitting
User classification in social media,
using Twitter

Predicting students’ academic
progression

Predicting students’ performance
User personality classification
Sentiment classification

Wink based facial expression
classification

Data-driven user modeling
framework in online learning
Tracking Real-Time User
Experience

classify host roles on line using
sFlow

Inferring users' online activities
through traffic analysis.

K-Means, Random
Forest

SVM
K-Means

K-Means
Neural Network
LDA

LDA, kNN, SVM,
RF

LR, DT, kNN
XGBoost

Naive Bayes, SVM

SVM, LDA, kNN
K-Means

HCI approaches
SVM, DT

SVM, NN

Network user

User in Online
bookstore

e-learning student

Online users
Multiple role

Twitter User

E-learning student

E-learning student
Multiple role
Social Media

Multiple role
E-Learning student
Video game user
Multiple role

Network users

3. MATERIALS AND METHODS

or labeled outcomes.

vectors, rather than referring to known
K-means

is a

The following is the methodology for the
proposed work: The k-means and SVM
algorithms that are used in the proposed
work are described in Sections 3.1 and
3.2, respectively. The dataset is
described in Section 3.3, and the
proposed user identification framework
is presented in Section 3.4.

3.1 K-Means Clustering

K-means clustering is one of the
unsupervised machine learning methods
that works well for large datasets.
Unsupervised algorithms infer from
datasets solely on the basis of input
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technique for finding underlying patterns
by combining similar data points. To do
this, K-means scans a dataset for a
predetermined number (k) of clusters. A
cluster is a group of data items that have
been put together because of similar
qualities. The desired number of
centroids in the dataset, Kk, is set as the
target. A centroid is a place, either real
or imaginary, that symbolizes the
cluster's center. Each data point is sorted
into a cluster by reducing the in-cluster
squared sum. In other words, while
keeping the centroids as small as
feasible, the k-means method determines
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k centroids and then allocates each data
item to the nearest cluster.

The k-means algorithm can be viewed as
a descent of gradients, starting at the
initial centroids and altering these
euclidean  distances iteratively to
minimize the objective function [21]. It
halts cluster formation and optimization
if any of the following conditions are
met: (i) the centroids are settled,
meaning their values haven't changed as
a result of clustering being successful; or
(it) the required number of iterations
have been run. Loops are iterated
repeatedly until the k-median method
converges and the euclidean distance is
calculated, with the positive number 1
signifying the iterations of the k-median
algorithm. Even within the same dataset,
the value of I varies depending on where
the cluster centroids initialize. The
approach has an O(nkl) time complexity,
where n is the total number of items in
the dataset, k is the number of identified
clusters, and | is the number of
iterations.

Let X = {x;},ieU, the collection of U M-
dimensional elements which will make
K clusters; ¢ = {Cy,keK}. In particular,
the potential function of clustering refers
to J's objective function. It is worth
noting that the greedy algorithm k-
means can reach a plateau [22]. Despite
this, latest research has established that,
especially when clusters are well-
separated, k-means can settle to the
optimal solution with a strong possibility
[19]. In a bid to lower the squared error
of the points in various clusters, k-means
begins by creating a starting division of
K clusters and awards points to clusters.
Because the mean square error
continuously drops as the cluster counts
increases (J(C) = 0 while K = U),
minimization of mean square error is
only useful for a predetermined number

of clusters. The key steps of the k-means
algorithm are shown in Algorithm 1,
where the distance measurement is the
potential function., i.e., J = f[dist(.,.)].

Algorithm 1 K-Means User Clustering

1 Select K users arbitrarily as the user epicenters of cluster ¢, ...

.., Cy, respectively.

2 Measure the distance dist(x;, ux), k = 1.....K, then add user i into the cluster with the

least distance.

3 Upttill all users have been identified, repeat step 2.

4 Using the following equation, recalculate the center of each cluster:

Repeat steps 2—4 until the cluster members are no longer changing or the objective
5 function J(C) is no longer changing significantly.
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3.2 Support Vector Machine (SVM) classification framework. SVM creates a
Classifier border between two classes with the goal
The Support Vector Machine (SVM) of increasing the margin. In all classes, it

classifier is used to classify between refers to the maximum distance between
vulnerable and typical users. The the boundary and the nearest data points.

working principle of a two-class SVM is Support vectors are the data points that

detailed in [23]. The supervised learning are_ .closest to the boundary. Given a
method used by SVM is based on finite tramm_g .data segment, perform the
sample theory [24]. following:

The user dataset acquired after k-means
clustering must be divided into two
different classes in the proposed

S={(X, Vi), i=1.1}
So that if each sample x; € RY corresponds to a group y : € {+1, — 1}. Here, the boundary
is defined as in [25]:

®w-xta=0 1)

where o is a weight vector and a is a bias. The data is then split into two groups using the
decision function:

g(x) =sign(m - x + a) (2)
To get the optimal plane, we need to minimize
% Jlolf 3)

subjectto: yi[(o - x))+a]-1>0,i=1...1

The optimization problem is rewritten by using Lagrange multipliers B; > 0 as follows
[26]: Minimize

! !
1
M(w,a,p) = ZﬁiT Z BiBjyiy;(xi-x;) (4)

i=1 ij=1

Subject to fi> 0, and

n
Zﬁi}’i =0
i=1

The resulting decision function is then provided as follows:

!
g(x) = sign (Z Biyi (x;.x) + a> (5)
=1
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If the two classes cannot be separated using a linear boundary, a higher-dimensional
hyper plane must be developed to allow for linear separation. This will be accomplished
by utilizing the proper kernel function. The SVM classifier is depicted in Figure 1, where

the kernel is optional.

Bias a

M(Xl ’ X)

Y

X1

Xz >

M(xz, X)

y

Xi

M(Xl ’ X)

Support Vectors Kernels

Bivi

1
i=1

Classifier

Figure 1 Two-class SVM classifier

3.3 User Dataset

A user dataset is obtained by placing a
desktop agent on 150 online student
users who were using a particular
programming environment. The data
were collected over a 30-minute
timeframe with multiple tasks assigned.
The agent measured system response
time, user thinking time, the number of
errors obtained, and the number of errors
resolved. To eliminate outliers, the data
are  standardized using  Z-score
normalization, followed by Principal
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Component Analysis (PCA). Despite the
fact that there are fewer features, the
feature strength will be populated with
two principal components thanks to
PCA. This will aid in the clustering
process being optimized in less time. To
facilitate the training of the ML
classification model, the entire dataset is
clustered into three categories, namely
novice, intermittent, and expert, using k-
means clustering as detailed in Section
3.1. Figure 2 shows the scatter plots of
the user data after preprocessing.
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Figure 2 Scatter plot of user dataset after PCA

3.4 The Proposed User Identification Framework

The proposed clustering framework for identifying vulnerable users for extending

assistance is given in Figure 3.
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Figure 3 Proposed Framework for user identification

Phase-1: Clustering User Data:

In the first phase of the framework, user
data after normalization is presented to
the k-means clustering model to form
three user groups. In order to do that,
three centroids as reference points have
been chosen to categorize novice users,
intermittent users, and expert users. The
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k-means technique is vulnerable to
outliers because an object with an
extremely large value can drastically
distort the data distribution. Due to the
adoption of the square-error function,
this impact is amplified much further.
Instead of utilizing the mean value of the
objects in a cluster as a reference point,
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it can be used as one representative item
per cluster to represent the clusters. The
remaining objects are paired with the
symbolic one that most closely
resembles them. After that, the
partitioning strategy is used with the
intention of minimizing the total
difference between each entity and its
corresponding reference point.

Phase 2:
Identification

User Classification and

The prime objective of the framework is
to identify vulnerable users who are in
need of assistance. Hence, the novice,
intermittent, and expert user clusters are
used for further classification to locate
the  wvulnerable  users.  Binomial
classification is carried out between two
categories: (i) Novice vs. intermittent;
(if) Novice vs. Expert. In our framework,
the SVM linear classifier (described in
Section 3.2) is utilized for this purpose.
The SVM classifier is used here for the
reason that SVM is relatively best when
data points are presented with a clear
margin of separation of classes; in our
case, this is true.

Training and test datasets are prepared
for the classifier model. To provide a fair
estimation of classification performance,
K-fold cross-validation is employed as
the training-test strategy. In particular,
input datasets are separated into K equal
portions, with K-1 used for classifier
training and the remaining one used to
test classification performance. This
technique is done K times, with each
iteration testing a new portion. Finally,
the classifier performance assessment is
determined as the average of the total
testing parts.

Clusters have a significant impact on
classifier performance. As a result,
determining which pair of clusters the
classifier performs best is important for
evaluating its performance. On these two

classification experiments, the
performance of the classifier is
determined by computing the ratio of
precision and recall, which s

represented by the f-score. The f-score is
stated as,

2 X Precision X Recall

f —score =
where: Precision =

4. RESULTS AND DISCUSSIONS

The novice and intermittent user clusters
are presented for training and then
validation  testing in  the  first
classification scenario. The dataset is
randomly partitioned into K equal-sized
units in K-fold cross-validation, Xi, i =
1,...,K. We retain one of the K units as
the wvalidation set and merge the

Precision + Recall

TP

TP+FP
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, and Recall =

(6)

TP
TP+FN

remaining K-1 parts to make up the
training set to generate each pair. It
produces K combinations by repeating
this process K times, every time taking
out one of the K units. In our
experiments, 5-fold cross-validation was
adopted during training.

Training scores were recorded at each
stage of the 5-fold cross validation,
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which is presented in Table 2. The F-
score gradually increased at each stage
of the 5-fold validation and eventually
reached 93.8 percent, which is a very
good result in the binary classification of
novice and intermittent users, as these
clusters share sharp margins.

Similarly, in the second scenario, the
classifier is trained using novice and

expert user data clusters. During 5-fold
cross validation, it was shown that the
classifier improves its performance with
each cycle until it converges with an f-
score of 95.1 percent at the fifth fold.
This is due to the wide margin between
the two clusters.

Table 2 Classifier Performance (in percentage)

Precision Recall F-score Precision Recall F-score
>Fold Novice vs. Intermittent Novice vs. Expert
1 94.7 83.7 88.9 97.4 84.8 90.7
2 93.9 86.2 89.9 97.6 86.6 91.8
3 97.7 87.5 92.3 96.1 86.5 91.0
4 98.1 88.6 93.1 98.5 87.8 92.8
5 98.7 89.4 93.8 99.3 91.2 95.1

There is an indication that the k-means clustering greatly contributed to the classifier by
defining a clear margin for the separation of classes. There are very few similar works
presented by researchers in the domain of usability analysis using ML. Because different
and conventional approaches to performance evaluations were used, this work is

considered unique and incomparable.
5. CONCLUSION

User Experience (UX) design is one of
the major objectives of all interface
designers. It is impractical to consider
universal  users  while  designing
interfaces. Users at large are presented
with different skill levels, especially
users with disabilities, children, and the
elderly. In an effort to provide a pleasant
user experience with the interfaces, this
framework was designed and proposed.
The proposed work will be landmark
research in that it will track the users
who are in need of assistance in a real-
time environment. Here, the potential
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users are being identified using ML
algorithms. In this way, the proposed

method locates the users who are in need
of technical assistance. This concept
could be implemented in e-learning
environments, traditional educational
settings, and even data centers. This
work could be extended to vulnerability
analysis, user performance analysis, and
many more areas by using appropriate
features for the extended work.
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MRI Diagnosis of Endometriosis Fungating Out of a Caesarean Scar: A Case Report
Sara Ali*

! Diagnostic Radiography Technology Department, College of Applied Medical Sciences, Jazan
University, Saudi Arabia

ABSTRACT

This case report presents a 43-year-old female with a history of previous C-sections who
presented to the hospital with pelvic pain and inconclusive US results. After being assessed
clinically and radiologically using several modalities, MRI images shows a 4x6 cm grape-like
vesicular mass is seen fungating out of the assumed Caesarean scar with some high vesicular
intensities suggestive of endometriosis. Endometriosis is a challenging diagnosis to make, as its
symptoms are often nonspecific and can mimic other conditions. In this case, the diagnosis of
endometriosis was made with MRI, which is considered the gold standard for imaging the pelvis
in endometriosis cases. The patient's treatment consisted of hormonal therapy and pain
management to manage the symptoms. This case report highlights the importance of considering
endometriosis as a differential diagnosis in patients with a history of previous C-sections
presenting with pelvic pain. Early diagnosis and management of endometriosis are crucial to
improve the quality of life for affected individuals. Healthcare providers should be aware of the
typical symptoms, risk factors, and diagnostic modalities for endometriosis to provide optimal
care for their patients.

Keywords: endometriosis, MRI, cesarian section, ultrasound.
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INTRODUCTION

Endometriosis is a common
gynecological condition that occurs in
women of reproductive age and is

characterized by the growth of endometrial-
like tissue outside the uterus [1,2]. The
condition can cause debilitating pelvic pain,
infertility, and other severe symptoms [3].
Endometriosis is a chronic condition that
requires long-term management and can
negatively impact the quality of life for
those affected [4].

The

endometriosis remain unclear, and there is

underlying mechanisms of

no definitive cure [5]. Several hypotheses

attempt to explain the origin of

endometriosis, including genetic
predisposition, altered immune function, and
environmental factors [6-8]. Recent studies
suggest that endometriosis is a multifactorial

disease that may result from a combination

of genetic, environmental, and
immunological factors. Firstly, genetic
factors play a crucial role in the
development of endometriosis. Family

studies have shown that first-degree
relatives of women with endometriosis have
a higher risk of developing the disease [9].
Moreover, genome-wide association studies

(GWAS) have identified several genetic loci
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of
endometriosis, including the WNT4 and

associated with the development
GREBL1 genes [10,11]. Secondly, exposure
to certain chemicals has been linked to an
increased risk of developing endometriosis.
For example, dioxins, which are
environmental pollutants, have been found
to accumulate in fatty tissues, and animal
studies have shown that exposure to dioxins
the of

Finally,

can lead to development

endometriosis-like lesions [12].
immune system dysfunction may also
contribute to the development of
endometriosis. Women with endometriosis
have been found to have altered immune
function, including impaired natural killer
cell activity and increased levels of pro-
[13].  Further

research is required to fully elucidate the

inflammatory  cytokines
pathogenesis of endometriosis and develop

effective treatment options [4,14].

The ectopic endometrial-like tissue
that grows in endometriosis is hormonally
responsive and undergoes cyclic menstrual-
like changes [3]. This can lead to the
formation of adhesions and scarring, as well
as the development of endometriomas,
filled with

The most

which are ovarian cysts
[15].

common symptom of endometriosis

endometrial-like fluid
is

chronic pelvic pain, which may be cyclical
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or non-cyclical and can be severe enough to

interfere  with daily activities. Other

common symptoms include dyspareunia
(painful sexual intercourse), dysmenorrhea
infertility [7,16].

Women with endometriosis

(painful periods), and
may also
experience gastrointestinal symptoms, such
as bloating, constipation, or diarrhea. The
severity of the symptoms can vary widely
among individuals with endometriosis, and
some individuals may be asymptomatic
despite having the condition [7]. Accurate
diagnosis of endometriosis

requires a

thorough  medical  history,  physical
examination, and diagnostic imaging, such
ultrasound or
resonance imaging (MRI) [2,17,18]. MRI is

considered the gold standard for imaging the

as transvaginal magnetic

pelvis in endometriosis cases, as it can
detect types

lesions, such as superficial, cystic ovarian,

various of endometriosis
and deep endometriosis. MRI can also show
characteristic features of endometriosis,
such as high T1 signal with T2 shading, T2
dark spot sign, and thin hypointense walls.

MRI can help to differentiate endometriosis

from other pelvic disorders, such as

hemorrhagic ovarian cysts, peritoneal

inclusion cysts, and adenomyosis.
Endometriosis is a common

condition that affects an estimated 10% of
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women of reproductive age worldwide
[5,8,19]. It is more prevalent among women
with a family history of the condition and
those with a longer duration of menstrual
cycles [20]. Additionally, endometriosis is
more commonly diagnosed in women who
have not given birth, suggesting a potential
protective effect of pregnancy. Although
endometriosis can occur in individuals of
any ethnicity, it is more frequently
diagnosed in women of European descent
[21].

However, endometriosis in a
caesarean scar (CS) is a rare entity, with an
incidence of 0.03% to 0.4%

among women undergone

estimated
who have
caesarean delivery [22]. It can present as a
painful mass or nodule in the lower
abdomen or as cyclic bleeding from the scar.
The diagnosis of endometriosis in a CS can
be challenging, as it can mimic other
conditions such as hematoma, abscess,

suture granuloma, or malignancy [16,23].

In this case report, we present a rare
case of endometriosis fungating out of a
caesarean scar in Jazan city, Saudi Arabia
that was diagnosed with magnetic resonance
imaging (MRI) and treated with hormonal
therapy and pain management. This case is

important because it can provide valuable
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insights into the diagnosis and management
of this condition in a region where it is not
common and can contribute to the existing
literature on this disease by demonstrating
its clinical presentation, radiological
findings, and treatment options in a specific
geographical and cultural context. In
addition, it can also raise awareness in Jazan
among healthcare workers and patients
about the possibility of CS endometriosis in
women with pelvic pain and inconclusive

ultrasound results.

CASE PRESENTATION

We present the case of a 43-year-old
female with a medical history of previous C-
sections who presented to the hospital with
complaints of pelvic pain. The patient had
undergone two C-sections in the past, with
the most recent one being seven years ago.

Figure 1: MRI T2 sagittal image

She reported experiencing severe, cyclic
pelvic pain dysmenorrhea, dyspareunia pain
during and after sexual intercourse that was
affecting her quality of life. On examination,
the patient appeared uncomfortable, and
there was tenderness on palpation of the
lower abdomen.

ultrasound  results

the

Initial were

inconclusive, and patient  was
subsequently referred for further assessment.
Clinical and radiological assessments using
several modalities were carried out,
including MRI with contrast and without
contract. The MRI revealed a about 4 X 6 cm
grape-like vesicular mass that was fungating
out of the assumed CS scar. Some high
vesicular intensities were also seen on the
MRI, of

endometriosis (Figure 1 and 2).

which  was  suggestive

Figure 2: MRI T2 axial image showing the endometriosis.
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The differential diagnosis included
inflammatory pelvis disease, post-cesarean
adhesions and ectopic pregnancy. The
patient was diagnosed with deep abdominal

endometriosis and was started on hormonal

therapy that suppress ovulation as
contraceptive method (injectable
medroxyprogesterone& levonorgestrel
intrauterine  device) to manage her
symptoms. She was also given pain
medication to alleviate her pain. The
patient's response to treatment was

monitored through follow-up appointments.
She reported a significant improvement in
her symptoms, with a reduction in pain and

an improvement in her quality of life.
DISCUSSION

This case report illustrates a non-
common among women in Jazan but
possible complication of C-section, which is
the development of endometriosis in the
surgical scar. Endometriosis is a chronic
inflammatory condition characterized by the
presence of endometrial-like tissue outside
the uterus, which can cause pelvic pain,
life

The exact pathogenesis of

infertility, and
[2,5,18,24].

endometriosis s

reduced quality of
not fully understood
[12,13], but several theories have been

proposed, such as retrograde menstruation,
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coelomic  metaplasia, lymphatic  or
hematogenous dissemination, and iatrogenic
implantation [1]. The latter mechanism is
likely to be responsible for the occurrence of
endometriosis in the C-section scar, as
endometrial tissue can be transferred to the
abdominal wall during the surgery [25-28].
The diagnosis of CS endometriosis
can be challenging, as it can mimic other
conditions, such as hematoma, abscess,

suture granuloma, hernia, or neoplasm
[16,23]. The clinical presentation can vary,
but the most common symptoms are cyclic
pain and swelling at the site of the scar
during menstruation [29,30]. The diagnosis
can be confirmed by histopathological
examination of the excised lesion, which
shows endometrial glands and stroma
surrounded by fibrous tissue [30,31].
Imaging  modalities, such as
ultrasound, computed tomography (CT), and

MRI can also aid in the diagnosis by

showing  characteristic ~ features  of
endometriosis, such as heterogeneous
hypoechoic nodules with internal

hyperechoic foci on ultrasound, soft tissue
nodules with heterogeneous post-contrast
enhancement and streaky appearance on CT,
and high T1 signal ( with and without fat
suppression ) with T2 shading and thin

hypointense walls on MRI [17-19,31].
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Ultrasound is often used as the first-line

imaging modality to diagnose
endometriosis. However, it has limitations in
detecting deep infiltrating endometriosis,
particularly in the presence of bowel
MRI

modality in cases where ultrasound findings

involvement. is a useful imaging
are inconclusive or to assess the extent of
deep infiltrating endometriosis. In this case,
the MRI with contrast revealed a 4x6 cm
grape-like vesicular mass is seen fungating
out of the assumed CS scar with some high
vesicular intensities  suggestive  of
endometriosis.

The treatment of scar endometriosis
depends on the size and location of the
lesion, the severity of symptoms, and the
patient's preference. The main options are
surgical excision and medical therapy.
Surgical excision is considered the definitive
treatment, as it provides histological
confirmation and complete removal of the
[25,27,29].

However, surgery may also carry some

lesion with clear margins

risks, such as recurrence, infection,

bleeding, or damage to adjacent structures
[32,33]. Medical therapy with hormonal
agents, such as oral contraceptives,
progestins, danazol, or GnRH analogs can
offer symptomatic relief by suppressing

ovarian function and reducing endometrial
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proliferation [11,34]. medical

therapy may also have some limitations,

However,

such as side effects, lack of efficacy in some
cases, or recurrence after discontinuation
[32]. Pain medication, such as nonsteroidal
anti-inflammatory drugs, can also be used to
manage the pain  associated  with
endometriosis. In this case, the patient's
treatment involved hormonal and pain
medication to manage the symptoms.
Conclusion
This

important complication of C-section that can

case report highlights an
cause significant morbidity and distress to
patients. It also emphasizes the need for a
high

multidisciplinary approach to diagnose and

index of suspicion and a

treat scar endometriosis  effectively.
Furthermore, it underscores the importance
of preventive measures during C-section to
the of

implantation in the surgical site. These

minimize risk endometrial

measures  may  include  meticulous

hemostasis, careful handling of tissues,
avoidance of spillage of blood or amniotic
fluid into the abdominal cavity or wound
site, thorough irrigation and cleansing of the
wound site before closure, and use of barrier
methods to separate the uterine incision
from the abdominal wall. Hormonal therapy

and pain medication can be effective in
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managing the symptoms of endometriosis.
Early recognition and management of
endometriosis can improve the quality of life
of affected women and prevent potential
complications such as infertility.
Ethical No

approval was required to publish the case

Statement: institutional
details. The patient has provided consent to
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Prevalence of malaria, human T lymphotropic virus, and syphilis in healthy blood donors
from Jazan region, Saudi Arabia during 2019-2020
Aymen M Madkhali
Department of Medical Laboratory Technology, Faculty of Applied Medical Sciences, Jazan
University, Saudi Arabia

Abstract
Background
Transfusion-transmitted infections (TTIs) are a major concern for global health. Screening for
TTIs in the blood donors is critical. This study was designed with the main crux of providing
valuable data regarding the prevalence of malaria, human T lymphotropic virus (HTLV), and
syphilis from Samtah, Jazan; an area located in the southwestern region of Saudi Arabia.
Methods
This retrospective study, on reviewing the blood donation records in Samtah General Hospital,
was conducted from January 2019 to August 2020. Only those blood bank and donation
registries that contained the results of malaria, HTLV -1/2, and syphilis, were reviewed.
Results
Data of 4977 blood donors were analyzed. Among the 4977 blood donors, only 11 (0.2%) donors
were confirmed HTLV 1/2 reactive. Eight (0.16%) blood donors were reported to be positive for
syphilis, while the malaria tests of 0.0.4% (n=2) of the blood donors were found to be positive.
Conclusion
It is concluded that malaria, HTLV, and syphilis are rarely found among blood donors in this
area. Although rare, their lethality is beyond description. Hence, strategies should be sorted out
to minimize the cost of screening for these infections without compromising the safety of blood
and its components.

Keywords:HTLYV, syphilis, malaria, transfusion-transmitted infections.

Introduction dispute. Just as the loss of blood can result
The importance of blood in sustaining life in in loss of life, giving blood can save many
health and disease is a reality beyond lives. Because of the strict species
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specificity, the only source of blood for
human consumption is Man himself. Trans-
species blood transfusion is an impossibility
and synthetic blood substitutes are still a
dream. Hence, for all clinical purposes,
human blood must be supplied for human
utilization. However, transfusion of blood
and /or its components is considered a two-
edged sword. It is estimated that nearly 10%
of all blood /and or blood component
transfusions are accompanied by one or the
other adverse effect. (Andreu et al., 2002)
Among these adverse effects are transfusion-
transmitted infections (TTIs), which are still
a global concern, therefore the screening of
TTIs in blood donors is crucial. The
collected blood is screened for TTIs
including hepatitis B virus (HBV), hepatitis
C virus (HCV), human immunodeficiency
virus (HIV), human T lymphotropic virus
(HTLV), malaria, and syphilis. (Bihl et al.,
2007; Busch et al., 2019) Here, it is
noteworthy to mention that malaria
screening is carried out only in malaria-
endemic countries, while in non-endemic
areas, donors are deferred based on risk
group assessment (Bihl et al., 2007).

Geographically, the prevalence of TTIs
among blood donors varies from one region
to another (Fong & Fong, 2020; Stramer &
Dodd, 2013). In Saudi Arabia, several
publications have reported the prevalence of
TTIs among blood donors in different
regions, including Central (Abdo et al.,
2012;  Alabdulmonem et al., 2020;
Alaidarous et al., 2018; El-Hazmi, 2004,
Shobokshi et al., 2003), Western (Bamaga et
al., 2009; Elbjeirami et al., 2015; Fageeh,
2010; Shobokshi et al., 2003), and Eastern
regions (Alzahrani et al., 2018; Bashawri et
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al., 2004; Morsi, 2011). In the Jazan region
(Southwestern region of Saudi Arabia), the
prevalence of TTIs reported in the literature
is limited to HBV and HCV among blood
donors (Abdullah, 2013a).

Malaria is still endemic in the Southern
region of Saudi Arabia, particularly in Asir
and Jazan. It is caused by Plasmodium spp
which invade the red blood cells (RBCs).
Malarial parasite transmission occurs mainly
through the female Anopheles mosquito.
However, it can be transmitted by the
transfusion of malarial parasite-infected
blood (Kitchen & Chiodini, 2006). A study
has shown that malaria is highly prevalent in
Jazan (66.3%) as compared to five other
cities i.e., Al-Baha (1.0%), Asir (7.4%),
Madinah (8.7%), and Makkah (16.6%)
(Amer et al., 2020). Plasmodium species
withstand cold temperatures and can survive
in stored blood at 4°C (Larison & Gilman,
1983). In general practice, malarial parasites
are detected by screening thick and thin
blood smears. However, blood smears are
used to be positive only in active cases with
parasitemia. Hence, this method is not used
for the screening of blood units in many
countries. Both blood smears and Rapid
diagnostic tests (RDT) are used for the
diagnosis of suspected clinical cases in
Jazan (Madkhali et al., 2022). However,
detection of Plasmodium spp in blood units
is mainly carried out by RDT (Simon et al.,
2019).

HTLV 1/2

HTLV 1/2 belongs to the retrovirus family.
Persistent infection with HTLV 1 causes T
cell proliferation. HTLV genome being
RNA is transcribed into DNA with the help
of reverse transcriptase found in the virus
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and integrates into the host cell’s genome.
HTLV 1 is considered one of the major risk
factors in the development of adult T cell
lymphoma/ leukaemia (ATL) (Mozhgani et
al., 2018). In addition, patients with ATL
develop immunodeficiency that resembles
that of in AIDS patients. This virus can also
cause HTLV 1-associated myelopathy or
tropical spastic paraparesis (HAM/TSP); a
progressive neurological disorder. (Nozuma
et al., 2020; Nozuma & Jacobson, 2019).
Other secondary clinical conditions that
develop after primary HTLV1 infection
include pneumonia, bronchitis, urinary tract
infections, uveitis, and infective dermatitis
in  children. (Caskey et al., 2007)
Predisposition to strongyloidiasis is one of
the clinical manifestations of HTLV 1.
Known means of the transmission of HTLV
1/2 include vertical transmission
(breastfeeding or perinatal exposure), sexual
contact or exposure to blood/ blood
products, and intravenous drug users
through sharing of contaminated needles.
The incubation period of HTLV usually
ranges from 30-90 days after exposure to
HTLV. Following the incubation, an
infected person becomes seroconverted.
Once seroconversion occurs, anti-HTLV
antibodies can be detected in the serum of
the infected person that persists for life.
(Simon et al.,, 2019). Globally, 15-20
million people are infected with HTLV 1/2.
It is highly prevalent in Japan, Africa, the
Caribbean, the Middle East (lran),
Melanesia, the Solomon Islands, Papua New
Guinea, as well as the Australian aborigines.
(Gessain et al., 2015).

Syphilis:  Treponema pallidum s
extremely motile, flexible, helical

an
wall
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spirochete that can cause syphilis affecting
18 to 56 million people across the globe
(Edmondson et al., 2018). After initial
infection, syphilis passes through the
primary, secondary, and tertiary stages.
Chancre or primary lesion, which is
comprised of a significantly high number of
treponemes, appears at the primary site of
infection. Usually, this lesion heals.
However, treponemes may be present in the
lymph nodes that could lead to secondary
and later on tertiary stages of the infection, if
left untreated (Hicks & Clement, 2016). The
life cycle of treponemes completes when
they pass through the bloodstream. During
this phase, the blood-containing treponemes
could lead to the transmission of treponemes
into the recipient. Individuals infected with
T. pallidum are tested by using serological
methods that have the drawback of false
negative results if the infected individual is
not in the seroconverted stage. It is an
interesting fact that T. pallidum is a heat-
sensitive organism that dies (within 72

hours) after storing the blood at 4°C. VDRL
test and RPR are nonspecific tests used for
the detection of recent infections. While
fluorescent treponemal antibody absorption
(FTA-ABS), T. pallidum immobilization
(TP, T. pallidum hemagglutination
(TPHA) are the immunoassays used for the
detection of antibodies to T. pallidum.
Southern blot and polymerase chain reaction
(PCR) are confirmatory tests that detect
treponemal antigens. The initially reactive
blood units are not used until confirmed by
FTA or Southern blot (Kilany et al., 2015).

The availability of rudimentary information
regarding the frequency and understanding
of the current epidemiological status of TTls
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among blood donors contributes to blood
transfusion safety. Therefore, this study was
designed to provide data regarding the
prevalence of HTLV 1/2, malaria, and
syphilis from a remote area located in the far
Southwestern part of Saudi Arabia.
1. Materials and methods
1.1. Sample size and
technique
This was a retrospective, cross-sectional
study of blood donation records during the
period from January 2019 to August 2020.
The records of all donors recruited during
this period were included in data acquisition
and only blood bank and donation registries
were reviewed. A brief description of the
blood donation process was followed in the
blood bank of Samtah General Hospital is
given. Routinely, a standard protocol of
donor requirements is followed that contains
counselling and evaluation of the blood
donor before the blood donation.
Demographic data and clinical history are
recorded, and high-risk donors are deferred
(if any). Physically, healthy-looking blood
donors with normal hemoglobin (more than
13.5 g/dl for males and 12.5 g/dl for
females) are recruited for blood donation.
After  blood collection and before
transfusion, blood units are screened for
TTls.
1.2.Detection
Syphilis
Chemiluminescent Microparticle
Immunoassay (CMIA) utilizing  Abbott
(n=1033) had no gender records. The
distribution of nationality of all donors is
summarized in Table 1.
The findings of this study showed that 11
blood donors’ units (0.2%) were found to be

sampling

of HTLV 1/2 and
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ARCHITECT 1-2000 SR analyzer (Abbott
laboratories, IL) was used for the initial
screening of antibodies against HTLV 1/2,
and T. pallidum (Syphilis). Initial positive
samples were labelled as initially reactive
(IR) and were run in duplicates during
retesting.

1.3.Detection of Malaria
Malarial antigens (Pf/PAN) were detected
using Care StartTM Malaria Pf/PAN
(HRP2/pLDH) Ag Combo RDT rapid test
(Access BIO, Somerset, NJ, USA) in the
donor samples.

1.4. Ethical Consideration
The current study was ethically approved by
the Jazan Health Ethics Committee, Ministry
of Health, Saudi Arabia (No. 2034).

1.5.Statistical analysis
Donor data were entered into a Microsoft
excel sheet; the collected data were analyzed
and the frequencies were subsequently
calculated using Microsoft Excel software.

2. Results
All blood samples obtained from blood
donors were tested for anti-HTLV-I/II,
syphilis, and malaria in Saudi Arabia, as per
national guidelines. Data of 4, 977 blood
donors who donated blood in Samtah
General Hospital during 2019 and 2020
were evaluated. Among the 4,977 blood
donors, the gender of 79.24% (n = 3,944) of
the participants was recorded (99.3% males
and 0.7% females), whereas 20.76%

reactive for HTLV 1/2. (Table 2). A review
of data for syphilis showed that reactive
blood units were 8
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representing 0.16% (Table 2). In addition,

0.04% (n=2)

tests (Table 2).

of the blood donors had positive malaria

Table 1: Distribution of blood donors according to nationality.

Nationality Number of donors Percentage
Saudi 2,770 55.66
Yemeni 841 16.89
Egypt 89 1.78
Pakistani 75 1.50
Indian 55 1.10
Sudani 49 0.98
Bangladeshi 25 0.50
Syrian 13 0.26
Philippine 10 0.20
Afghani 7 0.14
Moroccan 6 0.12
Ethiopian 1 0.02
Jordanian 1 0.02
Sir Lanka 1 0.02
Turkey 1 0.02
Not mentioned 1033 20.75
Total 4977 100

Table 2: Frequencies of HTLV, syphilis, and malaria among the study participants.

Blood units HTLV I &I Syphilis Malaria
Negative 4935 (99.2%) 4938 (99.22%) 4944 99.34%
Positive 11 (0.2%) 8 (0.16%) 2 0.04%
Discarded 31 (0.6%)
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Table 3. The reported prevalence of HTLV, malaria, and syphilis in different cities/ regions of Saudi Arabia.

City/Region Study period | Sample size (n) HTLV (%) MP (%) | Syphilis (%) Reference
Riyadh 2017-2019 114,638 0.002 NR NR (Al-Hababi et al,
2020)
Buraidah / Qassim | 2017-2018 4590 0.0 NR 0.043 (Alabdulmonem et
al., 2020)
Riyadh 2016-2018 38,621 0.002 NR 0.02 (F, 2020)
Majmaah 2015-2017 3028 0.20 00 0.53 (Alaidarous etal,
2018)
(Elyamany G, Al
Riyadh 2006 — 2015 239,330 NR NR 0.025 Amro M, Pereira
WC, 2016)
Hail 2014-2015 361 2.2 NR 4.7 (Sarah et al., 2016)
Hail 2013-2015 11,162 0.07 0.02 0.2 (Alcantara etal,
2018)
(Kilany et al.,
Aseer 2012 — 2103 7,267 00 NR 0.028 2015)
Jazan 20042009 20,949 NR NR NR (Abdullah, 2013)
(Ul-Hassan Z, Al-
Al-Hofuf, Al-Hasa | 1997-2003 47,426 0.06 NR NR Batrant AT 2004
Riyadh 2000 ~2002 24173 0 NR NR (El-Hazmi, 2004)
Al-Khobar 1995-2001 23,493 0.2 NR NR (Taha et al., 2003)

NR; not reported
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3. Discussion

Transfusion of blood is one of the major
routes of transmission of HTLV 1/2. Hence,
the screening of blood units for HTLV 1/2 is
made mandatory in many countries,
including Saudi Arabia. Prevalence of
HTLV 1/2 reported in Saudi Arabia ranges
from 0% to 2.2% in different studies
(Alcantara et al., 2018; F, 2020; Ul-Hassan
Z, Al-Bahrani AT, 2004) as shown in Table
3. A total of 11 (0.2%) blood donors’ units
were reactive for HTLV1/2 during the study
period. The findings of this study showed a
similar frequency of HTLV 1/2 in Samtah in
comparison to Majmaah and Al-Khobar,
while it was lower than Hail as shown in
Table 3 (Alaidarous et al., 2018; Sarah et al.,
2016; Taha et al., 2003). Furthermore,
HTLV 1/2 was less prevalent in Riyadh,
Hail, and Al-Hasa as compared to the
current study as shown in Table 4 (Alcantara
et al., 2018; F, 2020; Ul-Hassan Z, Al-
Bahrani AT, 2004).

Notably, studies have shown zero
prevalence of HTLV 1/2 in Riyadh, Asir,
and Qasim (Alabdulmonem et al., 2020; EI-
Hazmi, 2004b; Kilany et al., 2015b).
Furthermore, the two studies conducted in
Riyadh with a difference of a decade did not
show any increase in the prevalence of
HTLV1/2, proving it to be an uncommon
infectious agent in the country. Another
study recently conducted, showed that
among more than 100,000 blood donors,
initially, 95 (0.088%) blood units were
positive for HTLV antibodies when tested,;
however, none of these donors were positive
when tested for HTLV by the western blot
(Hindawi et al., 2018). Based on the findings
of the current study as well as previous
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studies, it is a well-established fact that
HTLV 1/2 are non-endemic in Saudi Arabia.
The limited threat of the HTLV1/2 to the
safety of blood and blood product questions
the of the testing cost of blood units.
Strategies should be adopted to screen the
blood donors who are at high risk. It has also
been suggested that either HTLV 1/2 testing
could be carried out on pooled samples or
could be only conducted for expatriate
donors, who are more infected by HTLV
(Arif & Ramia, 1998; Kawashti et al., 2005).
The practice of testing the pooled samples
(pooling 48 samples) by enzyme
immunoassay has been implemented in
England which makes this method very cost-
effective. Alternatively, the transfusion of
leuko-reduced blood units shall be made
mandatory to reduce the risk of HTLV 1/2.
Keeping in view the high costs of the
screening better strategies are needed to
screen or exclude the HTLV 1/2 from the
screening blood donation process.

A surveillance study, published in 2006, has
shown the prevalence of syphilis to be 8.7%
of the reported cases of sexually transmitted
infections in Saudi Arabia. A study by
Madani revealed the prevalence of syphilis
to be 0.16% among the blood donor
screened over the study period (Madani,
2006). Some other studies, conducted in
Saudi Arabia, showed a variable frequency
of syphilis among blood donors i.e. Hail
0.2% (Alcantara et al., 2018), Buraidah
0.043% (Alabdulmonem et al., 2020),
Riyadh 0.025% (Elyamany et al., 2016). As
compared to the findings of the current
study, the prevalence of syphilis was found
to be higher (0.53%) in Majmaah
(Alaidarous et al., 2018). Both the current
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and previous studies indicated the low
prevalence of syphilis in Saudi Arabia.
However, a study conducted in Hail by
Sarah et al. (2016) reported a high
prevalence of syphilis (4.7%) despite their
low study sample size (361 blood donors;
Table 4). It is noteworthy here to mention
that the majority (55.656%) of blood donors
were Saudis. Only one of these cases was
found to be positive conveying a message of
low prevalence in the Saudi population.
Secondly, both donors were male. Studies
have shown the high prevalence of syphilis
in males. (Kilany et al., 2015).

The findings of this study showed only two
(0.04%) positive cases of malaria. The
donors who found positive were Saudis,
thereby revealing the indigenous nature of
the case. Alcantara et al (2018) finding is in
the agreement with the observations of our
study (Alcantara et al., 2018). While a report
published by Alaidarous et al., 2018 did not
find any case of malaria in their studied
population.

It is concluded that HTLV, syphilis, and
malaria are rarely detected among blood
donors in Jazan region. Although rare their
lethality is beyond description. Hence,
strategies shall be sorted out to minimize

the cost of screening for these infections
without compromising the safety of blood
and its components.
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