Kingdom of Saudi Arabia
Ministry of Education /’“\

Jazan University  // o )

JOURNAL OF

JAZAN UNIVERSITY

For

Applied Sciences

A Refereed Scientific Periodical

Supplement To Vol. 11 No 1 September 2023(Rabi” al-Awwal)




Publication Rules

The University of Jazan provides an opportunity
for scholars to publish their scholarly work on
research. The editorial board will consider
manuscripts from all fields of knowledge.
Manuscripts submitted in either Arabic or
English, and if the due accepted for publication,
may not be published elsewhere, without
permission of the Editor-in-Chief. The joumal
issues one volume per year. The types of
manuscript classification used by the Editorial
Board run as follows:
1. Article:

An author's original work contributing

new knowledge to the field in which

research was conducted.

2. Review Article:
A critical synthesis of the curment
literature in a particular filed, or a
synthesis of the literature in a particular
field during an explicit period of time.

3. Brief Article:
A short article (note) with the
characteristics of an article.

4. Book Reviews

5. Forum:
Letters to the editor, comments,
responses, preliminary results or
findings, and miscellany

General Instructions

1. Submission of manuscripts:

Orniginal manuscripts should be typewritten
(one side only), using an A4 size paper, double
spaced along with 3 copies. All pages are to be
numbered consecutively, including tables and
graphs. Tables, other illustrations, and
references should be presented on Separate
sheets with their proper text position indicated.

2. Abstracts:

Manuscripts for articles, review articles, and
brief articles require both Arabic and English
abstracts, using no more than 200 words, in
single column (13cm wide), for each version.

3. Tables and other illustrations:
Tables, charts, figures, and plates should fit

Hm g aee e emmm mEee SA TN C e v Ml Dy AN
LIS purdiiial o Pays ST | 1L WONI A 1oy, Adal

inner drawings must be presented on high
quality. Tracing paper is necassary, using black
Indian ink as well. Photographs may be sub-
mitted, but on glossy print paper in either black
or color.

4. Abbreviations and Units:

Ad sizes and quantities should be expressed
according to international standards.
Standardized abbreviation should only be used.
The names of perodicals should be
abbreviated in accordance with the words of
scientific periodicals.

5. Title Page:

Should contain the title, name of the authors,
name and address of the institution, where the
work was camied out. The title should be brief
and use strong keywords. Scientific names of
organism should be clearly stated and should
be typed italic.

6. Text:

The organization of the manuscript should be
as follows: Introduction, materials, results,
discussion, and references. Results and

discussions can be combined in one section.
Acknowledgement (if needed) should be bref
and added before the reference sections.



1. References:

Citation of the references (within the fext)
should be indicated by author. Date, style, and
references should be listed in an alphabetical
order and conform to the following examples:
Peniodical citations in the text are to bhe
enclosed in one line brackets, e.g.(6).

Perodical references are to be presented in the
following

form:

References number in line brackets ( ), author's
name followed by a given name and/or initials,
the title of an article or periodical (italicized),
volume number, year of publication (in
parentheses ) and pages e.q.

Basahy, AY. (1992). Protein and Amino Acid
contents in seeds of some soybean cultivate
(Glycin Max 1) Arab Gulf J. Sci. Res. 11(2),
221-228.

Book Citation:

Book references should include the following:
Reference number ( ), authors sumame
followed by a given name and/or title of the
book (italicized), place of publication, publisher,
and year of publication.

Example:

Lehman. H.C. (1953). Age and Achievement.
Princeton: Princeton University Press.

2. Content Notes:
Content notes are to be presented on
separate sheets. They will be printed below

a solid line separating the content notes from
the text.

9. The manuscripts and forum items submitted
to the journal for publication contain the
author's conclusions and opinions, and if
published they do no bear a conclusion or
opinion of the Editorial Board.

10. Authors will be provided with 20 reprints
free of charge, along with two issues of the
journal. Additional copies could be purchased, if
ordered when the proofs are retumed. Price will
be shown on the order form.

11. It is the responsibility of the researcher to
make sure that the manuscript is free of
linguistic, grammatical and typo ermors.

12. The editors’ board has the right to set
priorties of publishing the research.

13. The joumnal is not obligated to repeat the
research it reaches, whether it was approved
for publication or not.

14. All the received research is subject to
primary examination by the editorial board in
order to determine their eligibility for arbitration.
The editorial board is entitled to excusing itself
from accepling the research without giving
reasons.

15. The journal is published twice a year.



Kingdom of 5audi Arabia
Ministry of Education

Jazan University

~ JOURNALOF
JAZAN UNIVERSITY

For

Applied Sciences

A Refereed Scientific Periodical

Supplement To Vol. 11 No 1 September 2023(Rabi" al-Awwal)

ISSN:1658-6913



Journal Jazan University

for applied sciences

3 General Supervisor
:.‘ Prof. Mari Hussain Al-Qahtani
Deputy General Supervisor
Prof. Mohammed Hassan Aburasain
Managing Editor ! Editor-in-chief ;

Mr. abdulrahman Hassan Hobani ' Prof. Ahmed abdulrahman Al-barraq

E Editorial Board
Prof. Muhammad Ali Mubaraki Prof. Gasem Mohammad Abu-Taweel Dr. Zaki Weli Hakami
Dr. Mohammed Abdulraheem Akeel Dr. Basem Ibrahim Assiri Dr. Nouf Hussain Abuhadi g

!  Administrative and technical staff :

{ Mr. Ahmad Mohammad Al-Hazmi Mr. Ali Mohammad Qabi Mr. Bandar Ali Wasli %

1 Correspondence ;

All correspondence should be directed to:
Editor-in-chief of Jazan University Journal of Applied Sciences, Jazan - University City
Administrative Tower - PO Box 114 - Zip Code 4514, Kingdom of Saudi Arabia
jas@jazanu.edu.sa

(1445) Jazan University
All copyrights reserved. No part of the magazine may be reproduced or copied in any form or by any
means /
Electronic or mechanical, including photocopying, recording, or entering into any information storage |
or retrieval system without obtaining \
On the written approval of the editor-in-chief of the magazine.




dAada

Yooy

YA

££.Y49

o0¢_¢o

va.eo

YoV Ae

YY oV Y

S

i laall g ganddall g shdl) Jal o g dada yall L gl 5 580 B3 85 1 peal¥) Cpadaal) 3 53
daa e Ada - zadlg
.................................. L pd) i) 2an]
Left Ventricular Thrombus: Insight into Pathophysiology, Risk Factors,
Diagnosis, Complications, and Management- A Review Article
Ahmed Sayed

gliadl da 0 YA &3 Jual g8 Jon B Ra & dada A ga i)
.................................. b daaa daal
UNSTEADY SHOCK WAVE DIFFRACTION OVER 1800 CURVED
SPLITTERS
Ahmed M. Bagabir

utﬂaiﬂuu44)45ﬂ4ud!uﬁiyuuaﬂMgdﬁggaﬂcaﬁd\ughiubd
...................... ok Ul () i juati)
Study of atmospheric poIIutlon of particulate matter in the urban
environment in Jazan
Entesar H. EL-Araby and Sabina P. Dhawale

Lalil) (e ddadidl) il jall jhaaS 4 gaal) ALY #LG) 3 (A hill) a g gl Lapua gile
Bogaiall ypadill ilas A (e 4y gl
............................... Lball Gaa Jllae
Ganoderma lucidum: Production of biomass as a source of nutritionally
active compounds through a submerged fermentation process
Abdulrahman A. Alsayegh

CS gld) e adl8l) Jad) g sLadl) ) 8 Addiaall (A1 pud) (Y LU daa) e
....................................... G daaa sae
A Review of potential Cyber Security Issues in the Internet of Things and
the Blockchain-based Solution
Abdoh Jabbari
G O p 8 RAST Graal) alaill g Y aladl) gz 3ladl 45 e Al
.................................. P
Comparative Study of Machine Learning and Deep Learnlng models to
Detect Breast Cancer
Faisal Alshanketi

A88Y) A gad) ALY B AR g Aon LAY A8 a geda
............................... a*éﬁ\ﬁilﬂadg.uaaebib
The External and Internal Precision Concept in Horizontal Geodetic
Networks
Hisham Mohammed Abouhalima




YYA-Y Y

AR RR)

Yol V¢¢

ARASE I I

G ol il @) 25 sa ) pailadd) JLEA o Sadias Lagia
.............................. O e A
Applications of feature selection-based approach to detect web application
vulnerabilities
Waleed Abdu Zogaan

Lo Uhay) dpuand) il aladiuly o LSl GUS) die jadlly sl
.............................. e L ) de il
PREDICTION OF SCOUR AT BRIDGE ABUTMENT USING
ARTIFICIAL NEURAL NETWORKS
Yasser, A.M. Moussa

ssall o ailh Grae 4LES IS0l 3580 o adiadl) Chis

&

CODE OBFUSCATION DETECTION USING DEEP MERGING
IMAGE-BASED SIMILARITY
Abdullah Sheneamer

41 _aadl il glaal) alii aladiady o) Sl G kal diluall 3 13) alkai
............. daaa o | ) (il Sl Sl pan Ao g a ) e ana ) A 3 e
Pavement Maintenance Management System of Jazan City Roads Using
Geographic Information Systems
Mahmud Abdelrahim Abdelgiom1 Ali Yahiya Almalki and Gar
Al- nabi Ibrahim Mohamed



(AY* Y ssaiwad VE£0 Jo¥) ) ) daadl 1) aladd) dala Al o glall ) s Aaals Adaa

Left Ventricular Thrombus: Insight into Pathophysiology, Risk Factors,

Diagnosis, Complications, and Management- A Review Article
Ahmed Sayed
Assistance professor, Internal Medicine Department, College of Medicine, Jazan University,
Saudi Arabia

Abstract

Left ventricular thrombus (LVT) is a serious complication of acute and chronic
cardiovascular disease particularly when it is associated with compromised left ventricular
systolic function. LVT is a major risk factor for systemic embolization which can lead to
devastating health consequences. The pathophysiology of LVT is complex and involves the
triad of Virchow's triad: blood stasis, tissue injury, and prothrombotic state. LVT detection
has improved over the past few years due to advances in cardiac imaging technology. The
main step of management is anticoagulation (heparin, vit K antagonist), which decreases the
risk of systemic embolization. Use of new oral anticoagulation (NOAC) has limited evidence
in these types of patients. This article reviews left ventricular thrombus with emphasis on
evidence-based management and the most recent guidelines.

Keywords: cardiovascular disease; left ventricular thrombus; anticoagulation; new oral
anticoagulation.
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Introduction and background:

According to the World Health
Organization's most recent  report,
published on June 11th, 2021:

Cardiovascular disorders (CVDs) are one
of the leading causes of death worldwide.
Furthermore, 17.9 million people have
died as a result of CVDs, accounting for
32% of all global deaths, the majority of
which were caused by coronary artery
disease or strokes (1). Even with early
reperfusion therapy used in cases of acute
myocardial infarction, left ventricular
thrombus (LVT) continues to be a deadly
cardiovascular  disease = complication.
According to recent researches, the
prevalence of LVT in acute myocardial
infarction is 15-25% (2) and up to 36% in
dilated cardiomyopathy (3). Despite
adequate anticoagulation therapy, LVT
remains a serious complication associated
with a high risk of cerebral and peripheral
arterial embolism and death (4, 5).
According to American and FEuropean
guidelines (6, 7), taking a vitamin K
antagonist (VKA) for at least 3 to 6
months is recommended. Therefore, in this
review, we aim to introduce LVT
pathophysiology, relevant risk factors,
diagnosis, complications, and management
Review

1.1 Definition of Left Ventricular

Thrombosis:

One of the problems of the cardiovascular
diseases (CVDs) is the development of
thrombus or which is known as
thrombosis. Thrombosis is considered one
of the most severe complications that is
linked to groups of CVDs such as
myocardial infraction (MI), acute ischemic
stroke and venous thromboembolism.
Thrombosis occurs when a thrombus
formed in the blood vessels and starts to
stick to the wall of the blood vessels
interrupting movement of the blood in the
cardiovascular system. (8). Thrombus may
be formed in several parts in the
cardiovascular system, especially in the
ventricle which is known as Left
Ventricular Thrombosis (LVT). LVT is

considered one of the most important
complications of acute myocardial
infraction in which the heart muscle cells
starts to die because they do not get
enough blood (2). Also it can be a
complication of dilated cardiac myopathy
(9). Despite Primary Percutaneous
coronary interventions (PCI) that have
been improved in the care of the patient
(10), the complications that occur after
myocardial infraction such as LVT remain
one of the causes of morbidity and
mortality. In a study that has been
published in 2010, it reveals that LVT is
responsible for about 15% of incidence of
morbidity and mortality which requires
from the primary care providers to find
more strategies for diagnosis, prevention
and treatment of LVT (11, 12) Left
ventricular thrombosis can result in serious
complications that lead to the death. One
of these complications is embolism that
block other capillaries in the body such as
brain leading to stroke (13).
2. Pathophysiology of Left ventricular
thrombosis:
Knowledge of the pathophysiology of LVT
is important because it provides the main
points to determine the best timing for
providing diagnostic evaluation and
therapeutic interventions (13) .
2.1 Relation between LVT and MI:
It has been determined that LVT is
considered as a complication to acute
myocardial infraction (AMI), especially
acute ST-segment elevation myocardial
infraction (STEMI) (14). According to
research that has been published in 2019,
the incidence of LVT is 12.3% detected by
cardiac magnetic resonance (CMR) for
patients who have survived from acute
myocardial infraction. Also, the incidence
of LVT 1is 6.2% detected by two-
dimensional echocardiography for patients
who have survived from acute myocardial
infraction (14). In another study that was
made on 8000 patients with STEMI in
1998, LV thrombus was detected in 427
patients (5.1%) (15).
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Acute myocardial infraction (AMI) is a
condition which 1is characterized by
shortage of blood flow to the heart muscle
leading to necrosis in the heart tissue with
low blood flow (16). AMI has several
types, one of these types is acute ST-
segment myocardial infraction (STEMI)
which is characterized by ST-segment
elevation due to occlusion of coronary
artery with a thrombus (17).

It has been demonstrated that the relation
between Acute myocardial infraction
(AMI) and LVT occurs due to several
factors including blood stasis which occurs
after regional and global dysfunction (18).
In fact, LVT occurs as a complication to
acute anterior transmural MI, especially
which occurs in the apex (19). In case of
apical stasis, it is associated with abnormal
blood flow which 1is considered a

predictive factor during formation of
thrombus (20). Different studies and
clinical trials involving echocardiographic
methods have determined that LVT occurs
mainly in the first week after the
occurrence of MI, particularly when such
factors as endothelial injury and
hypercoagulation are the most intense
(21). In the later course of infraction, LVT
occurs mainly due to adverse remodeling
which includes dilation in the Ileft
ventricle, reduced global function and
formation of aneurysm (21).
2.2 Relation between
Virchow's triad:

The factors of Virchow’s triad which
include reduced ventricular motion, local
myocardial injury and stasis of blood flow
contribute mainly to the occurrence of the
thrombus in the left ventricle (22).

LVT and

LV regional wall
akinesia & dyskinesia

Stasis

Subendocardial injury
with inflammatory
changes

!

\\

N
1BOSIS

A
N

Hypercoagulability
during ACS

Figure) The three components of Virchow’s triad in the development of LVT (11)

2.2.1 Relation between LVT

reduced ventricular motion:
when the blood starts to move slowly in a
weak, non-contractile segment, it 1is
considered a risk factor in the development
of thrombus in the left ventricle (22). In
some studies, it has been shown that

and

reduced ejection fraction is considered a
cause for the development of LVT (23).
Also, in another paper which shows that
patient with reduced ejection fraction have
a higher risk for developing thrombi in the
left ventricle more than patients with
normal ejection fraction at the time of
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discharge from the hospital (24, 25).
Additionally, another factor which
contributes mainly to reduced ventricular
motion is increased LV internal diastolic
dimension, which in turn results in
development of thrombus (26).

2.2.2 Relation between LVT and local
myocardial injury:
It is known that injury in cardiac muscle is
associated with increased in some
biomarkers such as troponin and CK-MB.
In a study which focuses on these
biomarkers, the results noted increased
levels of troponin and CK-MB in case of
thrombus formation (27). In another
retrospective study, all patients with LVT
noted to have apical akinesis although
there is no relation between LVT and the
principle of location of MI (23).
2.2.3 Relation between LVT and
hypercoagulability:
It has been noted that patients who develop
LVT after acute MI can display
hematological abnormalities which can
indicate if there is pro-inflammatory state
or coagulation abnormalities (22).
2.2.3.1 In case of pro-inflammatory
state:
It has been reported that levels of C-
reactive protein (CRP) are higher in
patients who develop LVT more than
patients who do not have thrombus (48
versus 8.4 mg/L). In this case, CRP levels
can be used as a predictor biomarker for
LVT which occurs as a complication to
STEMI (28).

2232 In case of

abnormalities:
In a study which reveals the relation
between MI and LVT, it has been noted
that mean platelet volume and white blood
count (are more higher in patients who
develop LVT after MI (27). It has been
determined that fibrinogen levels can be
considered as predictor biomarker for LVT
as a complication to STEMI (28).

coagulation

3. Risk factors for development of
LVT:
A lot of risk factors have been investigated
in several research. According to a
retrospective study that has been published
in 2022, smoking, drug abuse, pregnancy
induced hypertension, diabetes with
complications, valvular heart
disease, connective tissue
disorders, coagulopathy, = anemia  and
depression are considered as major risk
factors for the development of LVT (29).
Additionally, low ejection fraction is one
of the most important factors that
contribute mainly to the occurrence of
LVT (30). According to prospective study
that has been published in 2020, cardiac
patients who have low ejection fraction
can develop left ventricular thrombosis
(31).
4. Complications of Left Ventricular
Thrombosis:
The main complication which occurs after
LVT is the development of embolism.
Embolism is a condition when a part from
the thrombus in the left ventricle detaches
from the main thrombus and travels in the
main blood stream until blocking of
another blood vessel in another part from
the body. It has been determined that
embolism complications are reported to
occur with 10% of cases with LVT (32).
Different researches have determined that
left ventricular thrombus which is
protruding in the ventricle cavity has a
high capability for independent mobility
which 1s associated with embolization
more than thrombus without these features
(33) (FigureY ). Several retrospective
studies have demonstrated the direct
relationship between the morphology of
the protruding left ventricular thrombus
and the development of embolism due to
movement of the thrombus to another
location (32).


https://www.sciencedirect.com/topics/medicine-and-dentistry/gestational-hypertension
https://www.sciencedirect.com/topics/medicine-and-dentistry/gestational-hypertension
https://www.sciencedirect.com/topics/medicine-and-dentistry/connective-tissue-disease
https://www.sciencedirect.com/topics/medicine-and-dentistry/connective-tissue-disease
https://www.sciencedirect.com/topics/medicine-and-dentistry/coagulopathy
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FigureY Transthoracic echocardiography appearance of mobile, left
ventricular thrombus.
J Vleugels and Rianne H A de Bruin, Department of Cardiology, Academic
Medical Center, Amsterdam, the Netherlands (11).
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5. Management of Left Ventricular
Thrombosis:
The interventions of the medical therapy to
reduce the main LVT after the occurrence
of acute MI is less understood. However,
several studies have recommended the use
of ACE inhibitors and beta-blockers to
reduce the incidence of myocardial injury
and the mortality rate. But until now, there
is no systemic study that has evaluated the
effect of these medications on the
reduction of LVT (22).
LVT is still considered as a complication
of STEMI. However, the main problem
associated with LVT is the development of
systemic embolization. Although surgical
removal of thrombus is one of the
interventions present, the main line to
prevent embolization associated with LVT
is using the antithrombotic therapy (34).
5.1 Heparin:
The results collected from the patients who
receieved heparin therapy in the first 2
weeks for the management of LVT were
conflicting to some extent. This leads for
some systemic reviews to make a belief
that heparin is effective in the management
of LVT on a short term (34). In a
randomized controlled trial that has been
published in 1989, the patients who
survived from AMI were divided into two
groups: the first group received high-dose
of heparin (12500 wunits subcutanously
every 12 hours), while the second group
received low-dose of heparin (5000 units
subcutanously every 12 hours) and the two
groups had the heparin therapy for 10-day
period, the results had determinded that
patients who received high dose heparin
had more decrease in the rate of LV
thrombus formation (35). In other studies,
they have provided that although high dose
heparin could decrease the size of the
thrombus, it did not prevent the fomation
of LV thrombus (36). And most of the
researches has detected no embloic events
during the treatment with heparin therapy.
5.2 Vitamin K antagonist:
European and United states guidelines
have recommended the usage of Vitamin

K antagonists such as warfairn for the
management of LVT and prevention of
embloism even for a long period ranging
from 3 to 6 months (6). However, due to
the safety profile of warfarin and the risk
of bleeding especially at the long term, it is
needed to focus on another line of anti-

coagulant therapy.
5.3 Non-Vitamin K antagonist oral
drugs (NOACs):

The guidelines of cardiology and
cardiovascular diseases recommend the
usage of anticoagulant therapy in the
management of LVT, specifically vitamin
K antagonsits such as warfarin is
considered the first drug. But because of
different reasons, warfarin may be not the
best anticoagulant therapy for some
patients, mainly because of the safety
profile. This allows for many researches to
investigate for new anticoagulation
therapies. NOACs are considered a
suitable alternative to vitamin K
antagonists such as dapigatran,
rivaroxaban, apixaban, and edoxaban.
Vitamin K antganosists depend in their
mechanism of action on inhibiting Vitamin
K epoxide reductase, this allows for
decreasing the levels of several clotting
factors in the coagulation pathway
including factor II, VII, IX and X. But
because of this mechanism of action, the
onset and offset of the action of warfarin is
delayed and in some cases, it may reach to
several days, a condition which requries
rapid-acting parentral warfarin to be used
which may result in occurrence of some
complications during the medical therpay.
On the other hand, NOAC:s act specifically
in which dabigatran inhibits thrombin,
while  rivaroxaban, apixaban, and
edoxaban inhibit factor Xa. This allows for
providing a rapid onset of action especially
after 1-4 hours following the oral
adminsteration with half-life 12 hours.
Also NOACs have rapid offset of action
(37).
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Figure 3 Mechanism of action of Warfarin and NOACs (38)
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Warfarin usually exerts its effect within a
theraputic range and needs monitoring
during usage of this anticoagulant therapy.
While NOACs do not need coagulation
monitoring during usage. All NOACs are
considered as active drugs, except
dabigatran is considered a prodrug and
hydrolyzed by carboxylesterase to the
active form (38, 39). All NOACs share
similar characteristics, 2-4 hours are
needed to reach to peak plasma levels with
half-life is about 8-12 hours. According to
the bioavailability, it has a minimal effect
on NOACs except rivaroxaban which
requires food for complete gastrointestinal
absorption. Accoriding to the metabolism,
factor Xa inhibitors such as rivaroxaban,
apixaban, and edoxaban are metabolized
mainly  through CYP3A4 enzyme.
However, all NOACs are known to be
substrates to  p-glycoprotein  (40).
According to the elimination, The NOACs
are partially eliminated through the kidney,
dabigatran and edoxaban are mainly
eliminated through the kidney, while
apixaban and rivaroxaban are partially
eliminated. This explains the risk of
increased drug exposure in case of renal
function impairment, especially in case of
dabigatran (41).

The approval of NOACs for the treatment
of pulmonary embolism (PE) and deep
vein thrombosis (DVT) as well as the
secondary prevention of VTE represents
one of the largest changes in the
management of thromboemboism over the
past ten years (42). The European Society
of Cardiology's (ESC) most recent 2019
guidelines suggest treating all eligible
patients with a non-vitamin K antagonist
oral anticoagulant (NOAC) rather than a
vitamin K antagonist (VKA) (43).
Moreover, the effect of NOACs in cases of
LVT is compared to the effect of warfarin
in many researches. In an observational
study that has been published in 2021,
more and earlier resolution of LV
thrombus was observed in patients who
received NOACs compared to patients
who received vitamin K antagonist such as

warfarin. Additonally to the theraputic
effect of NOACs, the major bleeding
events which is considered the most
important side effect of anticogaulation
therapy was lower with NOACs compared
to warfarin therapy with no effects on the
thromboembolism rates (44). In another
retrospective study that has been published
in 2020, the results show that rate of
occurrence of stroke and bleeding was not
highly different between the NOACs
therapy and Vitamin K antagonist therapy,
even after one year of treatment (45).
From several reviews and studies that
compares the management of LVT with
VKA or NOACsSs, it has been concluded
that the NOACs have comparble efficacy
with warfarin and lower side effects than
warfarin. However, it requires much more
studies to confirm the results.
Conclusions:

Left ventricular thrombosis is not an
uncommon problem that can complicate
many cardiovascular diseases, particularly
when there is LV systolic dysfunction.
Prompt diagnosis and early management
can minimize its devastating
complications. Anticoagulation therapy is
the main step of management which is
received by patients during hospital stay
and after discharge to treat or prevent
thromboembolic disease. The effectiveness
of NOACs in treating thromboembolism
has been demonstrated by substantial
clinical data, especially in cases of
pulmonary embolism and deep vein
thrombosis. However, while it is widely
used in thromboembolic patients, the role
of NOACs in LVT is not clearly
established. Further studies are needed to
assess the usefulness of these drugs in
these high-risk patients.
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UNSTEADY SHOCK WAVE DIFFRACTION OVER 180° CURVED

SPLITTERS
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Faculty of Engineering, Jazan University, Saudi Arabia

Abstract

The study of shock wave diffraction contributes to a new understanding of many flow phenomena
that have applications for high-speed vehicles, noise control, propulsion, and aerodynamics.
Computational fluid dynamics have been used to simulate unsteady compressible flows with
complex wave interactions. However, flows with adverse pressure gradients such as shock wave
diffraction over the curved surface are difficult to simulate due to the separation of the boundary
layer and multiple shock interactions. The present paper simulates shock diffraction over 180°
curved splitters for shock Mach numbers of M=1.31 and 1.59. The numerical experiments
investigate two cases of a confined shock-tube experiment and free-space domain without the
interference of shocks reflected from the upper wall. The computational methodology is based on
an explicit second-order upwind scheme for the Reynolds average Navier-Stokes equations
combined with the SST turbulence model. The mesh has been adaptively refined up to fivefold in
regions where density gradients exceed 5%, revealing a mesh size of a maximum of half a million
cells. To reduce the computation time without reducing the accuracy of the numerical solution, the
grid is coarsened so that the density gradient is less than 2% minimum in places where important
flow features are faded away. It is found that the primary results fully correspond to the
experimental shadowgraph and schlieren images. The present computations have been extended
over a long temporal scale. The computational schlieren demonstrates subtle details of flow
evolution not previously reported in shock-tube and numerical experiments.

Keywords: Compressible flow, curved surface, Navier-Stokes equations, shock interaction,
turbulent, vortex.
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1. Introduction

Shock diffraction is a complex process that
has been extensively investigated but not yet
fully decoded. Computational fluid dynamics
is an effective research tool that provides an
analysis of the physical phenomena of fluids,
especially in cases where the use of practical
experiments is not possible or difficult.
Moreover, It is difficult to keep track of the
rapidly changing unsteady flow to capture all
details (Law et al., 2014). The numerical
simulation revealed an excellent qualitative
and quantitative agreement with the
corresponding  shock-tube  experiments
(Bagabir, 2016; 2017; Bagabir and Abutaleb,
2021; Brahmia et al., 2020; Seshadri and Dea,
2020; Toro, 1999).

On the other hand, shock wave diffraction
over curved geometries produces a different
flow field than the sharp corners (Bagabir and
Abutaleb, 2021; Gnani et al., 2014; Law et
al., 2014; Quinn, 2013). Flow features depend
on the intensity of the incident Mach number
and the bending. The 180°bending structure
promotes a higher adverse pressure gradient
which makes numerical computation more
challenging (Law et al., 2014). The shear
layer separation is due to the adverse pressure
gradient formation on the curved structure,
which is not self-similar in time because it
contains a length scale (Law et al., 2014).
Most of the published papers have been done
on the interaction of curved surfaces with
shock waves of Mach number less than 2.0.
For research examining the effect of shock
intensity, the flow fields were compared with
Mach numbers 1.31 and 1.59 as well as 1.28
and 1.55 in the experimental studies of Gnani
et al. (2014) and Queen (2013), respectively.
It has been reported that flow with a Mach
number above 1.6 will not add any new
features (Bazarov et al., 1991; Skews, 2005).

As mentioned previously, the experimental
results have not revealed precise details of
shock and vortex interactions (Quinn, 2013;
Law et al.,, 2014). The current research is
conducting numerical  experiments  for
diffracted shock waves over a 180° curved
splitter. The objective of the present paper is
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to analyze the generated flow field behind
weak (M=1.31) and strong (M=1.59) shock
waves. The numerical computations also
investigate two cases of confined and free
domains. The latter allows the formation of

vortices without the interference and
interaction of the shock reflected from the
upper wall.

The next section is dedicated to problem
definition. The third section presents the
research methodology. The CFD results are
presented and analyzed in the fourth section.
Finally, the conclusion is drawn.

2. Problem Definition

Shock wave diffractions over splitters occur
in engineering applications of high-speed
vehicles and airplanes. As shown in Fig. 1, an
incident normal shock wave enters from the
left side into still air (1atm and 300K) and
diffracts over a 180° curved splitter of
diameter, h. The total computational domain
length is 44h. The domain height shown in
Fig. 1 is 23h and is for the free space case,
which is performed without interacting with
the upper wall reflected shock. The confined-
space case, which is similar to the shock-tube
experiments of Gnani et al. (2014) and Quinn
(2013), represents the evolution of the flow
that involves the interaction with the shock
reflected from the upper wall. For the
confined space, the height of the upper
boundary is 4.4h above the splitter which is a
quarter of the height of the free-space case.
An ideal gas, which has specific a heat ratio
of 1.4 and a gas constant of 287J/kgK, is
simulated. The properties behind the shock
are  estimated by  Rankine-Hugoniot
conditions (Toro, 1999). The effect of
supersonic shock wave strength is taken into
account by examining a weak shock
(M=1.31) and relatively a strong shock
(M=1.59) similar to the experiments of Gnani
et al. (2014). The non-reflecting conditions
are set for the outlet and lower boundaries.
The upper boundary is either non-reflecting or
wall condition for the free and confined
computations, respectively.
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3. Computational Fluid Dynamics

The computational investigation has been
performed using ANSYS FLUENT. The two-
dimensional Reynolds average Navier-Stokes
equations are employed with SST turbulence
model. The density-based solver is applied.
However, turbulent solution verification is
performed using inviscid (Euler) and laminar
solvents. The flow domain is discretized using
unstructured  quadrilateral  mesh.  The
computational domain is initially divided into
a cell of 1mm? while the cell is refined to 0.01
mm? around the circular surface and vortex
region. An adaptive grid technique based on
intensity gradients is used. It reveals a cell
size of up to 9.75x10™ mm? Preliminary
simulations are performed to confirm a strong
grid independency, although, the accuracy of
the results is limited by the available
computing facility which is Intel Core i7 with
12.0 GB RAM.

4. Results and Discussion

Schlieren images of the shock wave
diffraction evolution over the 180° curved
splitter are presented in Fig. 2. The
computational solutions of the inviscid,
laminar and turbulent solvers at a Mach
number of 1.31 are compared with the
experimental results of Quinn (2013). As
shown in the upper set of frames of Fig. 2, the
laminar and turbulent solvers simulate the
separation of the boundary layer developed on
the round wall. It has been found that the
inviscid solver does not accurately simulate
flow. However, similar to the experiment
shadowgraphs, the laminar solver develops a
small secondary vortex on the upper wall of
the splitter close to the end of the curvature
due to boundary layer separation, see second-
row frames of Fig. 2. This can be attributed to
the extra viscosity associated with the laminar
solver. Therefore, the 180° curved structure
required the addition of laminar viscosity
(Bagabir and Abutaleb, 2021, Toro, 1999).
The turbulent solver reproduces the flow
features while the laminar solver creates an
unstable shear layer (Bagabir and Abutaleb,
2021). It can be concluded that the turbulent
solver predicts finer details of the flow field
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features compared to the shock tube
shadowgraphs of Quinn (2013), Fig. 2.
The schlieren images shown in Fig. 3

illustrate the characteristics of the developed
flow near the splitter body. The same flow
characteristics were reported in the previously
published studies (Gnani et al., 2014; Quinn,
2013; Law et al., 2014; Skews, 2005).
However, there are additional flow features
that are not shown in Fig. 3 and will be
introduced later in the discussion because
they occurred later or because the existing
frames were zoomed in. Figures 3(a) and 3(b)
correspond to the real time t=100us of a
shock wave of the M=1.31 case, while Fig.
3(c) shows the results of the M=1.59 case at
time t=43us. The diffractions reveal a
complex system of unsteady shock waves
associated with the boundary layer separation.
It is found that both shock intensities reveal
almost similar flow evolution, however, the
features of the flow structure become more
obvious with the increase of the shock
strength, see Fig. 5. shock wave and structure
interactions develop three vortex structures
within each other due to boundary layer
separation. The main vortex (V) is caused by
the diffraction of the incident shock. The
second (V2) and third (V3) vortices are due to
induced flow generated by the main and
second vortices, respectively (see Fig. 3).
Figure 3 will help explain the complex
unsteady flow physics that will be discussed
later.

Figures 4 and 5 of the numerical schlieren
images of M=1.31 and 1.59, respectively,
demonstrate

the onset of vortices formation due to
diffraction of shock over the round splitter. In
the beginning, the planar incident shock, IS,
generates diffracted shock, DS, which
propagates upwards, (see the first row of Figs.
4 and 5). After the diffracted shock passes the
curved surface, the boundary layer, BL,
separates at the location, SP. The advanced
shear layer, SL, grows over time. The shear
layer has high local vorticity (Bagabir, 2016),
therefore, begins to roll up into a large spiral
vortex, V, which is very close to the splitter
curvature (see also Fig. 3). As shown in Fig.
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3, the vortex size of the case M=1.31 is about
50% larger than that of the case M=1.59. It is
found that the vortex pulls the fluid toward its
center resulting in an induced airflow that
moves downward along the radius of
curvature. There is an interesting focus event,
a secondary shock, SS, begins to form at the
point of separation due to the expansion of the
flow. It is found that this first SS should be an
oblique shock because the backflow is locally
supersonic (Law et al., 2014). The schlieren
images exhibit the creation of a lambda-
shaped shock, LS, consisting of the first two
secondary shocks along the downstream edge
of the main shear layer, and a shock (LS tail)
extends downward from the point of
intersection of the two adjacent secondary
shocks (Gnani et al., 2014; Law et al., 2014;
Quinn, 2013), see Figs. 3-5. A similar
lambda-shaped shock structure has been also
reported for separated flow behind shock
waves diffracting over a sharp corner
(Bagabir, 2016). As time progresses, a series
of secondary shocks develop, SS, along the
shear layer. However, because the flow field
IS non-uniform, the intensity of the newly
generated secondary shocks gradually
decreases and is not strong enough to form a
lambda-shaped shock. The secondary shocks
of the higher Mach number case (M=1.59) are
strong enough to penetrate the shear layer
embedded in the primary vortex (see Fig. 3c)
causing what is known as embedded shocks,
ES (Law et al., 2014; Quinn, 2013). The
secondary shear layer, SSL, is more
pronounced in the higher Mach number case
(see second-row frames of Fig. 5).

The separation in high-intensity shock occurs
at a higher point than in lower-intense shock,
which results in the formation of a smaller
vortex structure at M=1.59 (Fig. 3). However,
as shown in Fig. 6, the separation point is not
fixed and is moving as time progresses
(Bagabir and Abutaleb, 2021; Law et al.,
2014). The separation angle is bounded
between two lines passing through the center
of the curved splitter, one perpendicular and
the other passing through the separation point.
For both shock intensities, the initial
separation point travels gradually toward the
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curvature apex. Over time, the strong drift of
air along the separator surface leads to the
detachment of the developed boundary layer
leading to the formation of a second vortex
structure (V2), see Fig. 3. Its evolution,
elements, and structure resemble the main
vortex that was previously explained but in an
inverted position (see the frames at 80-105us
of Fig. 4 and the frames at 35-45us of Fig. 5).
It believes that the drifting air forces the
separation point to retract. For the lower
shock intensity, the separation occurs at a
position even lower than its initial location,
Fig. 6. However, the separation point of both
Mach numbers rises again to the second peak
angle (see Fig.6). That is due to the creation
of the second shear layer, which protects the
separation point from the effect of air drift by
the main vortex (see last row frames of Figs.
4 and 5). For higher Mach number case, a
compression wave, CW, which also was
reported in the experimental results of Quinn
(2013) and Gnani et al. (2014), is developed
within the lambda-shaped shock, LS, and
propagates with the flow (see Fig. 5 at
t=50us). Later on, it bifurcates at the main
shear layer (see Fig. 5 at t=60ps).

Likewise, just as the second vortex forms
after the main vortex, the tiny third vortex
(V3) forms after the second vortex but in an
inverted position (see Fig. 3b). As shown in
Fig. 3(b), the third vortex creates only one
secondary shock (SS3) at the separation point
(SP3) which of course is not sufficient to
form a triangle-shaped lambda shock. It is
noteworthy that the formation of the third
vortex (V3) takes a very short time (about
10us and 3ps for M=1.31 and 1.59,
respectively), which is approximately one-
third of the time required for the formation of
the second vortex (V2). Being so small and
occurring in a very short time, the capture of
the third vortex was not reported in the
previous studies neither in the shock tube nor
in numerical experiments. Over time, the
main vortex structure is ejected from the
splitter body as it interacts and swallows up
some of the second vortex structure (see last
two frames of Figs. 4 and 5). Moreover, the
lambda-shock segments move farther apart
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while keeping the oblique secondary shock
fixed at the point of separation. As can be
seen from Fig. 6, after the separation point
rises to the angle of the second peak, it begins
to descend again due to the stretching of the
shear layer relative to the departure of the
main vortex from the surface. There is a
similar trend of the separation points in the
two cases shown. However, the separation
point for the lower shock intensity moves a
longer distance than the higher Mach number
case, Fig 6.

The late flow field development sequence for
diffraction of shock waves of M=1.31 and
M=1.59 are shown in the first-row schlieren
images of Figs 7 and 8, respectively. It is
worth mentioning that the M=1.59 cases have
been plotted on a smaller scale to show all the
interesting features of the flow. The late
progress of the spiral vortex of the free-space
case extends without restrictions. However,
the multiple interactions excite the flow field
further resulting in chaotic flow as time goes
on. The main distorted vortex structure can be
observed moving away from the splitter,
while only the shear layer can be seen from
the second vortex (see first row frames of
Figs 7 and 8). The secondary and lambda-
shaped shocks continue to expand and interact
with each other. Shocks are still embedded in
the main vortex, and some shock waves are
transmitted within the main vortex. The
higher Mach number case (M=1.59)
emphasizes the developed embedded shocks
depicted within the vortex structure.

The schlieren images of Figs 7 and 8 also
illustrate a direct comparison of the flow
evolution over a splitter for the free and
confined spaces. Due to several shock-shock
and shock-vortex interactions, the
sophisticated flow structure of shock wave
diffraction in the confined space (last row of
Figs. 7 and 8) is more complex than in the
free-space case (top row of Figs 7 and 8). The
first frame corresponds to the moment in time
when the shock wave reflected, RS, from the
upper wall first comes into contact with the
vortex structure (see the frame of the last row
of Figs 7 and 8). The reflected shock
propagates through different flow
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backgrounds, therefore, it is deformed from
the normal concave shape to the one shown in
the frame of the last row of Figs. 7 and 8. The
upstream segment of the reflected shock wave
moves faster in a lighter fluid with a higher
velocity of sound than in a denser fluid on the
downstream side (see the first frame of the
last row of Figs. 7 and 8). The central
segment of the reflected shock travels through
the vortex structure and then disappears inside
it as seen in the frames of the last row of Figs.
7 and 8. The second frame of the last row of
Figs. 7 and 8 show that the upstream segment
of the reflected shock wave hits the top
surface of the splitter and reflects towards the
top wall, while the downstream segment still
moves slowly downwards. In the M=1.59
case, the downstream segment of the reflected
shock wave is almost standing still. The
reflected shock rotates 90° parallel to the
direction of flow in the case of M= 1.31 as
indicated by the time (t=240pus) of the third
frame of the last row of Fig. 7. In the stronger
shock wave case (M=1.59), the reflected
shock that is still moving downwards merges
with the shocks embedded within the main
vortex (see last row frames of Fig. 8). As the
flow evolves, the structures of the main and
second vortices are subjected to many
interactions that affect the shape and direction
of motion continuously through the evolution
of the flow. The instantaneous locations of the
main vortex core of the weak and strong
shock wave diffraction on free and confined
spaces are demonstrated in Fig. 9. The
location trace of the shock wave of M=1.31 is
compared with the confined experimental
results of Quinn (2013). It shows that the free-
vortex structure propagates along a diagonal
axis, while the confined-vortex structure is
suppressed by the reflected shock. Figure 9
clearly illustrates that the core of the vortex of
the M=1.31 case propagates along a diagonal
axis forming an angle of 50° with the
horizontal line. While the bath of the core of
the vortex of the M=1.59 moves along a
diagonal axis 57° with the horizontal line until
time t=145us and then decreases by four
degrees.
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5. Conclusions

The employed turbulent solver successfully
simulates the flow field behind diffracting
shocks around 180° curved splitters. The
adaptively-refined solver even reproduced the
finer details of the complex flow. It is found
that the diffraction of the shock waves over
the 180° curved splitters produces three
vortex structures one inside the other. The
development of the three vortices is due to the
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Fig. 1: Geometry for shock wave diffraction around curved splitter.

22



(AY YT i Y E€0 Jg¥) am ) ) amdl V) alaal) Gale

At o glall ol sl Alaa

Inviscid

R

Laminar

Turbulent

Laminar

Turbulent

Inviscid

£
s

2

Laminar

Turbulent

Fig. 2: Numerical schlieren sequence (t=40, 80 and 120pus) of M =1.31 shock wave diffraction for different solvers
compared with the experimental shadowgraphs of Quinn (2013). The top row shows mesh around the splitter.

Induced flow

(b)
Fig. 3: Schlieren images show the three developed vortex configurations.
(a) M=1.31 (t=100ps), (b) M=1.31 (t=100ps) magnified, and (c) M=1.59 (t=43ps). SP: separation point, SL: shear
layer, SS: secondary shock, LS: lambda shocks, ES: embedded shock, V: vortex.
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Fig. 4: Schlieren sequences of M =1.31 shock wave diffraction on free space. 1S: incident shock, DS: diffracted shock,

BL: boundary layer.
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Fig. 5: Schlieren sequences of M =1.59 shock wave diffraction on free space (SSL: secondary shear layer, CW:
compression wave).
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Fig. 6: Location of vortex core of the two shock waves diffraction on free and confined spaces; compared with confined
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Fig. 7: Comparison of schlieren images of M =1.31 shock wave diffraction on free (top) and confined (bottom) spaces.

RS: reflected shock
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Fig. 9: Location of vortex core of the two shock waves diffraction on free and confined spaces; compared with confined
experimental results (Quinn, 2013).
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Study of atmospheric pollution of particulate matter in the urban
environment in Jazan

Entesar H. EL-Araby and Sabina P. Dhawale

Physics Department, Faculty of Science, Jazan University, Saudi Arabia

Abstract

The concentration of aerosols in the atmosphere has attracted great interest from
many researchers in the past decade. Research has shown that aerosols are responsible
for harmful chemical reactions that lead to the physical deterioration of stratospheric
ozone. Moreover, aerosols increase the risk of cancer in humans when inhaled in
significant proportions. This paper seeks to estimate the concentration of all heavy
metals in the air of Jazan city, through the application of neutron activation analysis
(NAA). The analysis revealed that the maximum concentration of (PM10) and (TSP)
aerosols in Jazan city occur during the spring season. The highest concentration of Ba,
Br, Th, Zn, and Rb was recorded at the airport while the highest concentration of Ca,
Ce, Co, Cr, Eu, La, Sbh, and Sc is recorded in the industrial area and the mountain
district. In addition, it was concluded that Jazan city aerosol (PM10) and (TSP) were
rich in Ca, Br, Zn, and Fe which resulted from human activities. Therefore, attention
should be paid to green belts around cities and the rationalization of the use of
transportation and construction machinery to reduce the concentration of aerosols and

reduce pollution.

Keywords: the total suspended particles TSP and particulate matter PM10 - Enrichment

factors (EF) - Heavy metals - Jazan city— the neutron activation analysis NAA.
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1- Introduction

Increasing aerosol concentration
in the atmosphere has attracted great
interest from many researchers in the
past decade [Entesar et al., (2011);
Entesar et al., (2021)]. It has been found
that aerosols pose several environmental
hazards because they interact with
Earth's radiation either directly or
indirectly. For example, aerosols may
scatter sunlight, thus interfering with the
Earth's energy budget. In addition, it
was found that aerosols are responsible
for the occurrence of the physical
deterioration of the stratospheric ozone
layer. Aerosols fall into two main
categories, namely total suspended
particulate matter (TSP) and particulate
matter of 10 um in diameter (PM10)
[Chao et al., (2014)].

Basically, (TSP) refers to all
particulate matter in the atmosphere.
Elevated (TSP) levels may reduce
atmospheric visibility and affect human
health by causing irritation of the eyes
[Dragana et al., (2004)]. In addition, it
has been found that both (TSP) and
(PM10) aerosols contain an appreciable
amount of non-degradable heavy metals
that may cause serious damage to
various body organs, especially the

nervous system [Kakoli et al., (2006);

Celine et al., (2007)]. The elevated level
of aerosols is common in an urban
environment, especially in developing
countries [Salaam et al., (2003)].

(PM10) consists of fine particles
measuring less than 10 um in diameter.
As a result, (PM10) particles can easily
be inhaled by humans, thus causing
health impacts. Some of the main
sources of (PM10) aerosols include
windblown dust, emissions from paints,
and automobile emissions [Entesar et
al.,, (2011); Entesar et al., (2021)].
Anthropogenic emissions are
responsible for the elevated
concentration of heavy metals in the

atmosphere [Le Petit et al., (2002)].

Earth’s crusts consist of varying
proportions of heavy metals. There are
minerals that are useful to humans such
as Zn, Fe, Cu, and Co, but there are
many heavy metals that have a very
harmful effect on the health of living
organisms [Entesar et al., (2011);
Entesar et al., (2021); de Oliveira et al.,
(2018); Giordani et al., (2017)]. The
presence of heavy metals in aerosols is
a very important warning because of
their high impact on the degree of
toxicity as they are inhaled directly and
cause lung cancer. Also, many heavy
metals are deposited in plants [de
Oliveira et al., (2018); Giordani et al.,
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(2017)].
America, and China have shown high

Several studies in Europe,
percentages of heavy metals in the
samples that were studied [de Oliveira
et al., (2018); Giordani et al., (2017); Li
et al., (2018); Liu et al., (2013); Harris
et al.,, (2011)]. The danger also lies in
the deposition of many harmful
minerals in medicinal plants, which
doubles the risk of being affected by
them [Wu & Xue, (2013)]. Therefore,
heavy recyclers in aerosols and
medicinal plants must be analyzed and

evaluated to maintain public health.

Based on the requirements of the
World Health Organization (WHO), the
annual atmospheric TSP concentration
should be less than 90x10° ng/m®.

2- Measurement and Methods

2.1Siting Samples:

However, the acceptable range of
concentration according to the WHO is
(60-90) x10®° ng/m® per year. The
challenge is greater in developing
countries, and as a result, the WHO
accepts a range of 120x10%-150 x10°
ng/m®. On the other hand, the safe
concentration of PM10 is taken as
50x10° according the
guidelines the World Health
Organization [WHO, (1997); WHO,

(2003)].

ng/m?®, to

of

This work is dedicated to estimating the
concentrations of heavy metals in air
samples of the city of Jazan using the
(NAA)

technique due to its good sensitivity and

neutron activation analysis

stability.

We selected for sampling from four
different locations in the city of
Jazan: the industrial area, the airport,
the mountain district, and Cady Mall.
However, the industrial area has
several workshops for car repair,
paint, blacksmithing, carpentry, and
upholstery. The airport area is a

residential area next to the airport

H Cady mall ~_ .|
e AR
Sl Airport

(G605)

anall o e
the n\ountain%district
(5] :

el

sewee-the industrial area

with the constant activity of people

and aircraftt The mountainous

Figure 1 shows the four sites and their surroundings.
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district is an old Jazan region amid its
mountains, the Jazan market, and the
gold markets with a high population
activity. Cady Mall is a large market
next to several restaurants and is located
on the sea due to the high activity of

vehicles and population movement.

2.2The sample preparation

Total particle suspended matter
was sampled with TSP using a large
volume of General Metal Works, model
GMWL-2000. The sampler provided a
relatively high flow rate of 67.8 m%h
using an air blower through Whitman
41 cellulose filters of diameter 10 cm.
The particulate matter (PM10), with a
diameter of 10 um, was sampled by a
properly positioned filter on top of a
wire mesh. Four samples are collected
at each site every month. They are
mixed well, and a homogeneous sample
is taken and analyzed to give an
integrated picture of the site. Samples
were collected over 10 months [Entesar
et al.,, (2011); Entesar et al., (2021)].

2.2.1 Neutron Activation
Analysis ( NAA)

(TSP and PM10) samples were
collected from study sites and stored in
clean aluminum cups. The samples were

irradiated using thermal neutron

activation analysis to determine the
nuclide values in the samples using the
Egyptian ETRR-2 reactor providing a
relatively high heat flux of 3.31 x 10%
N/cm? [ Sitaram et al., (2007), Entesar
et al, (2011)]. After 2 hours of
irradiation, the samples were refilled,
and the filters were analyzed by
metering for four Approximately
minutes after refrigeration for a
maximum of four days. The second
measurement took 90 minutes followed
after the samples had cooled for 20
days. Radiant filters are counted using a
2.5 Kev resolution single-crystal HPGe
spectrometer for the ®°Co 1332.5 Kev
line, with an efficiency of about 40%
relative to a 3x3' Nal detector for the
same line. The gamma spectra were
analyzed, and the concentrations of the
various  detected elements  were
estimated.

2.2.2 determination of the
Enrichment factor
(EF)

The enrichment factor is used to
determine the origin of the heavy metals
in the samples and the degree of impact
of the anthropogenic emission. To
determine the enrichment factor, the

following equation is used:
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(X

EF =

) sample

X ) crust

Where X is the concentration of the element, and E,..; is the reference element for

normalization.

In this paper, the reference
element E,.rwas scandium. The

element was selected due to its
relatively low volatility and the high
reliability of its analysis and results
[Entesar et al., (2011); Le Petit et al.,
(2002)]. Since the analysis was
performed in relation to the natural
abundance of the specimen in the
earth’s crust, a value of EF close to
unity represents a sample whose
predominant source is the earth’s crust,
while that having an EF value greater
than 10 is mainly because of
anthropogenic sources [Entesar et al.,
(2011); Entesar et al., (2022); Boubel et
al.,, (1985); Entesar et al., (2021);
Gonzalo et al., (2012)].

3- Results and Discussion

3.1 Aerosols particulate matter
(PM10 & TSP)

Jazan city is one of the regions with
varied climatic conditions throughout
the year, which affect the level of
aerosol concentration in the air. Table 1
summarizes the average concentration
of (PM10 and TSP) in Jazan city during

ten months with the values of wind,
relative humidity, temperature, and
atmospheric  pressure. The results
showed that the average concentrations
of TSP ranged from 313.41x10° to
733.38x10° ng/m®, while the average
concentrations of PM10 ranged between
205.53x10° and 261.57x10° ng/m* in all
samples of Jazan city. Figure 2a&b
show that the PMI10

concentration ranged from 163.83x10°

aerosol

to 320.07x10% ng/m*® in the airport area
with an average value of 228.61x10°
ng/m®, while the values in Cady Mall
ranged from 134.38 to 296.32x10°
ng/m® with an average value of
235.13x10° ng/m®. TSP concentrations
ranged from 315.95x10° to 800.24x10°
ng/m® in the mountain district, while the
change of values in the industrial zone
was from 310.88x10° to 707.01x10°
ng/m°. It was found that the average
concentration of TSP in the mountain
district and industrial zone s
447.02x10° ng/m® and 368.55x10°
ng/m? respectively. The results reveal a
significant level of variance in the
PM10 and TSP samples. This can be
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attributed to the diverse influences of
climatic conditions within the studied
regions. The TSP values in Jazan city
were mostly higher than the values set
by the World Health Organization
[WHO, (2004)],

which reported a

concentration of 90x10° ng/m?® per year.
The Environmental Affairs Agency
[EEAA, (2008)] reported that TSP
concentration values in the air should

not exceed 137x10° ng/m®.
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Figure (2): PM10 and TSP aerosols particulate matter (ng/m°)
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Table( 2): Average of different parameters and aerosol particulate matter (ng/m°) of

PM10 and TSP over 10 months.

Months Pressure T (°C) RH (%) Wind Speed | PM10 (ngm | TSP (ngm’
Assembly (mbar) (m/S) x10%) x10%)

Nov 101000 | 29.20 67 4 212.08 686.23
Dec 101120 | 28.00 70 5 242.82 715.99
Jan 101290 | 2750 69 5 26157 67058
Feb 1010.40 20,50 71 5 239.06 548.39
Mar 101030 | 2v.90 66 5 244.78 73338
Apr 100690 | Y190 63 5 224.88 >12.80
May 1004.40 3¥.40 64 5 228.90 31341
Jun 100210 | 33.80 63 6 20553 389.01
Jul 1001.60 35.60 65 7 221.22 542.89
Aug 1001.60 33.90 64 6 213.80 407.80
Average 1007.14 30.74 66.2 5.3 230.06 552.05

The measured values were also
higher than those measured by [Heal et
(2005)], which were 120x10°
150x10® ng/m®. Also, the measured

al.,

PM10 values were above the annual
limit allowed by EEAA, which is
70x10° ng/m*. Also, the maximum daily
value of particulate matter (PM10)
accepted
Salminen et al., (2003): Gobbi et al.,
(2007)] is 50 pg/m°. The results also

showed that the spring season (March)

in many countries [Kaisa

showed maximum concentration levels.
Again, this can be attributed to the
presence of sandstorms during the
spring. the

Similarly, higher

concentrations seen between November
and January may be the result of
increased local pollution. Other factors
that may have contributed to the
increased concentrations include
increased traffic density during the fall,
fuel burning, construction activities, and
demolition of structures. These factors
contribute directly to the raising of dust
into the atmosphere and the release of

emissions.

3.2 Concentrations of Heavy

Elements.
Table 3 summarizes the heavy

metal concentration values in the airport
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district and Cady Mall in PM10
samples. Table 4 also displays the
heavy metal concentration values in the
mountain district and the industrial area
for the TSP samples.

3.2.1 Elements of H&qh

Concentrations (Ba, Ca,
Fe, and Zn):

By adopting the level of the
concentration of elements in the
atmosphere as a criterion for the order,
it was found that the elements Ba, Ca,
Fe, and Zn are the most prevalent
elements in the study area. It was found
that the average concentration of Ba
was 12558.58+ 5240.62, 18612.07+
2997.26, and 27087.13+ 678.24 ng/m®
in the regions of the Mountain district
and Industrial zone in TSP and Airport
in PM10, respectively. The Cady Mall
area has not recorded the presence of
Ba, because it is a market and restaurant
area, and there are no painting activities
or car paints, which are the main source
of Ba [Entesar et al., (2021); Entesar et
al., (2011)]. Table 5 shows the
comparison between the values of the
elements measured in the current work
and the values measured in Egypt and
Jordan, which are countries on the Red
Sea and have similar conditions. The
average value of Ba 18612.07+2997.21
ng/m® corresponds to the value

measured in Egypt in 2011, which

recorded a value of Br (11410450
ng/m%), but it is less than the value
measured in Jordan in 2013, which was
(470x10° ng/Kg ) [Entesar et al., (2011);
Hussain et al., (2013)].

The results showed that the
highest concentrations of Ca were in the
mountain district and the industrial area
with a value of 66998.36+ 32095.11,
and 61580.60+ 41376.71 ng/m®,
respectively. The increase in the
concentration of Ca is due to the
presence of demolition and renovation
works, and dirt roads contribute to an
increase in the concentration of Ca in
the air. Traces of calcium may also be
caused by paint pigments or emissions
from oil-fired power plants [ Entesar et
al., (2021); Finlayson-pitts et al.,
(1997)].

The results showed that with Fe
metal concentration ranged between
700Y.85+1867.26 and
27798.71+11375.11 ng/m® in the
Airport and Cady Mall, respectively,
with an average value of
17084.13+8497.44 ng/m*®. The main
sources of increased Fe concentration in
samples can be dust from construction
plants, soil particles, and oil-fired power
plants [Entesar et al., (2011); Liu et al.,
(2013)]. Table 5 shows that there is a

correlation between the value of Fe in
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the aerosol measured in Jizan and its
value measured in Egypt, while it is less

than the value measured in Jordan.

The highest concentration of Zn
was recorded in the Airport area with a
value of 41069.65+14408.41 ng/m® and
the lowest concentration was recorded
in the Industrial area with a value of
12955.05+5587.78 ng/m®. The increase
in Zn in Jazan city can be attributed to
tire wear, brake pad wear, and exhaust
emissions [ Entesar et al., (2011);
Kennedy &Gadd (2003)]. Table 5
shows that the value of iron in the
aerosols in Jazan is lower than the
values measured in both Egypt and

Jordan.

3.2.2 Elements of Low

Concentrations

The results showed that the
elements found to be the least common
based on the concentrations are Br, Cr,
and Rb.

It was found that the concentration
of Br in the samples ranged between
97.53+38.71 ng/m® in the TSP samples
in the industrial area and 663.21+240.48
ng/m* in the PM10 samples from the
airport area. The effects of Br in the
samples can be attributed to automobile
emissions. In fact, the contribution of
cars to bromine emissions cannot be
greater than five percent [ Gonzalo et
al., (2012)].
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Table 3: the concentration of heavy elements (ng/m°) for PM1

0 Samples
The concentration of element (ng/m?) for PM10 in Airport The concentration of element (ng/m?) for PM10 in Cady Mall

lements Average SD Min Median Max EF Average SD Min Median Max EF
Ba 27087.13 | 6782.24 | 18185.13 | 20191.14 | 41956.83 | 425.26 - --—- - --—-
Br 663.21 240.48 357.41 633.82 937.89 236.50 328.58 196.78 134.42 389.56 576.67 7.24
Ca 46770.98 | 10961.03 | 2718.67 | 68521.96 | 92352.96 | 87915.37 | 26058.82 | 10485.88 | 16574.23 | 19978.34 | 40236.51 | 68720.50
Ce 32.68 14.24 19.53 22.36 49.61 1.34 22.355 6.75 15.89 18.02 30.72 1.28
Co 6.89 3.08 3.29 5.64 10.36 1.93 7.93 3.49 4.09 5.93 11.49 3.12
Cr 70.40 19.04 48.34 62.61 92.2 2.93 61.14 28.54 31.22 64.86 98.65 3.57
Eu 0.76 0.23 0.52 0.61 1.01 1.88 0.64 0.26 0.41 0.5 1.01 2.24
Fe 7003.85 | 1867.26 | 5101.59 | 7760.67 | 9251.77 0.68 27798.71 | 11375.11 | 17956.71 | 19598.87 | 42356.91 3.79
Hf 10.93 4.32 6.86 10.98 16.89 5.35 7.31 2.86 3.89 6.01 9.78 5.02
La 16.31 4.93 10.98 14.93 21.86 1.45 10.135 3.88 7.01 9.78 15.69 1.27
Rb 90.36 47.41 37.63 67.72 145.53 4.42 18.29 3.61 15.87 17.89 23.51 1.26
Sb 18.21 2.98 15.95 17.97 22.49 26.73 1.64 0.50 0.98 1.52 2.09 3.38
Sc 3.33 1.61 1.92 4.02 5.27 1.00 2.37 0.95 1.49 2.02 3.72 1.00
Th 6.69 3.82 11.63 5.88 2.38 2.05 3.59 1.47 1.65 3.61 5.21 1.55
Zn 41069.65 | 14408.41 | 21946.16 | 32955.94 | 61991.88 | 985.77 | 22704.82 | 7385.29 | 15463.86 | 17869.51 | 31472.21 | 764.57
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Table 4: the concentration of heavy elements (ng/m®) for TSP Samples

The concentration of element (ng/m?) for TSP in an industrial zone

The concentration of element (ng/m?) for TSP in mountain

Elements

Average | SD Min Median | Max EF Average | SD Min Median | Max EF
Ba 18612.07 | 2997.21 | 14872.45 | 17891.14 | 21959.73 | 171.05 12558.45 | 5240.62 | 6873.56 | 9873.89 | 18723.56 | 93 66
Br 97525 3871 |68.36 |87.79 |15434 |2036 |18252 |[56.55 |144.42 |16135 |266.64 |3957
Ca 61580.6 | 41376.71 | 2819.69 | 62528.76 | 92852.97 | 67760.34 | 66998.36 | 32095.11 | 25573.67 | 59872.69 | 99786.43 | 53015.76
Ce 37.295 17.20 17.53 28.36 53.32 0.89 43.655 23.10 18.76 30.98 70.01 0.89
Co 9.77 3.37 6.29 9.64 1436 | 1.60 12.055 | 4.03 6.98 10.88 [1621 | 149
Cr 80.725 35.42 41.34 62.61 120.23 1.97 91.85 37.50 65.76 81.1 147.31 1.91
Eu 1.325 0.49 0.92 1.02 201 1.94 1.355 0.62 0.82 0.99 2.2 1.69
Fe 16721.15 | 5485.02 | 9786.51 | 14967.71 | 21887.18 | 0.95 16812.82 | 5769.27 | 10221.43 | 13898.76 | 22735.7 | g g2
Hf 14.225 5.27 7.86 11.98 19.17 4.08 12.715 6.16 5.26 10.98 19.86 311
La 21.565 7.12 13.98 17.93 30.21 1.13 22.665 8.78 12.78 17.87 31.23 1.01
Rb 108.31 | 37.15 70.73 89.82 156.53 | 3.10 120.96 | 61.06 49.89 103.78 | 196.28 |5 gg
Sb 9.095 4.03 6.14 8.79 14.89 7.82 10.225 3.85 6.87 9.23 15.78 751
Sc 5.68 2.56 3.01 4.02 8.27 1.00 6.645 | 3.10 2.87 5.69 1011 |10
Th 3.645 1.54 1.63 3.88 5.38 0.65 4.715 244 1.65 3.99 7.21 0.72
Zn 12955.05 5587 78 7320.98 |9789.45 | 19922.86 | 182.03 18977.7 | 2936.89 | 15321.78 | 18243.67 | 22253.31 997 93
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Table 5: Comparison between heavy metal concentrations (ng/m?)in the current

study and similar studies in other countries.

Elements The present study | Entesar etal., 2011 | Hussainetal., 2013
In jazan (KSA) In Egypt In Jordan

Ba 18612.07+2997.21 114104450 470x10°

Ca 61580.6+41376.71 -- --

Fe 16721.15 +5485.02 22230+1800 574 x10°

Zn 12955.05+5587.78 146930+6200 181 x10°

Br 97.53+ 38.71 180+ 40 --

Cr 80.73+ 35.42 500+ 40 248 x10°

Rb 108.31+ 37.15 150+ 30 --

Ce 37.39+ 17.20 93.18+10 --

Eu 133+ 04 7.80+2 --

La 21.57+7.12 67.43+2 --

Sc 5.68+ 2.56 14.83+1 --

Th 3.65+ 1.54 32.22+2 --

Hf 14.22+ 5.27 57.08+3 --

Sh 9.09+ 4.03 - --

Co 9.77+ 3.37 12.35+4 5.8x10°

The results recorded the highest concentration of Cr in TSP samples from the
Mountain district with a value of 91.85+37.50 ng/m®. The concentration may be harmful
based on the results of the Environmental Protection Agency EPA, which showed that
continuous inhalation of about 0.8 ng/m* of Cr increases the risk of infection Cancer at
a rate of 1.0 x 10 percent [ EPA, (2010); EPA, (2019); Giordani et al., (2017) ].
Finally, it was found that the highest concentration of Rb in the Mountain district was
120.96+61.06 ng/m>. The concentration values of (Br, Cr, and Rb) were lower than the
values measured in other countries as Table 5.
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3.2.3 The
3.24 trace elements and Rare

earth

The ground elements mainly
include Ce, Eu, and La, while the trace
elements include Sc, Th, Hf, Sb, and
Co. The maximum concentration of Sc
and Co was observed in the mountain
district ~ samples,  while  higher
concentrations of Th and Sb were found
in the airport area. The maximum
concentration of Hf was observed in the
industrial zone samples, while the
highest concentration of La, Ce, and Eu
was observed in the mountain district
samples. When comparing the values of
rare earth elements and trace elements
that were recorded in the present work
with other countries. It was found that
the values of the elements in the
aerosols of Jazan city are lower than
those recorded in Egypt in 2011. While
Jordan did not record any of them
except (Cr and Co), which were higher
than those measured in Jazan city. This
indicates that the aerosols of Jazan city
have acceptable levels in all values of
rare earth and trace elements, except for
cobalt. Cobalt is higher than the
internationally permitted value
recommended by the Environmental
Protection Agency (EPA), which
specified a value not exceeding 5 ng/m?3
[EPA, 2010; EPA, 2019].

The EF enrichment factors for the
different elements are summarized in
Tables 3 and 4. The results showed that
the elements Co, Hf, Cr, and Rb showed
the least enrichment factors, most of
which were less than 20. The results
also showed that the enrichment factor
values for the predominant elements
such as Ce, Eu, La, Th, and Fe were
close to unity, which means that the
possible sources were related to human
activities such as Road dust and soil
dust.

4. Conclusions:

PM10 and TSP samples were
collected from Jazan city and analyzed
using neutron activation analysis. The
results showed that the aerosols of Jazan
city contain fifteen elements of heavy
metals. The heavy metal concentration
values were dependent on the difference
in climate from one month to another,
as well as on the difference in
environmental activities practiced in the
region. It is clear from the results that
the spring season increases the aerosols
of particles in the atmosphere in Jazan
city. A high concentration of Fe, Zn,
Ba, and Ca was detected in the different
samples of PM10 and TSP aerosols
because of the presence of haze
pollution in the area, which is mostly
due to the sandstorms that blow in the
area. The radionuclides and trace
elements concentrations were lower
than the values measured in other
countries.  The value of Co
concentration was higher than the
internationally permitted limit,
according to the report of the
Environmental ~ Protection  Agency
(EPA). we recommend creating green
belts around of Jazan city and reducing
construction and demolition operations.
Rationalizing the wuse of transport
machines that increase the concentration
of spray in the air. It is suggested to
conduct a comprehensive assessment
before implementing any industrial
project to ensure its pollution level as
well as its compatibility with a
sustainable environment framework.
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Ganoderma lucidum: Production of biomass as a source of nutritionally

active compounds through a submerged fermentation process
Abdulrahman A. Alsayegh
Clinical Nutrition Doctor of Philosophy Jazan University

Abstract

Ganoderma lucidum (G. lucidum) is a versatile mushroom with chief bioactive
compounds triterpenoids and polysaccharides. G. lucidum had been applied as traditional
remedy and for food in antique times and is now used as a nutraceutical and functional
food. The mushroom also contains secondary metabolites with numerous medicinal
benefits that make it a potential substitute treatment that could be functional as an
anticancer, immunomodulator, anti-oxidant, antimicrobial, anti-diabetic, and anti-
inflammatory medicine. The miraculous attributes of these bioactive compounds fascinate
the researchers because of their development and production. In this study used Plackett—
Burman experimental design and selected nine nutritional parameters. The biomass
obtained after the submerged fermentation process, in each of the 12 experimental trials
was 22.30 gL, 26.42 gL, 22.40 gL ™, 22.80 gL, 21.40 gL ™, 26.20 gL, 26.40 gL, 26.82
gL™, 20.40 gL, 23.60 gL™, 25.46 gL ™, and 19.60 gL in complex media (peptone 5 gL™,
yeast extract 5 gL™, potassium dihydrogen phosphate 1 gL, magnesium sulfate 0.5 gL™,
vitamin B; 0.05 gL™, and distilled water 1 L, adjusted to pH 5.8) as per the experimental
design. It was concluded that the maximum production was obtained from experimental
trial 8 (26.8 gmL™), whereas the minimum production was from experimental trial 12 (19.6
gmL™). Finally, it was concluded that different variables effects the production of biomass
and among the nine nutritional components used in this study, maltose, glucose, NaCl,
biotin, and elicitor contributed largely to biomass production.

Keywords: Ganoderma lucidume¢ Submerged fermentation, Biomass, Plackett—Burman
experimental design, Bioactive compound.
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Introduction

Ganoderma lucidum (G. lucidum)
is a mushroom (also called reishi) that has
been employed as a traditional
medication in Asian countries (Wu et al.,
2022). For many years, this mushroom
has been eaten and cherished for its
aroma, as well as their economic and
ecological values in traditional medicine
and their nutraceutical value (Khoo et al.,
2022). Various active constituents are
found in these mushrooms that have great
therapeutic as well as prophylactic
potential (Zhang et al., 2022). The most
important pharmacological active G.
lucidum constituents are reported to be
polysaccharides and ganoderic acids. In
addition, the G. lucidum mushroom
contains a variety of other constituents,
such as dietary fiber, organic germanium,
nucleosides, nucleotides and RNAs,
vitamins, alkaloids, essential fatty acids,
and minerals, that have a key role against
various diseases (Core et al.,, 2018;
Ahmad, 2019). It has been used as a
traditional medicine due to its
miscellaneous applications and various
biological activities in the prevention and
management of numerous disorders. The
diverse applications of the reishi
mushroom have pulled people’s attention
towards its precious effects, such as its
antioxidant (Karimi et al., 2022), anti-
cancer (Ahmad et al, 2020),
hypoglycemic (Zhang et al., 2022), anti-
inflammatory (Wen et al., 2022), and
immunomodulatory effects (Liu et al.,
2022), its anti-hypertensive action
(Ahmad, 2018), and its applications in
liver disease (Zhang et al., 2022),
insomnia/anxiety (Chu et al. 2007; Yakju
et al. 2004.), and rheumatoid arthritis
(Heo et al., 2023).

The fermentation process was
carried out with a distinct objective. The
aim was to yield biomass without concern
for its composition, which gives a brief

idea about the probability of production
by using various pharmacological active
constituents. The use of a submerged
culture ensures high productivity, a
shorter time duration, low cost,
convenience, control, and an easy
downstream in the mycelial biomass
production and obtaining the various
triterpenoids (Park et al., 2001; Wagner et
al., 2004). Submerged fermentation has
advantages greater than traditional
basidiocarp cultivation. During this
fermentation process, reasonable amounts
of biomass can be achieved in a few
weeks (Tang & Zhong, 2002; Hu et al.,
2017). The optimization of medium
composition regarding the parameters
such as aeration, fungal morphology,
agitation speed, inoculum density, pH,
and temperature was extensively studied
in present time (Chang et al., 2006). This
research aimed to enhance the biomass
production from G. lucidum mycelium
through a submerged fermentation
process rather than compostion or
bioactive properties and to understand
how different variables affect their
production.

Materials

G. lucidum fungal cultures were collected
from the National Research Centre for
Mushroom, India.  Cultures  were
preserved consistently on a potato
dextrose agar medium and subcultured
every 30 days. Complex media prepared
with peptone 5 gL, yeast extract 5 gL,
potassium dihydrogen phosphate 1 gL™,
magnesium sulfate 0.5 gL™, vitamin B,
0.05 gL*, and distilled water 1 L,
adjusted to pH 5.8 as per the experimental
design.  Microorganism  Penicillium
citrinum was used for the development of
the elicitor. It was preserved on slants of
potato dextrose agar medium at 4°C.
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Methods
Preparation of seed culture and
fermentation

A seed culture of potato dextrose
broth (PDB) medium was used to prepare
the inoculums of G. lucidum at a
temperature of 27°C in a 250 ml
Erlenmeyer flask; it was then shaken for
7 days at 150 rpm in a shaker incubator.
Every experiment was performed in
Erlenmeyer flask (250 ml) containing 50
ml of complex media (peptone 5 gL,
yeast extract 5 gL  potassium
dihydrogen phosphate 1 gL, magnesium
sulfate 0.5 gL, vitamin B; 0.05 gL, and
distilled water 1 L, adjusted to pH 5.8)
according to the experimental plan. With
a 10% seed culture, these flasks were
inoculated and incubated for 12 days at
27°C (4 days shaken at 120 rpm and 8
days in a static condition).
Preparation of elicitor

Fungal elicitors are a group of
chemicals that are able to encourage the
secondary metabolite production in plants
and microbial cells. Several parameters,
like the nature of the elicitor,
concentrations, and time of elicitor
exposure, are significant factors to
encourage the highest level of bioactive
compounds. Microorganism Penicillium
citrinum was used for the development of
the elicitor. It was preserved on slants of
Potato Dextrose Agar (PDA) medium at

4°C and the subculture was made from
actively growing slants of PDA medium.
The seed culture was made in the PDB
medium and incubated at 27°C for 5 days
in an Erlenmeyer flask of 250 ml and
shaken in a shaker incubator at 150 rpm.
Thereafter, the cultures were autoclaved
for 15 minutes, and the produced fungal
culture was sonicated for up to 5 minutes.
Finally, the culture was sterilized and
used as the elicitor.
Optimization of fermentation nutritional
components

Nine medium constituents, i.e.,
glucose, maltose, corn flour,
MnSQO,4.H,0, urea, soya flour, biotin,
NaCl, and the fungal elicitor, were chosen
for the study to evaluate the various
nutrients needed for the production of
biomass. Altogether there were eleven
variables used: each of nine experiments
was assigned one of the medium
constituents  (nutritional components,
which were the independent variables)
and two experiments were assigned
dummy variables as per the Plackett—
Burman experimental (PBE) design
(Plackett and Burman, 1946). For every
nutrient  variable, two  different
concentrations, high (+) and low (-), were
evaluated (Table 1). The concentrations
of the variables at diverse levels can be
seen in Table 2.
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Table 1: The PBE design of 12 trials with 11 variables (Each row signifies an
experiment and each column signifies a different variable).

Trial X1 Xo X3 X4 X5 X6 X7 Xs Xo X10 X11
1 |+ + - + + + - - - + -
2 | + + - + + + - - - +
3 [+ - + + - + + + - - -
4 |- + - + + - + + + - -
5 |- - + - + + - + + + -
6 | - - + - + + - + + +
7 |+ - - - + - + + - + +
8 |+ + - - - + - + + - +
9 |+ + + - - - + - + + -

10 |- + + + - - - + - + +
11 |+ - + + + - - - + - +
12 |- - - - - - - - - - -

Results and discussion

Through the use of fermentation processes, currenttly interest in producing naturally
active compounds has grown. Submerged fermentation produces the desire product in
shorter period of time while conventional basidiocarp cultivation takes longer time. The
development of basidiocarp using the traditional method takes approximately three to five
months, and also do not confirm a quality product due to substrate compositions that affect
the basidiocarp formulations and variations from batch to batch (Yang et al., 2021). Owing
to this reason, the production of biologically active compounds of G. lucidum using
fermentation technology through submerged culture is a potential alternate. The collection
of biomass is the one of the most important factors to measure growth and finding bioactive
componuds after experiments. Biomass in submerged fermentation process is generally
recovered by filtration under suction or centrifugation. In the current study, the
quantification of biomass was done by filtration through pre-weighed filter paper with a
standardized pore size and weight was measured on dry basis.
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Table 2: Variables concentration at various levels in the PBE design for the production of
biomass using submerged culture.

S. No.  [Designation Variable Low level (-) [High level (+)
(9L™ (9L™)

1 X1 Maltose 20 30

2 X2 Glucose 20 30

3 X3 Corn flour 20 30

4 Xa MnS0O4.H,0 0.1 0.3

5 Xs Urea 1 3

6 Xe Dummy 1 - -

7 X7 Soya flour 1 3

8 Xg NaCl 2 6

9 X Biotin 0 0.1

10 X10 Dummy 2 - -

11 X1 Elicitor 0 0.12
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It was observed that different variables produced different weights of biomass. The
weights of biomass produced in each trial were 22.30 gL, 26.42 gL™, 22.40 gL™, 22.80
gLt 21.40 gL, 26.20 gL, 26.40 gL, 26.82 gL, 20.40 gL, 23.60 gL, 25.46 gL, and
19.60 gL™ (Table 3). Maximum production of biomass was observed in experimental trial 8
(26.8 gmL™), highly significance (P<0.01) difference was observed between the 12 trails
biomass weight(gl-1). 8th trial combination (glucose+, maltose+, corn flour, MnSO,4.H,0,
urea, soya flour, biotin+, NaCl+, and the fungal elicitor+) of variable were given the
significantly higher weight than the others trial combination of variables. Whereas
minimum production was observed in experimental trial 12 (19.6 gL™). Among the nine
nutritional components used in this study, maltose, glucose, NaCl, biotin, and fungal
elicitor contributed largely to biomass production. The production of biomass is not a
concern to its composition. Weight growth rate was determined by fitting the regression
line can be seen in figure. 1.

Table 3: The PBE design of 12 trials with 11 variables (9 nutrients + 2 dummy variables)
with observed biomass production in fermented broth (Each row signifies an experiment
and each column signifies a different variable).

Trial|X1[X2|X3|X4[X5[X6|X7|X8|X9|X10/X11|Production of biomass (gL *)*P-Value
1 [+ |+ M+ @+ -+ | 2230
2 -+ -+ - - - [+ [26.42
3 + -+ + -+ |+ |+ |- |- |- [22.40
4 |- [+ |- F +F |- B+ |+ 1+ - - |2280
5 - -+ Fo[2240
6 - - -+ -+ + |-+ |+ [+ [26.20
7 H+ - - M MHMHF]-HF |+ 2640 0004
8 + M+ - F + |+ |+ [2682
9 + |+ @+ |- F -+ |+ 9+ |- [2040
10 @ MHFFFFRFEFR R+ 2360
11 |+ | [+ + [+ |- | | [+ - |+ |2546
12 - - - F - F |-  [19.60

St-test for single mean test statistic is 4.969797 and P<0.01 highly significant.
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Figure-1: Growth curve of weight change by shake flask
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Arranging the biomass weight in ascending order and weight growth rate was determined
by fitting the regression line using the equation Y=19+0.69X where the parameters X and
Y are the trail number and mushroom biomass weight (gL™). The average growth rate of
the function was 0.69 and it was highly significant (p<0.01) between the trails.
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Conclusion
The versatility of triterpenoids
(ganoderic acid) inspired the researchers
to effectively produce secondary
metabolites in a short span of time with a
superior outcome compared to traditional
approaches. The fermentation method
produced the desired product with high
efficiency, low cost, and convenient
control with rapid extraction. The
production of biomass is an important
factor in obtaining secondary metabolites,
particularly triterpenoids and
polysaccharides. During fermentation, to
improve biomass production, various
parameters were regulated and observed,
such as temperature, pH, nutrition, media,
biochemical signals, and nutritional
components  (sucrose and glucose).
Maximum production of biomass was
achieved in experimental trial 8 (26.8
gmL™), highly significance (P<0.01)
difference was observed between the 12
trials biomass weight (gL-1), where
maltose, glucose, NaCl, biotin, and
elicitor contributed well to obtain
maximum production.
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A Review of potential Cyber Security Issues in the Internet of Things and the

Blockchain-based Solution
Abdoh Jabbarit

1College of Computer Science and Information Technology, Jazan University, Kingdom of Saudi

Abstract

Blockchains have been more popular since Satoshi Nakamoto's Bitcoin white paper appeared in
2008; since then, they have become one of the most often discussed ways for preserving data
storage and transmission via decentralized, trustless, peer-to-peer networks. A thorough
evaluation of both the advantages and disadvantages of the most frequently used blockchain
security applications is provided in this research. In addition, peer-reviewed research on the use
of blockchain technology for cyber security is highlighted. Based on the outcome of review, the
Internet of Things (IoT) seems to be an excellent platform for developing innovative blockchain
applications, particularly for industrial applications. These technologies include network and
machine visualization, public-key cryptography, online applications, certification systems, and
safe storage of personal information. In addition, the present research provides a window into
future study directions. The main goal of this review is to bring the various security challenges &
issues on different layers of loT architecture and their possible solutions. This paper surveyed
recent security advances to overcome loT limitations using blockchain. In this article, the
blockchain attempts to overcome loT limitations that are related to cyber security.

Keywords: Internet of Things (IoT), Cybersecurity, Blockchain.
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1 Introduction

The word 10T refers to the network
that enables different devices to connect to
the internet and allows users control ability
through the internet[1]. With the rise in loT
demand, it becomes essential to comprehend
some of the significant things concerned
with the internet of things. Thus,
understanding the architectural  world
associated with loT, the layered approach
used and based on the approach, the three
layers, perception, network, and application
layers becomes very critical in safeguarding
loT using blockchain technology[2]. loT
systems currently in use are designed using
a centralized server/client architecture,
necessitating the connection and server-
based authentication of all devices. This
model would not be able to meet future loT
system expansion requirements. Therefore,
shifting the 10T system to a decentralized
path might be the best course of action.
Blockchain is a well-known decentralization
platform. Blockchain, being similar to
relational database, is a public electronic
ledger that can be shared openly by different
users and has the ability to create an
interchangeable record of the wuser’s
transactions, with each record time-stamped
and linked to the previous transaction [3].
Within the user community established, each
user has to keep information copy while all
members must collectively validate any
updates. The primary purpose of loT is to
collect sensing data from smart terminals
dispersed throughout various environments,
such as forests, mountains, volcanoes, and
other inaccessible locations, where it is
challenging to recharge the devices. Energy-
saving mechanisms in the Internet of Things
are therefore a popular area for research
given the state of energy technology. 10T is
expanding, and with it, the amount of
sensitive and private data being transmitted.
It becomes urgent in this circumstance to
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effectively protect these data. Some
intrusion  detection systems can spot
information that has been altered or

misrepresented, as well as some routing
threats[4][5]. The advantages of combining
blockchain and 10T are numerous. The
blockchains decentralized model will be
able to process trillions of transactions
between 10T  devices, which  will
significantly cut down on the costs of setting
up and maintaining massive centralized data
centers and spread out the demands for
computation and storage across the trillions
of loT devices. Additionally, employing
blockchain technology will remove the
centralized 10T architecture's single point of
failure.

1.1 Background
According to Vega (2020), the
International Data Corporation's 2017

projection on loT, global IoT expenditure
will top one trillion dollars by 2020, with
2021 predicted to expand by another 100
million dollars, with more than 55 percent
spent on services and software [4]. Three
sectors, namely transportation, logistics, and
manufacturing, will account for half of all
loT expenditure in 2020, and it is worth
noting that when looking at end-point loT
market size, three segments control half of
the industry [4]. From the 5.81 billion loT
end-point units, about 3.16 billion are in use,
with utility sectors utilizing 1.37 billion
units, government using 0.7 billion units,
and physical security using 1/09 billion
units.

Based on Sajjad and Arshad (2019),
at the perception layer, 10T is responsible in
collecting every information essential for
processing and care has to be taken to ensure
only authentic information comes from
sensors. With devices connecting to the
network, the attacker can damage the
sensors or replace the tampering node to
access confidential information such as
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cryptographic keys. The other security threat
associated with the perception layer is that
the attacker can inject malicious codes in to
the node gaining access to the entire
network [6]. This mainly takes place when
software upgrade is taking place. At the
network layer, Mario and Pasquale (2018)
show that different attacks are possible in
the form of routine attack, storage attack,
DoS attack, man in the middle attack, and
data transit attack. Routine attack takes
place when malicious intermediate nodes
affects the entire network through network
manipulation. DoS attacks are associated
with unnecessary requests that make the
entire system halt while man in the middle
attacks take place when every lIoT network
node for communication is attacked
resulting in unsecure sending or receiving of
data[7]. Network injection is an attack
where the original sender is changed, by the
hacker, and starts sending data like the
hacker is part of the loT network. At the
application/cloud layer, security threats
interfere with data privacy resulting in
altered data integrity, authenticity, and
confidentiality. These threats takes place in
various forms like data leakage, DoS
attacks, sniffing attacks, malicious codes,
intermediate attacks, booting susceptibility,

and reverse engineering model among
others[8].
With its ability to reduce IloT

security vulnerabilities by maintaining an
immutable historical record, blockchain

Y

technology has emerged as a preferred

component in loT systems. Blockchain
technology, which maintains immutable
historical records, enables autonomous

operation of many devices without the need
for a centralized authority. As a result,
blockchain opens the door to safe and
trustless communications between loT and
devices, where each message is processed in
a way similar to bitcoin network
transactions, allowing the exchange of
messages to be leveraged in smart contracts,
which mimic agreements between two
parties[9] .

1.2 Architecture of loT

A  four-layer architecture  has
independent functions and scalability for
each layer. Through effective heterogeneous
networking components, cloud servers store
the sensing data gathered from a variety of
sensors. Numerous different  network
architectures make up the heterogeneous
networking units. 10T has been implemented
in both industry and daily life as a result of
advancements in the hardware design of
sensors and network topology optimization.
The remaining paragraphs of this section
describe the four layers of the architecture.
Figure 1 depicts a four-layer future Internet
of Things architecture developed by Qiu et
al. [2018], which contains an applications
layer, a cloud computing layer, a network
and sensing layer, and a sensing layer[10].



(AY 7Y siigyd V666 Baakllgl) ) aaall VY alaal

Al gl () Ay Al

1. Application Layer: All

Application Layer

Data Processing Lavyer

Networking Lavyer

Sensors and Actuators Lavyer

Figure 1. loT architecture

Four Layers of the Architecture are:

loT-related
applications are defined at the
application layer. It serves as the
network's interface with the end loT
devices. loT applications for smart
cities, smart homes, and smart health.
It has the power to give the
applications services.

Data Processing Layer: The data were
sent directly to the network layer in a
multiple architecture. The likelihood of
suffering damages rises as a result of
sending data directly. In a four-layer
architecture, information from a
perception layer is sent to this layer.
Data Processing Layer has two
responsibilities: it verifies that data is
transmitted by legitimate users and
protects against threats.

Network Layer: A transmission layer is
another name for this layer. It serves as
a bridge that transports and transmits
data collected from real world objects
by sensors. Either a wireless or wired
medium may be used. Additionally, it
links networks and network devices
together. As a result, it is very
susceptible to attacks from the
attackers. It has substantial security
problems with the authenticity and

integrity of the data being transmitted
to the network.

Sensor Layer. The task of object
recognition and data collection falls to
the sensor layer. There are many
different kinds of sensors attached to
the objects that collect data, including
RFID, sensors, and 2-D barcodes. The
sensors are chosen based on the
demands of the applications. These
sensors can gather information about
location, changes in the atmosphere,
the environment, etc. Attackers want to
use them to replace the sensor with
their own, but that is their prime
objective.

1.3 Blockchain Technology

Blockchain  technology is a
decentralized, distributed digital ledger
that makes data recording and sharing
safe, transparent, and impenetrable. It
runs on a network of computers that
collaborate to wvalidate and verify
transactions and keep the data's integrity.
The architecture of the system is built on
a chain of blocks, each of which has a
distinct digital signature, or hash, that
connects it to the block before it. As a
result, a record of transactions is created
that is immutable and cannot be changed
or deleted without network consensus.
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Although most commonly linked to
cryptocurrencies like Bitcoin,
Blockchain technology has the potential
to transform various industries beyond
finance. It can provide a secure and
transparent way to record and share data,
making it useful for applications such as
supply chain management, healthcare,
and real estate, among others. The
decentralization of blockchain
technology, which does away with the
need for middlemen or centralized
authorities, is one of its main benefits.
This lowers transaction costs and boosts
efficiency. Advanced cryptography is

used to protect privacy and security,
making it nearly impossible to hack or

alter the data[11].

Blockchain technology is still a
relatively new and  developing
technology, despite its  potential

advantages. Its use is still hampered by
difficulties and restrictions, such as
scalability —and  legal  concerns.
Nevertheless, continuing research and
development are assisting in resolving
these issues and realizing the full
potential of this potent technology[12].
Fig 2 shows benefits of integrating with
loT.
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Figure 2: Benefits of Blockchain

In general, blockchain technology can offer a transparent and secure framework for fending off
cyberattacks. Organizations can create robust systems that are better protected against
cyberattacks by utilizing the special characteristics of blockchain. While blockchain technology
has several advantages for securing 0T devices, there are some drawbacks to the most
commonly used blockchain security applications[13].
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Fig.3 shows limitations of blockchain and
loT. Here are some of the drawbacks:

1. As the number of users and
transactions increases, the current
blockchain technology faces
scalability challenges, resulting in
network congestion and slower
transaction processing. This can be a
problem for Internet of Things
systems that require real-time
processing and low latency.

2. Applying blockchain-based security
solutions can be difficult, requiring

specialized technical expertise and
significant resources. For
organizations lacking the necessary
technical expertise and resources,
this can be a significant challenge.

3. The legal and regulatory landscape
for blockchain technology is still
evolving, and there is a lack of clear
guidance in many jurisdictions. This
can create uncertainty and risk for
organizations considering
implementing blockchain-based
security solutions.

Figure 3: Limitations of Blockchain and 10T

1.4 Related Work

In a few papers, the incorporation of
blockchain with 10T has been studied. In
order to create a distributed network of
devices, the IBM Autonomous
Decentralized  Peer-to-Peer  Telemetry
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(ADEPT) project uses the blockchain.
Regarding the ADEPT project, numerous
other strategies are working to create a plan
that will enable the fusion of all the various
applications based on blockchain technology
[14] .
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Dorri et al.[15] Have put forth a new,
blockchain-based, secure, private, and
lightweight 10T architecture that removes
the overhead while retaining the majority of
the technology's security and privacy
advantages was examined on a smart home
application as a case study that is
representative of more general IoT
applications. With smart homes, an overlay
network, and cloud storages coordinating
data transactions with blockchain to provide
privacy and security, the proposed
architecture was hierarchical.

As according to Jesus et al. (2018),
blockchain technology enables for access
and anonymity control in the Internet of
Things since it is not controlled by a single
point of failure or by a single entity. This
enables the construction of decentralized
services as well as the creation of new
application  types[16]. A feature of
blockchain technology is its ability to
divorce names records and characteristics
from the availability of data, hence
distinguishing control from data. In order to
do this, it is constructed of two layers and
one block that are conceptually isolated
from the control plane, which is in charge of
data storage. Name registration and link
creation are governed by protocols defined
by the control plane, which is comprised of
a layer and a block that are conceptually
isolated from the control plane, which is in
charge of storage. Every piece of data stored
as a consequence is signed with the name
owner key, making it more difficult to hack
as a result.

Further, Alvebrink and Maria
Jansson (2018) show that blockchain can be
integrated into loT by using cloud

infrastructure to allow blockchain to track
items [17]. Blockchain technology is used in
the strengthening of 10T security and is
useful in storing information concerned with
credentials and identity. With every
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transaction taking place in the open,
interested parties are able to identify
patterns, when analyzing data, and in so
doing, it becomes possible to establish
connections between addresses same time
acquiring information based on their true
identities. When wused in securing loT,
blockchain technology utilizes its strong
protection against tampering of data [18].
The strong protection locks access
associated with internet of things devices

and allows the shutting down of
compromised devices within an loT
network[19].

Kshetri N et al. (2019) stated about
the Blockchain implementation that is
related to the decentralized approach for all
of the networks. All of these networks can
assist it in several ways. The proper security
can be ensured by it in order to measure
protection and privacy of data[20].

Taylor et al. (2020) provided
framework for protection and solution can
be provided by the block chain and it also
offer privacy protection. This paper
examines the major role of block chain for
strengthening cyber security[21].

Abdulkader et al. (2019) particularly
highlights that how block chain-based
solutions can be possible by considering the
various privacy and security issue [22].

Kshetri N et al. (2017) explains
about the role of block chain for enhancing
the cyber security solutions. It also explains
the distributed solution for automotive
privacy and security[23].

Neisse et al. (2019) study also
explores the views about block chain based
cyber security solution and it explains its
implementations as well[24].

Khan Salah (2017) focuses on the
blockchain based cybersecurity solution in
loT and provides effective solutions. The
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insecure neighbor discovery issue is
identified  which  is  resolved by
authentication using the Elliptic Curve
Cryptography based signatures. In loT
devices, some privacy violations are also
determined caused by Transport level end to
end security which is resolved by applying
DTLS and other protocols based on the
security and authorization[25].

2 Issues and Vulnerabilities On
different levels of 10T

Many layers of the Internet of Things
(IoT)'s devices, systems, and networks
are susceptible to various problems and
security risks. The following are some of
the problems and weaknesses that affect
loT at various levels:

e Internet of Things hardware is
susceptible to physical assaults
like theft, tampering, or
devastation. Additionally, they
may be vulnerable to software
attacks like viruses, malware, or

illegal access.
e 10T connectivity between devices
can be intercepted, tampered

with, or spoofed, which could
result in data theft, unauthorized
access, or other unlawful actions.

e DDoS attacks, which overload
the network and make it crash or
become inaccessible, can be used
to compromise Internet of Things
(10T) networks.

e Applications for the Internet of
Things (loT) may be vulnerable
to a range of security risks, such
as unauthorized access, data
breaches, and data tampering

There are various security issues in 10T
which majorly include data privacy and
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Integration. Authentication and
Authorization of  data, service
availability, energy consumption and
single point of failure. These all issues
are summarised in below table 1.Table 1
below shows Different issues on
different layers of loT and the
significance of these issues on 10T layers
with categorization of issue levels as
low, Intermediate and high. There are
three levels of 10T security concerns:
low level, intermediate level, and high
level[26].

Low-level: Physical layer and data link
layer threats are categorized as low-level

problems. These include physical
interface  security issues, spoofing
attacks, jamming attacks, unsecure
device initialization, and  sleep

deprivation attacks.

Intermediate Level: At the network and
transport layers, issues with
communication and routing are regarded
as being of an intermediate level.
Attacks using  fragmentation-based
duplication, identification of vulnerable
neighbours, Attacks on cloud-based
networks include attacks on location and
identity, denial of service, buffer
reservation, low power and lossy
networks, sinkhole and wormhole
attacks, device authentication, and
secure communication.

High Level: These problems are caused
by the 10T devices' applications. These
include attacks on web, mobile, and
cloud interfaces, issues with data
privacy, attacks on insecure software and
firmware, and issues with middleware
security.
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Tablel. Issues on different layers of 10T and the significance of these issues on IoT layers

Author Issue level Issues Significance Layer of
loT
[27]-[29] The Jamming Disruption and DoS Physical
Adversaries.
[30], [31] The Low level Sybil and | Network disruption, DoS | Physical
the spoofing attacks.
[32], [33] Insecure Initialization. Privacy violation and DoS | Physical
[34] Low Level | Insecure physical Privacy violation, DoS Hardware
interfaces.
[35] Sleep deprivation attacks | Energy consumption Link
[36], [37] Replay attacks due to Disruption and Dos Network
disintegration.
[38] Insecure Ip Spoofing Network
neighbour discovery.
[37] Buffer reservation Blocking of reassembly Network
attacks. buffer
[39], [40] RPL routing attack. Eavesdropping and man- | Network
in-the-middle attacks
[41]-[43] Sinkhole and the | Dos Network
_ wormhole attacks.
[40], [44] Intermediate | Sybil attacks. Privacy violation, Network
Level spamming, Byzantine
faults, unreliable
[45] Authentication and the Privacy-violation Transport
secure communication. layer,
Network
[46], [47] Transport level security. | Privacy-violation Transport
layer,
Network
[48]-[50] Session establishment DoS Transport
and recommencement. layer,
Network
[51]-[53] COoAP security with Network bottleneck, DoS | Application
internet. layer, and
High Level network
[54] Insecure interfaces Privacy-violation, DoS, Application
network disruptions layer, and
network
[34] Insecure software or Privacy-violation, | Application
firmware DoS, network disruptions | layer, and
network
[55]-[57] Middleware security Privacy-violation, DoS, Application
issues network disruptions layer, and
network
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3. Cybersecurity Attacks at different
levels of 10T

Today, the 10T is practically ubiquitous. As
a result, in order to safeguard both the
devices themselves and the data being
gathered, businesses need to be aware of the
various loT cyber security threats. Table 2
shows cybersecurity attacks at different
layers of issues and the details of attacks and
its effect on each layer is given.
Types of Cybersecurity Attacks are:

1. Physical attacks: When anyone can
physically access loT devices,
physical attacks happen. It's crucial
that your loT devices are in a
protected area, which is frequently
not an option, as the majority of
cybersecurity attacks originate from
within a company.

2. Encryption Attacks: Unencrypted
loT devices allow an intrusive party
to sniff the data and capture it for use
later. Furthermore, "cyber-assailants
can install their own algorithms and
take control of your system once
encryption keys are unlocked."
Because of these factors, encryption
is essential for your 10T environment
cyber security efforts.

3. Denial of Service (Dos): When a
service, like a website, is rendered
unavailable, a DoS attack happens.
Through the use of a botnet,
numerous systems attack a single
target, causing a large number of
devices to simultaneously request
services. Attackers in this instance
aren't typically looking to steal data,
but if services are disrupted, they
could have a significant negative
impact on a company.

4. Firmware Hijacking: You run the
risk of a cyber-security attack if you
don't regularly update your IloT
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firmware. Verify that your updates
are coming from the expected
source; otherwise, a hacker could
take over your device and install
malicious software.

Man-in-the-middle attacks: When a
hacker intercepts communications
between two different systems, it is
known as a man-in-the-middle
attack. This kind of attack deceives
the recipient into believing they are
receiving a genuine message by

covertly intercepting
communications between two
parties.

Ransomware: Malware known as
ransomware encrypts files and
restricts access to them. The
attackers then offer to sell you the
decryption key so that you can
access your files once more.
Naturally, this kind of attack can
interfere with regular operations, and
obtaining the encryption key is
frequently very expensive. Imagine
if hackers gained access to a power
grid and held onto the keys for
several days.

Eavesdropping: A hacker uses a
weakened connection between an
IoT device and a server in this type
of attack to intercept network traffic
and steal sensitive data. In order to
eavesdrop, one usually listens to
digital or analog voice
communication or intercepts sniffed
data. Once more, in this instance, the
attacker makes off with sensitive,
corporate information.
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Table2. Cybersecurity issues at different layers of 10T

Cybersecurity Attacks in 10T at Sensing layer

Node Capturing: It is possible for the aggressors to try to capture or usurp a node in the Internet of Things system by
using a pernicious or hazardous node. The new node will seem as a component of the framework; but, the cyber-
aggressor has placed restrictions on it. This may lead to a trade-off between the overall security of the 10T system and
other considerations.

Malicious Code Injection Attack: With the use of these programs, cybercriminals may persuade nodes to engage in
certain undesired behaviours or even seek to get access to the whole Internet of Things network..

False Data Injection Attack: When a node is captured, the aggressor may utilize it to inject fake information into the
loT environment, which can be used to his advantage. This will result in erroneous results and may even result in the
collapse of an 10T initiative.

Side-Channel Attacks (SCA): Side-channel assaults have the ability to trigger the disclosure of sensitive
information. In addition to power consumption, laser-based attacks and electromagnetic assaults are all potential side-
channel attack vectors that may be used.

Eavesdropping: Nodes in the Internet of Things are vulnerable to cyber-attacks. When data is being sent or validated,
cyber-aggressors may eavesdrop and seize information. They can also interfere with the data transmission or
validation.

Sleep Deprivation Attacks: In the course of these attacks, the cyber-attackers make an effort to drain the batteries of
the low-powered Internet of Things devices. A denial of service is triggered on the 10T System nodes as a result of a
dead battery on one of the nodes.

Booting Attacks: Edge devices are very susceptible to a wide range of assaults when they are in the process of
starting up. It is possible that cyber-attackers will take advantage of this vulnerability and seek to enter the devices
once they have been reset.

Cybersecurity Attacks in 10T at Network Layer

Phishing Site Attack: A client's identity and authentication are compromised, and as a result, the whole Internet of
Things network that the firm relies on is now susceptible to attack. Phishing attacks may be launched with relative
ease from the networking layer on up.

Access Attack: Advanced persistent threat is the term used to describe this kind of assault. This is a kind of attack in
which the Internet of Things infrastructure is breached by someone who has not been granted permission to do so.

DDoS/DoS Attack: Attackers use this method to try to overwhelm a target database, which they do by sending a large
number of unnecessary requests for operation to the database in question.

Data Transit Attacks: The Internet of Things (1oT) technologies are capable of storing and sharing a large amount of
data. The need for constant access to data is critical, and as a consequence, cyber-attackers spend the bulk of their time
and resources to it.

Routing Attacks: Malicious nodes are deployed over an 10T network via the transmission of information as part of
such attacks in an attempt to block routing patterns.

Cybersecurity Attacks in 10T at Middleware Layer

Man-in-the-Middle Attack: With the MQTT protocol, subscribers and users communicate via a publish-and-
subscribe model. In addition, the MQTT broker acts as an appropriate intermediary between the two sides.
Furthermore, this assistance may be supplied without the recipient being aware of the decoupling of the publishing
and subscribing entities from one another, and it may be provided without the recipient having any prior knowledge of
the decoupling of the publishing and subscribing companies.

SQL Injection Attack: Attackers may use malicious SQL proclamations to infect software in order to take vengeance
in this manner. As a result of this attack, the cyber-assailants will get access to each customer's personal information
and will modify the information about the company that is contained in the database.

Signature Wrapping Attack: The cyber-attacker is able to conduct operations or edit eavesdropped messages by
exploiting weaknesses in the basic Object Access Protocol while retaining the integrity of the signature code that was
utilized in the signature wrapping cyber-attack, which is a kind of phishing attack.

Cloud Malware Injection: In certain cases, the attacker may seize control of the program, inject malicious code into
the program, or inject a virtual machine into the software, depending on how the situation is handled. The attacker
may inspect the target's service requests and collect sensitive information that can be updated by the case manager if
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the attacker employs this technique of attack.

Flooding Attack in Cloud: There is a significant effect on the quality of service due to this assault, which functions
in a way that is almost comparable to the cloud DoS attack in terms of operation. When cloud services are entirely
drained, the aggressors submit a constant stream of support requests, which are answered repeatedly.

Replay attack: Data packets are intercepted and sent to their intended destinations without being altered in any
manner by attackers in order to disturb the consistency of two interacting entities.

Impersonation Attack: It is possible to commit an intrusion by impersonator, which is a kind of attack in which an
attacker tries to assume the identities of authorized entities in a scheme or protocol by adopting their physical
appearance.

Cybersecurity Attacks in 10T at Application Layer

Data Thefts: The Internet of Things (10T) services must be able to deal with a huge volume of sensitive data on a
regular basis. However, despite the fact that vast volumes of information are being transferred through loT services,
information sent while traveling is far more vulnerable to cyber-attacks than information sent when at home

Access Control Attacks: It is a kind of permission software that limits access to information or accounts to only
legitimate customers or processes. It is also known as access control software. When it comes to Internet of Things
systems, attacking the Access Management system is a key assault because once security is penetrated, the whole 10T
infrastructure becomes vulnerable to cyberattacks.

Service Interruption Attacks: They are also fairly similar to unlawful invasions and distributed denial of service
(DDoS) assaults, which are also forms of cybercrime. Attacks against Internet of Things systems have been carried
out in a number of cases in which they are comparable.

Malicious Code Injection Attacks: Cyber-assailants are always on the hunt for the fastest and most basic method of
infiltrating a network or software program. If the code tests are inadequate and the system is exposed to malicious
material, a cyber-assailant will use this area as the principal entry point into the system.

Sniffing Attacks: Scanning devices, often known as sniffers, are instruments used by cyber-assailants to monitor the
network traffic of the Internet of Things architecture. Attackers will be able to get personal customer information if
there are inadequate defensive measures in place to prevent it.

Reprogram Attacks: If the software design of 10T devices is not adequately safeguarded, attackers may attempt to
remotely reprogram the devices.

The Internet of Things (10T) is a system that this layer. They are capable of
includes interconnected physical objects, conducting ~~ man-in-the-middle
such as cars, buildings, and other physical attacks,  listening in on data
objects, that can collect and exchange data. transmissions,  and Inserting
These objects are embedded  with malicious packets into data streams.

electronics, software, sensors, and network 2. Network Layer: Attackers can take
connectivity. 10T security vulnerabilities can advantage of limitations in the

happen at various layers of the loT network infrastructure connecting
architecture. Here are some examples: loT devices at this layer. For
1. Sensing Layer: Attackers can take instance, they could penetrate the
control of 10T devices directly at this network perimeter, start denial-of-

layer. They can, for instance, take or service attacks, or gain unauthorized

copy loT devices, extract data or access to  network  resources.
credentials from them, or tamper Attackers have the ability to

with the hardware to change how the eavesdrop  on  communication
devices behave. between loT devices and gateways at

Attackers have the ability to this layer. They are capable of
eavesdrop  on  communication conducting ~ man-in-the-middle
between loT devices and gateways at attacks, listening in  on data
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transmissions, and inserting
malicious packets into data streams.

3. Middleware Layer: Attackers can
take advantage of issues in the
protocols used to transfer data
between loT devices and servers at
this layer. For instance, they can use
session hijacking strategies to access
loT data or launch attacks on the
transport layer security (TLS)
protocol.

4. Application Layer: Attackers can
take advantage of shortcomings in
the software applications that are
installed on servers or 10T devices at
this layer. For instance, they can use
social engineering strategies to
manipulate users into disclosing
sensitive information, launch SQL
injection attacks, or exploit buffer
overflow problems.

Effective safety precautions must be put in
place at every layer of the I0T architecture
in order to reduce the risk of cyberattacks on
loT.

4 Categorization of Issues/Attacks.

Devices that are part of the loT (Internet of
Things) usually consist of up of several
layers, each with a distinct function and
purpose. 10T security can be increased by
categorizing problems and attacks across
different 10T layers to help find possible
vulnerabilities. Here are a few instances of
problems and assaults that may happen in
various loT layers:
Sensing Layer:
e Unauthorized access to the physical
device or sensor
e Physical tampering with the device
or sensor
e Eavesdropping on the wireless
communication between devices
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Network Layer:

e Denial-of-service (DoS) attacks,
where an attacker floods the network
with traffic to make it unavailable.

e Routing attacks, where an attacker
manipulates the routing of data to
redirect it to a malicious destination.

e Network sniffing attacks, where an
attacker monitors the network traffic
to capture sensitive information.

e Spoofing attacks, where an attacker
pretends to be a legitimate device to
gain access to the network.

e Jamming attacks, where an attacker
floods the network with noise to
disrupt communication.

e Man-in-the-middle attacks, where an
attacker intercepts and modifies data
exchanged between devices.

Middleware Layer:

e TCP/IP attacks, where an attacker
exploits vulnerabilities in the TCP/IP
protocol stack to gain unauthorized
access to the device or network.

e SSL/TLS attacks, where an attacker
exploits weaknesses in SSL/TLS
encryption to intercept and modify
data in transit.

e DDoS attacks, where multiple
devices are used to flood a target
with traffic to make it unavailable.

Application Layer:

e SQL injection attacks, where an
attacker injects malicious SQL code
into a web application to gain access
to the underlying database

e Cross-site scripting (XSS) attacks,
where an attacker injects malicious
scripts into a web page viewed by
other users.

e Remote code execution attacks,
where an attacker gains unauthorized
access to a device or network by
executing malicious code through a
vulnerability in an application.
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Figuring out possible risks and
weaknesses connected to each layer
of 10T devices is crucial, as is putting
the right security measures in place
to reduce these risks.Table3 below,
we have categorised Issues with

description and under which
category of layers they fall. Based on
the description of issue and category
it falls we will try to find possible
blockchain solution.

Table 3. Categorization of issues and related layer in 10T

Issue Description Category
e Jamming adversaries Confidentiality Sensing
e Insecure initialization

Configuration
o  Sleep deprivation attack
e Side channel Attack
e Node capture and Timing Attacks
e Low level Sybil and spoofing Confidentiality, privacy and | Network
attacks compatibility
e Disruption and denial-of-service
e |P-Spoofing
e Blocking of reassembly buffer
e Eavesdropping, man-in-the-middle
attacks
Sybil attacks
e Authentication and secure Authenticity, integrity , Middleware
communication Availability and
e Transport level end-to-end security Confidentiality
e Session establishment and
resumption
e Malicious Insider
¢ Man in the middle attack
e Virtualization Threat
Third party relationship
e Insecure interfaces Data privacy and identity Application
e Insecure software/firmware authentication
e Middleware security
e Malicious Scripts
Unauthorized Access

5 Blockchain based methods to
countermeasure Cybersecurity
attacks.

loT device management and security will be
greatly aided by blockchain, which is
regarded as an emerging technology. Table
4 below shows possible blockchain based
methods used to counter measure different
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attacks at different layers of IoT. loT

security issues can be resolved using

blockchain technology. The following list

includes a few blockchain features important
for 10T security.

e Blockchain technology can

be wused to register and

identify 1oT network devices.
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loT devices have properties,
connections, capabilities, and
features. Devices can interact
with one another, with
people, and with services.
Blockchain technology
provides a solution to these
problems.

Security features based on
cryptographic algorithms are
inherent benefits of using
Blockchain technology to
connect 10T devices. When
the sender and user identities
are verified and authenticated
by the Blockchain network,
the integrity and
authentication of transmitted
data is ensured. On the
common database known as
ledger, all communications
and data transactions would
be documented and tracked.
The functionality of
decentralized authentication
rules and logic for 10T device
authentication is provided by
blockchain  networks  for
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smart  contracts.  Smart
contracts provide simpler
authentication rules than
conventional  authorization
protocols.

Based on smart contracts by
managing and controlling
user rights, such as the ability
to upgrade software, apply
software patches, and manage
loT device software or
hardware-related operations,
blockchain networks
maintain data privacy.

The  security of  loT
communication protocols is
not intended. To make loT
device communication
secure, additional steps must
be taken, adding to the
computational burden.
Blockchain networks
simplify security protocols,
making them better suited for
Internet of Things (loT)
devices with  constrained
memory and  processing
power[58].
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Table4. Possible blockchain based methods used to counter measure different attacks in loT

layers

Refer Focus Framework/s Tool Strength Access Method

ence ystem

[59] | According to this study, blockchain A system for safe
technology should be used to give nodes software update was
a way to check the legitimacy and developed, in which
integrity of firmware before downloading | System Ethereum the IPFS and - Smart
it, while also making sure that the Ethereum were contract
firmware is easy to find. utilized to store the

software file, ensuring
that the program is
highly available and
that its integrity is
maintained.

[60] | People are working on a project called - According to
"data-preserving Al." They want to build expectations, it will
an Al system that can keep learning data | Framework aid in the prevention - Smart
safe for future use by using a blockchain- of dangers such as contract
based learning data environment model cyberattacks and data
to check the integrity of the learning data. degradation.

[24] | As a response to the recent Defence Hyperledger Expected to increase Smart
Cooperation Act, we've come up with a blockchain users’ trust in the contract
blockchain-based platform that would | Framework digital era. private
make cybersecurity certification
information more transparent and
traceable while also cutting down on the
costs of doing so.

[2] | In this article, we'll show you how to | Framework Simulator NS3 The design's security Distributed
build an Internet of Things architecture and privacy  are trust
that doesn't use a lot of resources but still examined, with the method
has a lot of the security and privacy results demonstrating | Public
advantages of traditional Blockchain. the new architecture's

resistance to a variety
of threats.

[61] | Data created by personal 10T devices will | Architectur Blockchain Security and Public
be safely kept in an open, distributed | e Bitcoin privacy key
system whose architecture ensures cryptogr
anonymity, enabling individuals, the true - aphy
data owners, to select who they want to
share their data with and when.

[62] | It is our intention to conduct a full | Architecture Simulator NS3 Confidentiality,Intergit Symmetric
security analysis of our planned BC- y,availability, user - encryption
based smart home system in order to control and and
demonstrate its safety in terms of core authentication hashing
security objectives such as
confidentiality, integrity and availability.

[63][ | We've developed a blockchain-based, Bitcoin and smart | Access control, Proof  of

64] | quick-to-implement system for | Framework contract security , privacy Public concept
controlling access to the Internet of
Things.

[65][ | A distributed IoT network design based Model Smart contract Privacy , Private Proof of

66] | on blockchain technology should be authentication existence

implemented at several levels of security,
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according to the conclusions of this
study.

[67][ | Ethereum is built on the Ethereum | protocol Ethereum Address the problems | public proof  of
68] | blockchain, and we created and with  communication work
implemented an integrity-first integrity  for  loT consensus
communication protocol for the Internet devices. algorithm
of Things that is distributed and scalable
on Ethereum.
[69][ | For this purpose, we have developed and Ethereum security , privacy Private | Smart
64] | prototyped an edge-loT framework | Framework contract
dubbed "EdgeChain," which is built on
blockchain  technology and  smart
contracts.
[70][ | EdgeChain, an edge-loT framework | Framework NS2 simulator security , privacy public Smart
71] | based on blockchain technology and contract

smart contracts, is being developed and
prototyped to address the issues stated
above[71].

As a whole, blockchain technology has the potential to improve cybersecurity by offering a
secure and decentralized method of data transmission, verification, and storage.
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6 Conclusion

The security limitations of 10T technology
have recently been improved by using
blockchain technology. The decentralized
aspects of Dblockchain technology, the
distributed nature of the network, the shared
resources, and the immutable data transfer
are just a few of the characteristics that
could increase the security of l1oT devices
with  limited resources. The solutions
examined in this review paper use
blockchain technology to improve data
privacy and anonymity, authentication and
identity management, data integrity,
availability, and confidentiality. As a result
of this inquiry, current research on how
blockchain technology may aid in the
resolution of cyber security challenges has
been identified, and as a result of the
discoveries, this research has been made
publically available for viewing. The scope
of this inquiry has been reduced to just cover
cyber security as a part of its examination.
The usage of blockchain technology is
undeniably  practical.  However, the
technologies decentralized, trustless nature
does not allow it to effectively solve all of
the difficulties that may emerge in the field
of information security, and here is where it
falls short of the mark. The growing
popularity of blockchain applications has
increased support for existing measures to
strengthen security and prevent hostile
actors from participating in cyber security
activities, which is encouraging. As a
consequence of the findings of this study, it
is possible that future research in the field of
cyber security will be conducted in areas
that are not directly connected to the Internet
of Things. In order for the World Wide Web
to continue to evolve toward widespread use
of https encryption, and as end users become
more reliant on some form of encryption for
their regular interactions, it is becoming
increasingly important to manage the
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cryptography and certification systems that
surround them in a secure manner.
7 Future work

There is an ongoing need for research and
development into cybersecurity problems
and solutions as the Internet of Things (lIoT)
expands and blockchain technology spreads.
Overall, research in this area is crucial for
ensuring the security and integrity of loT
systems in the future. Blockchain-based
cybersecurity solutions for 10T devices are
currently being developed and improved. In
relation to the subject of cybersecurity issues
in 1oT and blockchain-based solutions, the
following are some potential future research
areas:

e Creation of more reliable
blockchain-based security solutions:
Although blockchain technology can
offer an 10T device security
framework, there is still room for
advancement. Research in the future
may concentrate on creating more
reliable blockchain-based security
solutions that can better defend
against new threats to cybersecurity.

e Lack of standardization in loT
device  cybersecurity  protocols:
Currently, 10T device cybersecurity
protocols are not standardized.
Future research can concentrate on
creating  uniform  cybersecurity
protocols that can be applied to
various 10T platforms and devices.
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[1]

[2]

[3]

Integration of machine learning
(ML) and artificial intelligence (Al)
into cybersecurity: ML and Al can
be used to identify and address
cybersecurity threats instantly. In
order to improve the effectiveness of
blockchain-based cybersecurity
solutions, future research can
concentrate on integrating Al and
ML into them.

The impact of blockchain-based
cybersecurity solutions is evaluated:
Despite the potential of blockchain-
based  cybersecurity  solutions,
ongoing testing is necessary to
determine how well they perform in
practical situations.

Establishment  of  approachable
cybersecurity solutions based on
blockchain: The implementation and
understanding of blockchain-based
cybersecurity  solutions can be
challenging for non-technical users.
Future research can concentrate on
creating straightforward
cybersecurity solutions based on
blockchain that is simple to use and
implement for a wider range of
members.
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Comparative Study of Machine Learning and Deep Learning models
to Detect Breast Cancer

Faisal Alshanketi*

Department of Computer Science Jazan, University Jazan, KSA

Abstract

Breast cancer is the most frequent cancer in women and causes the maximum number of cancer
deaths. Initially, the primary diagnostic mechanisms for detecting breast cancer were mammography
and ultrasound. These images were supposed to be manually investigated by expert medical
practitionersto identify the malignanttumour. The primary concerninthese manual investigations is
the accuracy that depends on the availability of specialist medical practitioners in the domain.
Finding such experts will be difficult for the large population when breast cancer is rising sharply.
Much progress in medical imaging and healthcare technology has taken place, and much
research has been done in this domain. Machine learning and deep learning techniques have been
successfully applied to predict whether a tumour is malignant or benign in the initial stage to save
women’s lives. However, there is still a great chance to improve the prediction accuracy to
reduce the required time and data to train the model. In this study, we show that by using
machine learning and deep learning models to predict whether a tumour is malignant or benign
in the initial stage to save women’s lives. We compare nine traditional machine learning
classifiers against deep learning models that lead to achieving higher accuracy performance for
predicting breast cancer. We study splitting data into (80% and 20%) sets and 10-fold cross-
validation techniques. Experimental evaluation is based on the public breast cancer dataset. The
best performance overall was achieved using the deep learning (Sequential Neal Network)
algorithm, with an accuracy of 99.12%.

Keywords: Wisconsin Diagnostic Breast Cancer (WDBC), Breast cancer, Machine
Learning and Deep Learning, Detect Breast Cancer.
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1. Introduction

Breastcancer (BC) earlyidentification
hasasubstantial impacton loweringthe
disease’s mortality rate. Globally, BC
has a severe effect on women, leading to
death as a
second causing of death, and early
detection is critical for reducing this high
mortality rate. Unfortunately, BC has no
recognized reason, and many cause women
get the disease without exhibiting
symptoms. Early detection, enabled by
routine breast screening, allows earlier
treatment, particularly for those with a high
or average risk of developing BC.
According to [1], women in America were
projected to have 268,600 new positive BC
cases and 62,930 new BC instances that are
not invasive. BC accounts for 23% of all
cancer cases in developing nations, and
women are projected to be diagnosed with
the disease every year [1-3]. In 2016,
roughly 29% of female fatalities were
attributed to BC. In 2016, 595,690
Americans died from cancer, or 1,600 every
day [4]. Since 2001, the number of breast
cancer diagnoses among Saudi women has
more than tripled, from 545 instances to
2463 in 2017. This is a 351.9% increase

[5].

Because of regular progress in early
tumor diagnosis, the death rate from BC
has been progressively reducing at a pace
of around 1% each year. Since 2010,
almost 7 million women have been
diagnosed with BC, and it is expected that
23% of all women will be diagnosed with
BC in 2022 [6]. Unfortunately, the etiology
of BC is unknown, and many women have
the condition without realizing it. Regular
screenings may help find problems before
they become serious, and if BC is caught
early, the five-year survival rate is about
100% [7]. So that a patient with a benign
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tumor does not endure unneeded therapy, it
is important to determine whether or not a
tumor is malignant if one is found. In order
to better diagnose BC, we are interested in
analyzing dataset that has been processed
by machine learning (ML) approaches,
which may aid doctors in determining if a
tumor is benign or malignant. We begin
with the Wisconsin Diagnostic Breast
Cancer (WDBC) dataset that includes
information that may be diagnostic of BC.
Several variables contribute to the
development of BC. These include genetic

predisposi-  tions, obesity, hormones,
radiation treatment, and reproductive
aspects. The World Health Agency

estimates that one million women are newly
diagnosed with BC yearly, with half of them
dying due to the illness being detected late
[8] according to a study by the organiza-
tion. When a mistake or mutation occurs in
one cell, the system may either shut down
the cell or induce a rash of cell proliferation.
This process generates BC. Masses may
grow from cells that have incorrect
instructions if the issue is not resolved after
many months.

In contrast to malignant tumors, which
may spread to nearby cells and other body
sections, benign masses cannot spread to
other tissues, and their growth is thus
restricted to the soft group [9, 10].
Detecting BC in the early stage seems to be
difficult because of the lack of symptoms
at the onset of the illness. However,
following a series of clinical testing, a
correct diagnosis should be able to
distinguish between benign and malignant
tumors, allowing for earlier treatment. An
efficient detection system has a miner error
rate, including false positives and false
negatives [11].

Accurate diagnosis and treatment of the
disease may reduce mortality and enable
rapid treatment. BC is diagnosed and



(AY YT i V660 Jo¥am)) ) aaadl V) alaal) 3ol

Ayt glall ol sl Alaa

discovered via imaging,  physical
examination, and biopsy [12].
Mammography and ultrasound are used to
identify BC. This procedure uses X-rays to
make breast pictures. Mammograms are these
images—radiologists who interpret
mammograms to detect BC. Radiologists
can explain the screening technique’s
effective-

ness [13]. Patients with palpable BC may have
regular mammography sonograms and mam-
mography with delicate or nonspecific
appearance [14]. It is an invasive surgical
procedure with psychological and physical
effects on patients.

Moreover, depending on the breast
density, radiologists may miss up to 30% of
BC [15]. Masses and micro calcifications are
important indications used to analyze
mammography in BC. A mammogram’s
mass identification is more complex than
micro-calcification detection because masses
generally have low image contrast [16].
Radiologists interpret mammograms based on
subjective factors and experience. Even
skilled specialists might have inter-observer
variances of 65-75 percent [17].

Researchers  have already  built
Computer-aided diagnosis (CAD) systems

that enable radiologists to discover
anomalies quickly. To interpret
mammaograms, CAD may assist

radiologists in learning and categorizing
masses. According to research, 65-90
percent of suspected cancer biopsies are
benign, making it critical to develop tools
that discriminate between dangerous and
benign tumors. ML methods used with
CAD would dramatically enhance detection
accuracy. Without CAD, detection
accuracy was below 80% and with CAD
around 90% [2]. In the long run, early
detection of BC could make a big difference
in how long people live with the disease, so it
is essential to enhance BC prediction
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performance. Many papers have used deep
learning (DL) and ML when it comes to the
BC detection.

However, there is still a great chance to
improve the prediction accuracy to reduce
the required time and data to train the
model. In this study, we show that by using
machine learning and deep learning models
to predict whether a tumour is malignant or
benign in the initial stage to save women’s
lives. We want to select the model that has
the best performance in terms of accuracy.
Therefore, we are motivated to explore a
dataset that includes the different factors of
BC. The WDBC dataset is obtained from
UCI Repository and is widely used. With
the help of this dataset, we will train our
models in this study.

Following is the structure of this paper:
Section 2 provides a summary of relevant
research on the Wisconsin dataset for BC
detection. Section 3 describes extracted
features and our approach to BC. Section 4
explains the experimental assessment of the
suggested approach to problem-solving. In
Section 5, we conclude with closing
comments and a summary of future work.
2. RELATED WORK

Several studies on medical analysis for
ordinary computer systems have been
published in the literature. Two different
approaches have been discovered, the
traditional ML models and DL models, as
follows:

2.1. Traditional machine learning

The BC dataset was observed by M.
Rana et al. [18] using Naive Bayes (NB),
Logistics Regression (LR), K Nearest
Neighbor (KNN), and Support Vector
Machine (SVM) classi- fiers. The KNN
approach was constructed using Manhattan
and Euclidean distances. The
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NB technique employed normal and kernel
distributions. All strategies were analyzed
us- ing data from UCI’'s WPBC and
WDBC repositories. They utilized a ML
tool (MATLAB tool) to categorize data
accurately. The WPBC dataset had 34
features used to predict BC, whereas the
WDBC dataset contained 32 attributes used
to diagnose BC. The performances of 93%,
95.68%, 90%, and 92% were obtained for
SVM, KNN, LR, and NB, respectively.

Chaurasia et al. [19] compared several
ML models. In the study, a Wisconsin
dataset containing 268 rows for BC and ten
attributes. They used Radial Basis Function
(RBF) Networks, decision tree (C4.5), and
Simple  Logistics (SL) to enhance
outcomes. For BC, they extracted nine
features which are patient age, Menopause,
Tumor size, Invnodes, Node caps Degree of
malignancy, Breast, Breast quadrant,
Irradiation, and Class to create patient
templates. By applying C4.5, RBF
Network, and SL, the performance of
71.32%, 73.77%, and 74.47% were
obtained, respectively.

Dubey et al. [20] presented a technique
for the BCWD dataset where in addition to
the (standard features), the impact of the
clustering of the data was investigated. The
overall positive system performance was
92% by applying the K-means algorithm to
the individual variable parameters.

D. Lavanya and K. U. Rani [21]
conducted another study using the BCWD
dataset. They applied two techniques, a
hybrid approaches, and a CART classifier.
Three methods have been compared:
CART, CART With Feature Selection, and
the hybrid to enhance classification
accuracy. The best performance was
obtained of 97.85 % using the hybrid
approach to predict BC.

Wang and Gotoh [22] applied four
distinct classifiers in the analysis, a
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Decision Tree (J48) classifier, an NB
classifier, an SVM classifier, and a KNN
classifier. The experiment was conducted
on the publicly available dataset that
contains 78 samples and 24481 genes. They
achieved the highest average accuracy of
85.9% using the KNN classifier.

With the BCWD dataset, Vikas
Chaurasia and colleagues [9] constructed a
prediction model that was evaluated on the
dataset, and they utilized 10- cross-
validation procedures to compare the result
of three ML algorithms (NB, J48, and RBF
Network). According to their findings, the
NB algorithm is the most accurate classifier,
with an accuracy of 97.36%, 96.77% for
RBF Network, and 93.41% for J48.

The model proposed by Mohammed H.
et al., based on data collected from their
lab, aims to assist physicians in determining
the degree to which a person is at risk of
developing BC while also providing
opportunities for medical students to gain
hands-on experience. They applied SVM,
Artificial Neural Network (ANN), and
KNN to recognize the severity of the BC.
After evaluating and testing their
approaches on BC datasets, the researchers
discovered that they had an accuracy of
77.63%, 75.34%, and 76.80% respectively.

For BC diagnosis, two algorithms were
compared: ANN and SVM. The SVM
classifier was used to recognize patterns in
the BCWD dataset based on the patient’s
age and tumor size. SVM was utilized to
determine if the tumors were benign or
malignant, while ANN was employed to
simulate nonlinear functions. Both methods
were validated using the K Fold approach.
The authors [23] evaluated the validation
method based on its correctness. SVM was
proven to be more accurate than ANN.
SVM had a 96.9% accuracy rate, whereas
ANN had a 95.4% accuracy rate.
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On the WDBC dataset, Omondiagbe et
al. [24] employed the SVM, the ANN, and
the NB approaches for feature selection
and extraction procedures. Based on the
findings, a technique was developed
making use of dimensional reduction by the
application of linear discriminant analysis
(LDA) to the data, followed by SVM. The
accuracy of the model was found to be
98.82%, the sensitivity of the model was
found to be 98.41%, the specificity of the
model was found to be 99.07%, and the
area under the curve for the model was
found to be 0.9994.

These classic ML methods benefit from
modest design complexity, but they cannot
deal with complex data. In this paper, we
consider applying models integrating these
earlier described methods on the WDBC
dataset and comparing the results.

2.2. Deep learning models

Several studies have been published in
the literature on WDBC datasets in DL
mod- els. However, only a limited number
of studies have concentrated on feature
selection and optimization strategies.

For comparison, P. Mekha and N.
Teeyasuksaet  [25] employed ML
approaches such as RF, J48, SVM, and NB
to recognize BC cells. The Wisconsin
dataset comprised 457 benign and 241
malignant cancers. The authors discovered
that the exponential Rectifier Linear Unit
(ELU) activation function method has the
most remarkable accuracy rate of 96.99%.

Puja Gupta et al. [26] examined six
different classifiers (Logistic Regression
(LG), J48, RF, SVM, and DL) on the
WDBC dataset, using their hyperparameters
to determine which was the best algorithm
for the WDBD dataset. Their findings
suggest that, among the six algorithms
tested, DL to utilizefrom Adam Gradient
Descent (AGD) Learning performed the
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best accuracy in detecting the return of the
BC illness (98.24 percent accuracy).

P Mekha, N Teeyasuksaet [25] compared
BC categorization methods based on the
tumor cell. They applied a DL algorithm to
identify BC utilizing Tanh, Rectifier,
Maxout, and Exprectifier as activation
functions. RF, NB, DT, SVM, and
AdaBoost are compared. The data was
taken from the BCWD dataset and processed
with the Rapidminer tool. A 10-cross
validation technique was used for training
and testing, where they achieved an
accuracy of 96.99% using a DL model.

Review study [27] from 2018 states that
ANN models are widely utilized for BC
detection. The goal of this study is to
compare the efficacy of ANN with that of
other ML techniques in predicting whether
a BC would be benign or malignant. They
leverage characteristics gathered from tumor
pictures  via image preprocessing,
segmentation, and feature extraction to create
these kinds of predictions. They began by
taking a look at some of the methods that
have already been implemented.

In order to provide an ANN model,
ANN-WDBC, Alshayejia et al. [7]
investigated the dataset . Using a single
suggested hidden layer, the ANN-WDBC
model is able to provide predictions about
the likelihood of a BC diagnosis. With five-
fold cross-validation and no feature
optimization or selection processes, we used
80% of the dataset for training and 20% for
testing. In this concept, a hidden layer of
several neurons is responsible for relaying
information from the inputs to the outputs.
There are thirty feature vectors in the
model’s
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input layer. With a RelLU activation
function that scales with the number of
neurons, the hidden layer can support a
maximum of 100. A single neuron with a
sigmoid activation function in the output
layer decides whether the input is
cancerous or benign.

Five classifiers, including KNN, NB,
Sequential Neural Network (SNN), Multi
Layer Perceptron (MLP), and decision tree,
were evaluated by Salama et al. [28] on three
separate BC datasets. The WDBC,
Wisconsin Breast Cancer (WBC), and
Wisconsin Breast Cancer Prognosis (WBP)
are the three sets of information used in
this study. For WBC, the greatest results
were achieved by SNN, with an accuracy of
96.99%. This was followed by NB
(95.27%), MLP (95.13%), Decision Tree
(95.13%), and KNN (94.56%).

Shimomura A et al. [29] employed a
highly sensitive microarray analysis to assess
serum miRNA expression patterns in many
large cohorts in order to uncover new
miRNA that may be used to diagnose early-
stage BC. The researchers utilized serum
samples from BC patients held in the
National Cancer Center Biobank. They
applied linear discriminant analysis to
detect early BC with a sensitivity of 97.3%,
specificity of 82.9%, and accuracy of
89.7% by combining five microRNA
(miR1246, miR13073p, miR4634,
miR68615p, and miR68755p) through using
formula (0.25 miR1246) + (0.49 miR13073p)
(1.06 miR4634) + (1.89 miR6875).

3. Methodology

Complex and high-dimensional data
may be modeled using DL methods.
However, be- cause of the increased
computational difficulty and potential
training time, In this research, we’ll create a
neural network and compare its results to
those of more conventional models using
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WDBC dataset.

For the WDBC dataset, we compared
the performance of ANN models to that of
other ML techniques. For the ANN models,
feed-forward containing the data of various
BC features from inputs to outputs via
models that contain both one and two
hidden layers with a variable number of
neurons has been taken. The best result
received from these ANN models has been

further compared with other ML
techniques. The models’ input layers
contain  the number of  neurons

corresponding to the number of features in
WDBC dataset. We vary the number of
neurons in the hidden layer(s) with ReLU
activation functions proportional to their
numbers in both layers. Finally, the output
layers have a single neuron with a sigmoid
activation function that classifies the input
as malignant or benign. Figure 1
demonstrates one example of the ANN
model that has two hidden layers with 20
neurons each.

We evaluate ANN models against other
ML techniqgues on WDBC dataset.
Different BC feature data is fed forward
from inputs to outputs in ANN models with
either one or two hidden layers and a
varying number of neurons. The dataset
includes a different number of features, and
the number of neurons in the models’ input
layers is proportional to that number; for
example, the WDBC dataset has 30. We use
ReLU activation functions proportionate to
the number of neurons in both layers and
change the number of neurons in the hidden
layer(s). Finally, a single neuron with a
sigmoid activation function is located
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in the output layers, and it determines if the
input is cancerous or benign. One such
ANN model, seen in Figure 1, has two
hidden layers of 20 neurons each.

Our work contribution includes :

o Comparing Artificial Neural Network
(ANN) models to several classifiers
such as LG, KNN, Random Forest,
Decision Tree, Gradient Boosting,
Stochastic Gradient Descent (SGD),
SVM, XGBoost, and Adaboost.

 Creating suitable models to categorize
and predict BC diagnostic outcomes

Input Unats: 30 (+20 more)

+2 -g:‘_‘\-.\
Activation: reln

.

with high accuracy for small and
medium datasets.

e ldentifying significant attributes or
features that lead to classifying or
categorizing BC correctly.

e Tweaking hyperparameters ~ and
assessing  performance based on
accuracy,  specificity,  sensitivity,

precision, and F1 score.

 Evaluating the performance of ML
algorithms on the WDBC dataset.

Ontput Upats: |
v

\ety

vation reln

o & 6 & © ® o © © e

Figure 1: Proposed Artificial Neural Network Model

This paper has investigated the traditional ML and DL models. We compared these models
to predict the BC survival rate data collected in this research. We applied these classification
algorithms to determine which one best indicates mortality rates.

By Using k-fold cross-validation, we compare MLP and Sequential ANN models against a
number of ML methodologies in order to predict the diagnosis. These ML techniques are outlined

below.

A. MLP: the input is modified non-linearly [30].
B. Logistic Regression: The logistic sigmoid function is used to convert the output into a
probability value. The probability value is then associated with two or more variables. [31]
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C. Decision Tree: constructs a model with a tree-like structure, using the if-then rule of
mathematics to produce subcategories that fit inside bigger categories and allow for exact, organic
classification [32].

D. Random Forest: during the training phase, it constructs a large number of decision trees
and then outputs the class depending on the mode of the individual trees [33].

E. Gradient Boosting: utilized in regression and classification applications to generate a
prediction model that is often an ensemble of weak prediction models (decision tree). A gradient-
boosted tree is a weak learner [34].

F. SGD: an approach that is not only easy to use but also highly effective for fitting linear
classifiers and regressors to convex loss functions such as (linear) SVM and LR. Despite its
extensive history, SGD has only lately attracted widespread attention in the context of large-scale
learning [35]

G. SVM: data is categorised, and models are trained using SVM within super finite polarity
degrees, resulting in a three-dimensional classification [36].

H. K-Nearest Neighbors: a pattern recognition method that saves and learns from train- ing data
points by analyzing how the data points correlate in an n-dimensional space. It also attempts to
discover the k closest connected data points in a previously unknown batch of data [37].

I. XGBoost: implements gradient boosted decision trees with a focus on speed and
performance, and has lately dominated the area of applied ML and Kaggle contests with
structured or tabular data [38].

J. Adaboost: utilized for both classification and regression issues by providing more weight
to cases that were difficult to categorize and less weight to instances that were already
adequately handled. Adaboost also combines many classifiers (both strong and weak) to increase
accuracy. AdaBoost’s less capable learners are known as decision stumps, which are decision trees

Models Accuracies Before Data Preprocessing

with only one branch [39].
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Figure 2: Models Performance Before Data Preprocessing

As mentioned previously, we will compare ANN with multiple prediction models using
various ML algorithms and analyze how well each model does in terms of its accuracy, then choose
the model that performs the best overall. The accuracy, sensitivity, and specificity
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of the model, in addition to its F1 score, will be utilized to evaluate its overall performance.
Moreover, we will use a confusion matrix to report TP: number of true positives, FP: number of false
positives, FN: number of false negatives, and TN: number of true negatives. Later, we will use
transfer learning to apply the same models to another dataset with the same target variable
(malignant or benign).
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Figure 3: Histogram of WDBC Features

Before applying data preprocessing, we start by investigating the ML methods that were
described earlier. Figure 2 provides an illustration of this concept by illustrating the degrees of
accuracy achieved by each approach on the WDBC dataset’s training and testing datasets
respectively. Clearly, some classifiers obtain accuracies that are more than 96% due to the fact that
the dataset is clean; yet, some classifiers have overfitting (as in LG), while others have
underfitting (such as in SVM).

The distributions of the characteristics for the WDBC dataset are shown in Figure 3. In order
to locate the characteristics that are the most beneficial, we use the GridSearchCV technique to
feature selection. GridSearchCV is a library function that can be found in the "sklearn.model
selection package." Its purpose is to assist in the process of looping over specified hyperparameters
and fitting an estimator (model) on a training set [11]. In order to identify the characteristics that
are skewed, we first compute the correlation between the goal (diagnosis) and each feature. We next
assess if the correlation has a positive or negative skewness by looking at its absolute value (which
must be more than 0.5). Figure 4 displays the 19 most optimally skewed characteristics for the
WDBC.

texture, perime- ter, smoothness, area,

4. Experiments and Data Analysis compactness, concavity, concave points,

41 Data symmetry, and fractal dimen- sion). The

o . . dataset was collected by Dr. William, W.
The dataset used in our experiment

: . . Nick, and Olvi L from the Universit
provides 32 attributes and 569 instances. ! Vi Versity
We ex- tracted from the data only standard
features (ID number, Diagnosis, radius,
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Figure 4: : Best Skewed Features

of Wisconsin, Clinical Sciences Center, and made available online at UCI Repository! . The
dataset was collected from different patients who provided 357 benign samples and 212 malignant
samples.

id diagnosis radius_mean texture_mean perimeter_mean area_mean smoothness_mean compactness_mean concavity_mean

0 842302 M 17.99 10.38 122.80 1001.0 0.11840 0.27760 0.30010
1 842617 M 20.57 17.77 132.90 1326.0 0.08474 0.07864 0.08690
2 84300903 M 19.69 21.25 130.00 1208.0 0.10960 0.15990 0.19740
3 84348301 M 11.42 20.38 77.58 386.1 0.14250 0.28390 0.24140
4 84358402 M 20.28 14.34 135.10 1297.0 0.10030 0.13280 0.19800

Figure 5: WDBC dataset

Figure 5 shows the total number of cases as benign or malignant in the WDBC dataset. Note
that more of the instances are benign (357) than malignant (212) as shown in Figure 6
. The dataset has no missing values.

4.2. Experimental Analysis

We applied traditional ML and DL algorithms to classify malignant patients and identify benign
ones in our experiment. A profile is constructed for each patient using a training set comprised of
positive or malignantsamples fromthe patientand negative or benign samples from other patients.

*https://archive.ics.uci.edu/ml/datasets/breast+cancer+wisconsin+(diagnostic)
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Breast Cancer Diagnosis
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Figure 6: Number of samples of WDBC dataset

The 10-fold cross-validation method, in which 90% of the dataset is used for training and
10% is used for testing, was the one that we applied. We compute the Precision for each patient
in each test round by comparing the (10%) actual test samples (i.e., from the patient) against the
patient’s profile. Similarly, the Recall is determined for each patient by comparing the (10%) test
samples from other patients to the patient’s profile. The test round Precision/Recall is calculated by
averaging the individual Precision/Recall. In addition, the overall Precision/Recall is derived by
averaging the values acquired throughout the ten rounds of cross-validation [40].

The performance of the BC system can be evaluated after training our model by using the
training samples and the testing data. An assessment of the model’s performance is presented in
the next section. Furthermore, the results of the two alternative techniques are provided.

4.3. Experimental Metrics

Accuracy and F1 scores were the primary BC performance evaluation metrics. The ratio of
accurately categorized samples to the total number of classified samples, with a range of 0-1, is a
commonly used measure in system performance assessment. F1 score typically varies from 0 to 1, and
is derived from the weighted average of accuracy and recall. Consequently, both false positive and
false negative evaluation findings are included.

Number of correctly predicted breast cancer
Total Number of predictions

Accuracy =

1)

E 1 score = 2 % (Reacall x Prec!s!on) @
Reacall + Precision

A Receiver Operating Characteristic Curve (ROC) is often used to simulate such fluctu- ations in
operating parameters. The ROC curve plots the erroneous acceptance rate on the x-axis versus
the equivalent false rejection rate on the y-axis in general. The F1-score, defined as a single
measure  that incorporates both  precision and recall into its  operation.
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4.4. Experimental Result and Discussion

As we proposed, we applied two
techniques to report the accuracy and
overall perfor- mance of the two artificial
neural networks models (multilayers
perceptron and sequen- tial) and the nine
traditional ML models to select the best
performance.In the first tech- nique, we
evaluated nine classifiers using 10-fold
cross-validation. While in the second tech-
nique, we split the data into a training set
(80%) and a testing set (20%) with 42
random states. During the evaluation
process, we took a step to optimize the
models’ hyperparam- eters by applying the
GridSearchCV technique. GridSearchCV is
a library function in the
"sklearn.model_selection package" that helps
to loop through predefined hyperparameters
and fit estimator (model) on the training
set. In the end, it shows the best
parameters to choose from. Moreover, we
tested the performance through additional
cross-validation, testing, and confusion
matrices measures and ROC curves of the
testing phase[41].

Datapreprocessingisanecessary process
to improve the performance of ML
algorithms. Therefore, we checked the
missing values and found that the WDBC

dataset has no missing values. Many scikit-
learn ML estimators require dataset
normalization to perform well. Thus, we
applied the StandardScaler() method to
bring all features to the same scale.
Moreover, StandardScaler() method helps
to improve the models’ performance.

Since some models achieved accuracy
above 96% without data preprocessing, the
feature selection technique was applied, and
the accuracy improved. We selected skewed
features based on the correlation score. We
considered the absolute value of the
correlation (cor- relation > 0.5). The most
correlated features include eight mean
features, two standard error features, and
nine worst features. The heatmap
illustrating the correlation between the
skewed features can be seen in Figure 8 .
However, we were not satisfied with the
perfor- mance; therefore, the standardization
method was employed. As a result, models
performed well and achieved high
accuracies. We have considered two
parameters for evaluation which are
Accuracy and F1 score. Figure 7 illustrates
the performance of the aforementioned
models according to training and testing
accuracies as well as the F1 score.

Models Accuracies for WDBC dataset

™o
ge
ws5
¥ 3

Figure 7: Models Performance After Data Preprocessing forWDBC

In preparation for predicting BC as benign or malignant, we proposed ANN model. After
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multiple experiments, we found that the proposed ANN with two hidden layersand 20

Figure 8: Correlation score heatmap of skewed features forWDBC dataset

neurons yielded the best performance according totries and errors. Therefore, we examined multiple
ANN models and reported the F1-Score through two experiments. In the first experiment, we
designed 30 models consisting of a single hidden layer with different numbers of neurons from (1—30)
with a ReLU activation function proportional to their number. The output layer has a single neuron
with a sigmoid activation function. The best performance of this experiment was achieved when
using 18 neurons with F1- Score 98.97, as shown in Figure 9.

fl score for a neural network with varying number of neurons in the single hidden layer without early stopping

0.985 A

0.980

0975

0.970 1

f1 score for neural network

0.965 1

0 5 10 15 20 25 30
Number of neurons in the hidden layer

Figure 9: F1 score for neural networks with 1 hidden layer containing between 1 and 30 epochs

In the second experiment, we designed 30 models consisting of two hidden layers with
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different numbers of neurons from (1 — 30) with a ReLU activation function proportional to their
number in both layers. The output layer has a single neuron with a sigmoid activation function.
This experiment yielded the best performance when using 3 neurons with F1- Score 99.12, as
shown in Figure 10 .

fl score for a neural network with varying number of neurons in the single hidden layer

098

0.96 A

0.94 1

0.92 1

f1 score for neural network

0.90 A

088

0 5 10 15 20 25 30
Number of neurons in the hidden layer

Figure 10: F1 score for neural networks with 2 hidden layers where the first contains between 1 and 30 neurons and
the second has exactly 3 epochs

Table 2 shows the performance evaluation of ten classifiers. This experiment applied the K-
fold cross-validation method to train on multiple train-test splits using 10 cross- validations. We
observed that MLP yields the best prediction and the highest accuracy score of 98%, followed by
MLP with an accuracy score of 97.54 %. The Decision Tree classifier had the lowest accuracy of
the classifiers, with 93.32%, whereas all of the other classifiers had accuracy of 96% or higher.

Table 1 demonstrates the achievement of the second experiment. In this experiment, we used
the train-test split technique. As mentioned previously, the dataset is split into a training set
(80%) and a testing set (20%). The best result was obtained with SNN when setting the hidden
layers to two, number of epochs to 30 corresponding to performance=
09.12 %. On the other hand, using SVM the performance of 99.03% was achieved.

i
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Figure 11: Confusion matrices of the testing phase usingtrain-test split
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Also, we evaluated the models’ performance by calculating the residual Histogram, as shown
in Figure 11 . It has appeared that the prediction is closed to the actual label.
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Table 1: Models performance after train-test split

11

Classifier
Logistic Regression

Decision Tree
Random Forest

XGBoosting

Gradient
Boosting
K Nearest
Neighbors
SVM

SGD

AdaBoost
Multilayer
Perceptron
SNN

Hyperparameters
Default

Default

estimators=100, criterion = *Gini’,
features="sqrt’

max_depth=7, n_estimators=350,
subsample=0.8, eval metric="auc’
Default

leaf _size= 20, metric= *minkowski’,
n_neighbors= 3, p= 2, weights= ’uniform’
SVM_CLS =svm.SVC(C=4.5, kernel="linear’,
gamma=1)

alpha=0.001, epsilon= 0.1

n_estimators=100, learning_rate= 0.1
solver="adam’, alpha=0.001,
hidden_layer_sizes=(20, 20), random_state=1
Two hidden layers, 30 epochs

Average
Accuracy
97.36

93.85
97.36

98.24
96.49
96.49
99.03
98.24

97.36
98.24

99.12

Moreover, we evaluated the performance of the models by generating a confusion matrix, as
shown in Figure 12 from left to right (LG, DT, RF, XGBoost, SVM, SGD, MLP, SNN). The
confusion matrix shows that SNN achieved an excellent performance to predict BS as (benign and
malignant).

Figure 12: ROC of the testing phase using train-test split
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Table 2: Models evaluation using 10-Fold cross-validation

Classifier Hyperparameters Average
Accuracy
1 Logistic Default 97.54
Regression
2 Decision Default 93.32
Tree
3 Random estimators=100, criterion = *Gini’, features="sqrt’ 97.01
Forest
4 XGBoosting  max_depth=7, n_estimators=350, subsample=0.8, 97.71
eval metric="auc’
5 Gradient Default 96
Boosting
6 KNN leaf size= 20, metric= "minkowski’, n_neighbors= 3, 96.65
p= 2, weights= ’uniform’
7 SVM SVM_CLS =svm.SVC(C= 4.5, kernel= "linear’, 96.3
gamma=1)
8 SGD alpha= 0.001, epsilon=0.1 97.18
9 AdaBoost n_estimators=100, learning_rate= 0.1 96.3
10 MLP solver="adam’, alpha=0.001, hidden_layer sizes=(20, 98

20), random_state=1

4.5. Discussion

The F1 score was the primary factor
considered in our analyses of the outcomes
of our investigations. Largely unbalanced
class distributions were seen in the dataset,
just as they were in the classification
difficulties that occurred in the actual
world.

Cost-sensitive learning is the process of
putting various amounts of weight on the
training samples that indicate varying levels
of misclassification costs. To be more
specific, positive samples (also known as
malignant samples) are given more weight
than negative samples (also known as
benign samples).

When doing research, it is necessary to
either under-sample the majority class (also
known as benign) or over-sample the
minority class (malignant). When doing
training, under- sampling involves picking a
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smaller portion of the population that
belongs to the majority class, whereas over-
sampling involves employing a larger
portion of the population that belongs to the
minority class. The superset may be
produced by either repeatedly using the
same samples or by producing new samples
in a laboratory. Both of these methods can
also produce fake samples. Both cost-
sensitive learning and over-sampling were
implemented in the trials that we utilized
for the assessment of this study.

Table 3 provides a summary of the
performances acquired for previous
research on BC detection for women
patients, and compares these results with
our own study. The perfor- mance of our
proposed method is quite satisfactory when
compared to the previous work.
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When taken into consideration with the
diverse algorithms that were employed, this
IS en- couraging. We compare the
prediction models and outputs that we have
presented with those that were used in the
earlier work, as well as the models and
methodologies that were used in those

earlier studies. The items that are bolded
are the outcomes that exceeded those of
earlier works. SNN, the suggested model,
achieved an accuracy of 99.12%, while the
accuracy of LR with RFE was the closest
achievable 99.03% [42].

Table 3: COMPARISON OF OUR WORK WITH PREVIOUS RESEARCH WORKS

Author Name  Reference Year
M. Rana. et al. [18] 2015
V Chaurasia [19] 2014
D. Lavanya & [21] 2012
K. U. Rani

Wang [27] 2010
Yue et al.

Vikas [43] 2018
Chaurasiet

al.

Mohammed [3] 2018
H. Tafish &

El-Halees

E. A.Bayrak et [23] 2019
al.

Omondiagbe et [24] 2019
al.

P. Mekha and [25] 2019
N. Teeyasuk-

saet

Dubey et al. [20] 2020
G.I.Salamaet [28] 2012
al.

Maglogiannis & [44] 2009
E Zafiropoulos

Mert et al. [45] 2015
Hazra et al. [46] 2016
Osman A. H [47] 2017
Wang et al. [27] 2018

Model/Method Best Observed
Accuracy
KNN 95.68%
SL 74.47%
CART 97.85%
KNN 85.9%
NB 97.36%
SVM 77.63%
SVM 96.9%
SVM with LDA 98.82%
DL utilizing 96.99%
RLU
DL  utilizing 98.24%
AGD
SNN 096.99%
SVM Gaussian 97.54%
RBF
KNN 92.56%
SVM (using 19 94.423%
features)
SVM 95.23%
SVM based en- 96.67%

semble learning

96

Continued on next page
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Table 3 continued

Abdar et al. [48] 2018
Mushtaq et al. [49] 2020
H. Rajaguru [50] 2019
Durgalakshmi [51] 2020
& Vijayakumar

F. Khan et al. [52] 2020
Al-Azzam & [53] 2021
Shatnawi

Abdur Rasool [42] 2021
This paper

Nested En- 97.01%
semble 2-
MetaClassifier

(K=5)

KNN with mul-  91.00%
tiple distances
(Correlation K

= 2)

KNN Euclidean  95.61%
distance

SVM 73%
SVM 97.06%
LR with area 96%
under curve

Polynomial 99.03%
SVM

Polynomial 99.03%
SVM

LR with RFE 98.06%
MLP 98.24%
SNN, Two 99.12%
hidden layers, 30

epochs

5. Conclusion

In this paper, we applied ML and DL
algorithms to improve the accuracy
performance of BC. We also compared 11
different classifiers results on the publicly
available dataset to show that the proposed

approach yields much improved
performance results.

When compared to other ML
algorithms  for identifying BC, we
discovered that  ANN performed

particularly well for small to medium-sized
datasets. Finding a huge BC dataset or
extracting additional characteristics from the
BC picture collection might be future work
that needs to be done. Because we looked
at an unbalanced dataset and found that it
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led to high accuracies and F1 scores, we
could also utilize balancing approaches to
assess the performance of the models in a
balanced dataset. This is because we
investigated the imbalanced dataset.
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The External and Internal Precision Concept in Horizontal
Geodetic Networks

Hisham Mohammed Abouhalima
Associate Professor, Civil Engineering Department, Faculty of Engineering, Jazan
University, Kingdom of Saudi Arabia

ABSTRACT

Free geodetic networks have become more frequently used in various engineering
developments during the past few years. It was evident that when the results from fixed
and free geodetic networks with identical configurations and measurement techniques
were compared, the results from the free geodetic networks produced unexpectedly
lower numerical values for traditional precision criteria.

This research intends to investigate the causes of this phenomenon by analyzing and
clarifying the diversity in the geometrical significations for precision measures of both
free and fixed geodetic networks. The internal precision in fixed networks may now be
described using new criteria. As a result, a fair comparison between free and fixed
network is possible. Using a schematic geodetic network as an example, various factors
have been employed in adjustment technique to establish the importance of the study.

Keywords: Precision criteria; external precision; internal precision; positional errors;
geometrical meaning; network centroid; computational base.
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1- INTRODUCTRION should meet the requirements listed
below [1, 3]:

Today, wide ranges of engineering

control survey applications frequently a- Invariant with regard to the

use engineering geodetic networks as selection of the computational base.

local horizontal control networks. This
can be used to detect the deformation of
large structures like dams and bridges as
well as horizontal crustal movements.

b- Invariant with regard to the datum
transformation.
c- Not depend on the choice of least

Measures for sensitivity, economy, squares adjustment techniques.
precision, and reliability can be used to d- Describe the positional precision
determine the level of quality of these of the network points.

engineering control networks. In this e- Suitable to primary as well as

essay, the only criterion that will be
considered is precision. The precision of
a geodetic network may be a good
indicator of the extent of random error
propagation inside the network. All the
information about the precision of the
adjusted parameter is contained in the
variance-covariance matrix. The
precision of the network is expressed by
the size elements of the variance-
covariance matrix. It should be noted
that the desired measure of precision

secondary geodetic networks.

The main objective of this paper is to
investigate and analyze the precision
concept for the fixed and free geodetic
networks. Also, an important objective
iIs to find a measure to describe the
internal precision for fixed geodetic
networks. In this work, the adjustment
for the schematic geodetic network is
performed by a least squares method
using the parametric technique.

2- GAUSS-MARKOV MODEL OF GEODETIC NETWORKS
In the classical Gauss-Markov model, the unknown parameters x of a linearized least

squares model for a parametric adjustment are determined based on the following
functional and stochastic models [1, 2],

v =Ax- |

where v is the n by 1 vector of residuals ; A is the n by u configuration matrix ; P is the n by n
weight matrix of observations ; Q) is the cofactor matrix of observations; 6(2) is the a priori
variance factor ; and G, is the covariance matrix of observations. The covariance matrix of the
estimated parameters (coordinates) can be estimated using the relation,

Ce= G, Q:= 6, (ATPA)™! )
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where &g is the a posteriori variance factor and @; is the u by u cofactor matrix or the

weight coefficient matrix of the estimated coordinates X[7, 8]. In the design phase, the
variance-covariance matrix of the estimated coordinates can be expressed as

Ce= G5 (A"PA)s 3)

with (AT PA)r_s representing the reflexive generalized inverse of a matrix. Assume the

network is complete, i.e., without configuration a defect, then the number of rank
defects of A is equal to the number of datum defects d of the network. After a definition
of the datum of the network has been given by

G'x=0 (4)

with the rank of matrix G being equal to the number of rank defects of A , then the
variance-covariance matrix of the estimated coordinates is given by [7]

C:= G (ATPA+GG ) '=H(H GG H) ' H' (5)
where the matrix H spans the null space of matrix A, satisfying the relation
AH=0 (6)

and for a two dimensional trilateration network with m geodetic points, matrix H is
expressed as [1, 9]:

1 0 ... 1 0
H'=| 0 1 ... 0 1 (7)
gL Xm Y
with (X0 : y?) (i=1, ... , M) being the approximate coordinates of net-points. If

matrices G and H are equal then the so-called inner constraints are used in the
adjustment procedure.

3- ANALYSIS OF THE PRECISION CRITERIA

3.1 The Common Precision Criteria

In geodetic network, the variance-covariance matrix of the adjusted coordinates contains
all information that contributes to determine the precision criteria. Two types of
precision criteria are used, the local and the global measures of precision. These
precision criteria can be summarized as follows [4, 6]:

1- The standard deviations of the net-point coordinate can be given as follows:

GXZC?O m Gy:l‘j}o \/@ (8)

2- The positional error (standard point error) of the net-point
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op = + /o8 +05 =G0 [Qx +Qyy (9)

3- The absolute error ellipse which is a graphical representation of the precision of the
estimated net-point coordinates. The three parameters of the standard absolute error
ellipse for any point can be computed as follows:

A=00. [(Qu +Qyy +Q)/2
B=do. J(0.+0,-0)/2 (10)
2
20 =arc tan {i}
QXX _Qy}r

in which
Q= | (Qu—Qy)* +4Q%y

where A and B are the semi-major and semi-minor axis of the error ellipse,
0 is the angle between the semi-major axis of the ellipse and the x-axis,
Qxx, Qyy and Qxy are the elements of the cofactor matrix of the adjusted
coordinates [8].

4- The mean standard errors of the coordinates of all network points are defined as a
global measure of precision, and given by

Oc = Wf—trazcmé ) (11)

5- Another global measure of precision is the mean positional error, which is known in
German literature as the mean network error and given by

oN = G . V2 = 1/“%6® (12)

6- The generalized network error (Gyy) or the geometric mean of the eigenvalues is
also defined as a global measure of precision, and given by [6]:

ow = 7det(C) (13)

which is dependent on the determinant of the estimated variance-covariance matrix of
the adjusted coordinates.

7- The largest eigenvalue of the covariance matrix of the adjusted coordinates (Apgy) is
also global measure of precision

Mrex(G) = M (14)
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which can be regarded as an indication of the least precise position in the network.
Both the difference between the largest and smallest eigenvalues ( Ayypx- Arin) and

the ratio of (Ayyax / Aprin) are also used to judge the homogeneity of the network [4].

3.2 The Precision Concept in Fixed Geodetic Network

In fixed geodetic network, the positional error of the new net-point (Gpl) can be

computed from the estimated Coordinates difference between an arbitrary fixed point
Pe(XE, YF) and the new point B (X, §;) as follows:

X = X - XF , N = 9 - ¥F

Applying the variance - covariance propagation law, it gives the standard errors of the
coordinates differences [7]

OAxg = Ox; ’ OAym = Oy

+ \/G%XH +G£yl:| = J_r\/o)z(i +oy; = op (15)

The above positional error can also be computed from both the estimated distance (§Fi)

And then

and the estimated direction (fFi) between an arbitrary fixed point (Pr) and the new
point (B ) using the following relations:

e e

By applying the law of variance-covariance propagation [7, 8], it was found that

GS?H: cos?t; . G)Z(i +sin? ;. Gg’i +2sinfy;. costs. Ox;y; (16)
and
xR = 4%— [sinz'fpi.c)z(i + coszfpi.GSZIi - 2sinfy. costs. Ox;y; | (17)
Fi

From the standard error of the estimated direction G;_, the standard cross error (GqFI)
can be estimated as

ogg = Sri- o1 P (18)

Based on the above two equations (16) and (18), one obtained

+ [08g +ogy = +,o% +Oy; = O (19
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From these results, it can be concluded that, in fixed geodetic network the positional
error of any new net-point is identical with the standard error of the Coordinates
difference between the new point and an arbitrary fixed point. Furthermore, it is also
identical with the geometric addition for the standard error of the estimated distance
between the new net-point and an arbitrary fixed net-point and the standard cross error,
which can be obtained from the standard error of the estimated direction between the
new net-point and an arbitrary fixed net-point.

3.3 The Precision Concept in Free Geodetic Network
It is well known that, the free geodetic network has none fixed points. Consequently, all the

net-point coordinates are allowed to receive corrections after performing of the adjustment
process. The positional error (Op, ) in free network can be obtained from the Coordinates

difference between a net-point P; (X, fﬁ) and the network centroid Ps (Xs, Ys) as follows:

X =% - Xs , A =% - Ys
By putting i = 1, and applying the law of covariance propagation [7], it was found that

QAX]_AX]_ = QX]_X]_ + %] ( QX1X1 + QX1X2 to + QX]_Xm )

In the free network, the sum of the elements in brackets for the above equation is equal
zero [5, 9], then

QAXlAX1: QX1X1 or GAX]_ = GX1
Similarly, (20)
Qayiy1 = Quaya or CAy1 = Oy

Based on the results obtained from equation (20) the following can be obtained

\/G%X +G£yl £ XI+ yi = OR (1)

The above positional error (Gpl) in free network can also be calculated from both the

estimated distance (§,) and the estimated direction (fi) between a net-point P,()Aﬁ : §1i)
and the network centroid R5(Xs, Ys) as follows:
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S= VRO w0 oo (32

By putting (i= 1) and applying the law of variance-covariance propagation, it was found that:

— 2 3 A ain . 2 owin? §
Oz €087 1 .Qy x, T2 oS 11.Qy y 5N £, Qy .

11
L, 1-2m
_ [COS‘- jr1 (QXIXI Q.Tl.‘t'j JHEEEER _QXIXm )
m
+sinf,. cos ifl(le,(ﬁ,1 + QXN:'Q + ... —Qxﬁ,m )]
T3 2 .(Qxlxz _szxg_ ------ _ngxm]
m
+sin f, COSfl(ngyl Qx, vy, T e va‘m )]
1 h 3
- —2[(305"' rl(Qxlxm_szxm_ ------ _mexm)
m
+sint . cos 4, (Qy v, T Qxy, T Qx v )]
1-2m . - s
+ —— [sin 7, . cos -’1(Qx1y1 —Qxﬂ,1 +...... —me},l)
m~ B
£ oin? f 4 4 4
sin? .fl(Q},ﬁ1 Qyyy T Qy,y. )]
1 .. - -
+ —2|s-',111 I, .cos T1(Qx1y2 —Qxﬂ2 +...... _me?z )
m
+ sin .='1(Q,‘rlij _Q‘j-'g*v'n ...... Q,”,vm)]
I . - oz
+— [sin 7, . cos "'1(Qx1§;m _sz}'m o —me},m)
m
+ sin? f, (Q}'ﬁ’m Qy,y, T Qy_v. )]

As mentioned before, the sum of the elements in brackets for the above equation is
equal zero [5, 9]. The standard error of the estimated distance between a net-point P; and
the network centroid Ps can be obtained in general form as

0 = 6,,/CO8tQ,, +2sint; cogQ,, +SIFtQ,, (22)
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For the direction:

2 - .o ~ y o
ST @y, =sin 1, Q‘ x; — 28I f.cos £ Qg FC0s* 1 Qy

I

..-1]1 ,
[51“"_ " (Q‘El 1 Q‘\I‘.w JETITEE _Qxlxm)
Il'.l.
= sinf; €08 £(Qxy, T Qxyy, Tt Qxyy, )]
.- .
— [sin? rl(Qx-sxl *Qx,x, *"-'"_"Qx«xm )
m- - - B
= sin 4. cosf(Qx,y, * Qx,y, T ¥ Qx,y, )]
N m= m‘Q"J";m‘ """ d:-Q""m";m)
—sinf.cost, (Qx_y, * Qx_y, ¥ ¥ Qx_y_ )]
C1-2m .- -
+ — [-sin 7. cos 4 (Qxy, *Qx,y, T Qx v, )
Teos® 4 (Qyy; T Qypy, T o™ Qyyyy, )]
.1 . = - _
+ — [-sinf,. cos 1, (Qy vy, T Qx,y, ¥ Qx v, )
m-~ o T o
T COS5 rl(Q}']}': Q\- % 3 -.-Q\- 1‘-"“.1 }]

+ Wl—[-sin f .cos fl(QX1ym+QXZYm+ """ +QXmYm)
+ cos? f (leym + Qyzym+ ...... + QYmYm )]

Because of the sum of the elements in brackets is equal zero [9]. The standard error of
the estimated direction f, between a net-point P and the network centroid R5 can be
written in general form as;

_ P Gy o [GsitQ,,, —2sin cofQ,, +c0stqQ,,) (23)

The standard cross error G4, can be calculated as
|

Ggy. = Gy |/ (SIFEQ,, —2sin; cogQ,, +€0%Q,,) (24)

Based on the results obtained from Eq. (22) and Eq. (24), the following can be obtained

* ,/Ggi +G§ti = G\ Qax Qyi = OR (23)
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From these results, it can be concluded
that, in free geodetic network the
positional error of any net-point op IS

identical with the standard error of the
Coordinates difference between the net-
point and the network centroid.
Furthermore, it is also identical with the
geometric addition for the standard error
of the estimated distance between the
net-point and the network centroid and
the standard cross error, which can be
obtained from the standard error of the
estimated direction between the net-
point and the network centroid.

3.4 The External and Internal Precision
Concept

According to the analysis of the
previous two sections, it was found that:

1- The positional error (Gpl) in fixed

geodetic networks has different
geometrical meaning than those of
the free networks.

2- In  fixed geodetic  networks,
Op, describes the positional
precision of any new point related to
the fixed point and can be therefore
named as the external positional
error.

3- In free geodetic networks, (Gpl)

describes the positional precision of
any net-point related to the network

G

5

centroid and can be therefore named
as the internal positional error.

Similarly, (o) for both fixed and

free geodetic networks can be also
named as the external and internal
mean network error respectively.

Consequently, the  comparison
between free and fixed geodetic
network using the common
positional error (Gpl ) is invalid.

The expressions external and internal
precision were first introduced by
MEISSL [5] and it is still being used
up-to now in many literatures [1,3,4,9].

3.5 The Internal Precision Concept in
Fixed Geodetic Network

It was necessary to find a measure to
describe the internal precision in fixed
geodetic network. This measure can be
named as internal positional error. As in
the free geodetic network, this measure
can be obtained from the geometric
addition of the standard errors of the
estimated distance and the estimated
direction between any new net-point
and the network centroid (average of the
all coordinates of only the new net-
points).

The distance computed from the
estimated coordinates of the new net-
point (PF) and the network centroid

(R) can be represented as

(26)

Applying the law of variance-covariance propagation [7, 8] gives,

aiT. Q.

Qs=
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Where (Q) is the weight coefficient (cofactor) matrix of the estimated coordinates and
the vector (@j) can be computed from the partial derivatives of the estimated distance
with respect to the estimated coordinates of the new net-points,

ajl = [% ...... %% ....... %} (28)

Where
é,\':m__lcos | , éAlz——COSfl
2 X
é:: —sin £ , %:——sinﬁ
i=1, ... ,m , k=1, ... ,m and k=i

It should be taken into account that before the computation of the weight coefficients for
the estimated directions (fi), from the adjusted new points to the network centroid, an

optimal orientation angle (z) should be subtracted. This angle can be obtained from the
obvious condition that the sum of the squares of the cross errors, which calculated from
the directions from the new points to the network centroid, should be a minimum. The
optimal orientation angle can be obtained in the general case as follows:

T
>

The orientation direction (Ij) can be computed from the estimated direction (fi) and the
optimal orientation angle (z) as follows,

(29)

S Sffﬁsgflrs.z.]....#saﬁn
A (30)
f =arctan Y, :ys
Applying the law of variance-covariance propagation [7, 8] gives,
Qrir;= bi . Q. by (31)

The vector (Dj) can be computed from the partial derivatives of the orientation direction
with respect to the estimated coordinates of the new net-points
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(32)

= %a(m@/l ....... —m

where

Ge (] -y s it |

- F{éﬂ[ -7 )m-0°%8 5, cot |

ai
i
8 L P -, s Y|
aj

ms?

Do ()51 95,08, - X5,c08|

ms?
i=1, ... ,m , k=1, ... ,m but k=i
and  j=1,.... , m but j#izk

In order to avoid the interference with the external precision, the measure of the internal
precision for the fixed network should be denoted by the subscript (in), then the internal
positional error of the new net-point can be calculated from the following equation:

0§ +0g, = G Qs+ Qe (33)
Qs + Qurigr = Qg S'Zinfi = (qupl )in (34)

in which

and the internal mean network error is given as follows :

(oN)in = \/r_]ﬁ|0%in| = &)\/%‘(Qpp)in\ (35)

4- NUMERICAL EXAMPLE

The above derived results are illustrated using a schematic two-dimensional trilateration
network. Eight new points with unknown coordinates (P1, P2......... , P8) make up this
local network. As shown in Figure (1), the network points (P1, P2, P7, and P8) are
connected to eight reference points (A, B, C, D, E, F, G, and H). Table (1) shows the
approximate coordinates of the new network points according to the chosen local
horizontal coordinate system. By the least squares method, the network was adjusted
using the parametric technique [7].
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400m

A
Table (1): The approximate coordinates *
of the network points. g
S
Points | x Pil
(m) y (m) B 55—
P, 800.000 | 400.000
P, 400.000 | 400.000
Ps3 400.000 | 800.000 He—400m ¢
Py 800.000 | 800.000 P,
Ps | 400.000 | 1200.000 5
Ps | 800.000 | 1200.000 | IS
P; 400.000 | 1600.000 G
Pg 800.000 | 1600.000 y

For the clarity of this study, the local
trilateration  network illustrated in
Figure (1) should be adjusted in four
variants. In the first, second and third
variants, the network were adjusted as a
fixed network using the over-
constrained adjustment approach with
eight, six and four fixed points
respectively. For the fourth variant, all
the fixed points were eliminated and the
network was adjusted as a free network
using the inner restricted method.

All the computations were performed on
a PC computer. The computer program
used to adjust the geodetic network
using the above mentioned approaches
and to estimate the external and internal
precision criteria for fixed and free
geodetic networks was developed by the
author.

5- RESULTS AND DISCUSSION
I- Table (2) contains the common local
precision criteria (c5|:1I , Aj & Bi) of

all estimated net-points for the four
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Figure (1): A schematic geodetic network.

variants of the trilateration network.
From the obtained results, it was
found that:

1-

As the number of fixed net-points
decrease, values of the external
local precision criteria (Gpl, A

and B;) increase (see variants 1, 2

& 3).
The external local precision
criteria  gave the  biggest

numerical values of the farthest
point from fixed network points
(see variants 2 & 3).

Comparing the external local
precision criteria in the variants (1, 2
& 3) numerically show that they are
different from each other. This
illustrates that the variance-
covariance matrix and all the
common precision criteria depend
upon the choice of the
computational base. Consequently,
they are not invariant with respect to
datum transformation.
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Table (2): The common local precision criteria

Variant (1) Variant (2) Variant (3) Variant (4)
8-Fixed points | 6- Fixed points | 4- Fixed points | Free Network
ABCDEFGH| ABCDE, &F AB,C&D
n 24 22 20 16
u 16 16 16 16
d - - - 3
r 8 6 4 3
Py 1.14 1.29 1.32 1.20
P, 1.14 1.94 2.10 1.20
Ps 1.50 1.74 1.99 1.01
Op Py 1.50 1.69 1.88 1.01
(cm) Ps 1.50 1.57 1.88 1.01
Ps 1.50 1.60 1.99 1.01
P, 1.14 1.15 1.32 1.20
Ps 1.14 1.17 2.10 1.20
Py 0.84 0.99 1.00 1.02
P, 0.84 1.52 1.64 1.02
Ps 1.23 1.38 1.66 0.84
A P4 1.23 141 1.56 0.84
(cm) Ps 1.23 1.28 1.56 0.84
Ps 1.23 1.33 1.66 0.84
P, 0.84 0.85 1.00 1.02
Psg 0.84 0.85 1.64 1.02
P, 0.77 0.83 0.86 0.65
P, 0.77 1.20 1.32 0.65
Ps 0.85 1.05 1.11 0.56
B P, 0.85 0.94 1.04 0.56
(cm) Ps 0.85 0.92 1.04 0.56
Ps 0.85 0.90 111 0.56
P, 0.77 0.77 0.86 0.65
Ps 0.77 0.80 1.32 0.65

4- Free network adjustment using the inner constrained approach (variant 4) gave
the smallest numerical values of all common local precision criteria (cs|:>I , Al &

Bi ). This means that, this technique has an important characteristic of having
minimum norm and minimum trace. The results obtained from this adjustment
gave the internal precision criteria of the free networks (variants 1, 2, 3 & 4) and
Figure (2).

5- In free geodetic networks, internal precision decreases as we move towards
external boundaries of the network, while internal precision is a maximum around
the network centroid.

Il- Table (3) gives the common global precision criteria for the four variants of the
network. From these results, it can be noted that:
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Table (3): The common global precision criteria

Variant (1) Variant (2) Variant (3) Variant (4)

8-Fixed points 6- Fixed points | 4- Fixed points | Free Network
AB,CDEFGH| ABCDE &F| ABC&D
trace (Q,)* 14.16 19.05 27.31 9.91
oc (cm) 0.94 1.09 1.31 0.79
oN (cm) 1.33 1.53 1.85 1.11
det (Q)* 0.12 2.79 30.98 0.01
ow (cm? 0.77 1.14 1.54 0.56
Amax (€cm?) 1.51 2.31 2.76 1.04
Amin (cM?) 0.59 0.59 0.74 0.31
Amax — Amin (CM?) 0.92 1.72 2.02 0.73
Amax | Mmin 2.56 3.92 3.73 3.35
* unitless

1- As the number of the fixed points
in the network decrease, the
numerical values of
trace (Q), det (Q) and the all

external global precision criteria
increase (see variants 1, 2, &
3).

2- The trace and the determinant of
the weight coefficient matrix and
the all external
global precision criteria depend
upon the choice of least squares
adjustment techniques and the
computational base.

3- Free network adjustment using
inner constrained approach
(variants 4) gave also the smallest
numerical values of all global
precision criteria. This means that,
the numerical values of internal
global precision criteria in free
networks were less than the values
of external global precision criteria
in fixed networks.

Ill- Table (4) shows the internal weight
coefficients which are used to
compute the internal positional errors
of the estimated net-points, while
table (5) shows the external and
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internal  positional errors of the
estimated net-points as well as the
external and internal mean network
errors for the four network variants.
Comparison of the numerical values
for both external and internal
precision criteria showed that:

1- In fixed geodetic network, the

internal  positional errors are
always smaller than

external positional errors of
the estimated net-points.

2- In free geodetic network, op =

(GpI )in . This means that, the
common positional error (OPp, )

describe the internal precision of
the estimated net-points and it can
be calculated directly from the
variance-covariance matrix (G)
using equation (9). Therefore, it is
not necessary to calculate the
internal weight coefficients

(QSiSi ) (QQriQri ) and (QPIPI Jin-

3- The external positional errors of
the estimated net-points (Gpi) as

well as the external mean network
error (ON) were dependent on

choice of the reference datum.
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4- As the number of fixed points for

geodetic networks decrease, the
numerical values of both external
and internal positional errors of
the estimated net-points and also

external

network
variants 1, 2 & 3).

and
errors

internal
increase

mean

(see

5- Internal positional errors of the

estimated net-points and internal
mean network error in free
geodetic  networks gave the
biggest numerical values than
those obtained for fixed networks
(see variants 1, 2, 3 & 4) and
Figure (3).

Table (4): The internal weight coefficients of the estimated net-points

Variant (1) Variant (2) Variant (3) Variant (4)
8-Fixed points 6- Fixed points | 4- Fixed points Free Network
AB,CDEFGH| ABCDE &F| ABC&D
P, 0.365 0.385 0.495 0.696
P, 0.365 0.685 0.689 0.696
Ps 0.501 0.569 0.622 0.623
s | p, 0.501 0.544 0.615 0.623
(unitless) | p, 0.501 0.527 0.615 0.623
Ps 0.501 0.512 0.622 0.623
P, 0.365 0.428 0.495 0.696
Pg 0.365 0.402 0.689 0.696
P, 0.458 0.540 0.742 0.752
P, 0.458 0.665 0.748 0.752
Ps 0.366 0.367 0.383 0.405
Qi P, 0.366 0.399 0.400 0.405
(unitless) | pg 0.366 0.369 0.400 0.405
Pe 0.366 0.379 0.383 0.405
P, 0.458 0.558 0.742 0.752
Pg 0.458 0.478 0.748 0.752
P, 0.823 0.925 1.237 1.448
P, 0.823 1.350 1.437 1.448
Ps 0.867 0.936 1.005 1.028
Qpdin | p, 0.867 0.943 1.015 1.028
(unitless) | p, 0.867 0.896 1.015 1.028
Ps 0.867 0.891 1.005 1.028
P, 0.823 0.986 1.237 1.448
Pg 0.823 0.880 1.437 1.448
[Qrlin 6.760 7.807 9.388 9.904
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Table (5): The external and internal positional errors of the estimated net-points (cm)

Variant (1) Variant (2) Variant (3) Variant (4)
8-Fixed points 6- Fixed points | 4- Fixed points Free Network
ABCDEFGH| ABCDE &F| ABC&D
opy 1.14 1.29 1.32 1.20
g opy 1.14 1.94 2.10 1.20
2 op3 1.50 1.74 1.99 1.01
]
& Opy 1.50 1.69 1.88 1.01
£ opg 1.50 1.57 1.88 1.01
Q
% Opg 1.50 1.60 1.99 1.01
op7 1.14 1.15 1.32 1.20
Opg 1.14 1.17 2.10 1.20
ON 1.33 1.53 1.85 1.11
(©Pin 0.91 0.96 1.11 1.20
(©p)in 0.91 1.16 1.20 1.20
g
S | (op3)in 0.93 0.97 1.00 1.01
;,:6 (GP4)in 0.93 0.97 1.00 1.01
s | ©ps)in 0.93 0.95 1.00 1.01
g (oPe)in 0.93 0.94 1.00 1.01
(©P7)in 0.91 0.99 1.11 1.20
(oPg)in 0.91 0.94 1.20 1.20
(oN)in 0.92 0.99 1.08 1.11
2.2
2.0
1.8
‘5. 1.6
o 1.4
1.2
1.0
0.8

P1 P2 P3 P4 PS5 P6 P7 P8
Network Points (P)

—e—Variant (1) —e—Variant (2) Variant (3) —e— Variant (4)

Figure (2): The external positional errors of the estimated net-points (cm)
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Figure (3): The internal positional errors of the estimated net-points (cm)

6- CONCLUSIONS

The following conclusions can be
obtained from the previous discussions:

1-

In fixed geodetic networks,
positional errors of the estimated
net-points have different
geometrical meaning than those
for the free networks. They
describe the external precision
for fixed networks and would be
defined as external positional
errors of the net-points, while
they describe internal precision
for free networks and would be
defined as internal positional
errors of the net-points.

In free geodetic networks, both
internal positional errors of the
net-points and internal mean
network  error would be
calculated directly from the
variance-covariance matrix of
estimated net-points coordinates.
In addition, the internal
precision decreases at the
external boundaries of the
network and internal precision is
a maximum around the network
centroid.
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3-

In fixed geodetic networks, both
internal positional errors of the
estimated net-points and internal
mean network error would be
calculated by applying Eq. (33)
and Eq. (35).

By calculating the internal
precision criteria in  fixed
geodetic networks, comparison
between both fixed and free
geodetic networks is valid.

5- Both internal positional errors of

the estimated net-points and
internal mean network error in
fixed geodetic networks are
always smaller than both
external positional errors of the
estimated net-points and
external mean network error.

6- In fixed geodetic networks, the

net-points farthest away from the
fixed points will obviously have
the largest error ellipses and the
biggest values of both internal
and external precision criteria.

7- As the number of fixed net-points

or outer constraints increase the
internal precision of the geodetic
network increase as well.
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Applications of feature selection-based approach to detect web application
vulnerabilities
Waleed Abdu Zogaan
Department of Computer Science, Faculty of Computer Science and Information
Technology, Jazan University, Saudi Arabia

Abstract:

Today, web applications are widely used by millions of companies and other organizations to
facilitate and offer their services on the internet. However, building a secure environment for
these websites is expensive and challenging. Feature Selection (FS) methods are effectively
employed to detect such vulnerable components in web applications. These techniques can
bring accurate results by specifying the most informative features, enabling developers and
managers to monitor and control their websites better. Therefore, this paper uses Dwarf
Mongoose Optimization Algorithm (DMOA) as a metaheuristic FS-based approach to select
the optimal informative feature subset. The DMOA is validated on an open-source dataset for
web application vulnerability. Overall experimental results show that DMOA achieves better
performance outcomes with a faster convergence speed compared to Particle Swarm
Optimization (PSO), Aquila Optimizer (AO), Reptile Search Algorithm (RSA), and Snake
Optimizer (SO) FS methods.

Keywords: Web security, detection, metaheuristic algorithms, Feature selection, machine
learning.
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1. Introduction

Web applications represent the most cost-
effective manner for providing facilities to
millions of businesses and organizations to
offer their services on the internet. The
flexible accessibility provided by these
services made an individual's life more
accessible and conformable, shaped the
world, and turned the universe into a
global

village [1]. On the other side, this
flexibility makes them vulnerable to many
different categories of attacks from
malicious users because attackers use
sophisticated attackers to circumvent these
services. For instance, an XSS attack
ranked as the second type due to the
available tools to launch this attack with
minimum  knowledge to attack web
applications [2].

Information  exploitation and  web
vulnerability threaten web applications,
confirming the additional requirements for
security measures. Since testing s
typically performed manually and with
high precision, it is very demanding. It is
hard to defend against developer
carelessness, and therefore, could lead to
several types of vulnerabilities in the code,
which on the other hand, could be later
exploited [3]. Static, dynamic, and hybrid
analysis methodologies  all have
drawbacks. The disadvantage of static
analysis is that not all programming
languages are supported, and the findings
produced by static analysis tools frequently
contain false positives. Dynamic analysis
tools cover not all the execution paths,
generating high false positives and
negatives. [4], while the hybrid analysis
method uses both types of analysis to
detect such attacks. However, this analysis
approach takes a long time in the analysis
process and is time-consuming [5 -7]. In
order to resolve the problems mentioned
above, hybrid analysis and Machine
Learning (ML) are required.

Recently, ML and Meta-Heuristic (MH)
methods have shown great potential in web
security applications. In [8], the authors
used MH along with a nonlinear regression
algorithm as an effective manner for
website phishing. In [9], multiple FS
methods are employed to choose the most
critical features, and then the selected ones
are used as inputs to the Support Vector
Machine (SVM) for Intrusion Detection
(ID). In [10], a method for detecting XSS
attacks is presented using three ML
models, including naive Bayes, SVM, and
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decision trees, to detect XSS. In this
method, the authors used a manual feature
extraction technique to specify the most
informative features to train ML models. In
[11], ML approaches are used to classify
user inputs using blank separation and
tokenizing to detect malicious web code. In
[12], the authors employed Genetic
Algorithm (GA) to detect cross-site-
scripting from source code before
deploying an application. In another work
[13], the authors combined GA and
Reinforcement Learning (RL) to tackle the
problem of XSS attack. In [14], two MH
methods are incorporated for a better
feature selection: Moth flame optimization
and hill climbing for ID.

MH methods are popular in FS research
because of their strong self-learning
capabilities, which can maintain a
relatively high detection accuracy of such
vulnerabilities in web applications. The
main contributions of this paper can be
summarized as follows:

e Applications of feature selection-
based approach using the DMOA
method to detect web application
vulnerabilities is presented

e The effectiveness of the DMOA

approach is investigated using
several quantitative evaluation
measures, including  accuracy,

fitness values, and the number of
seceded features on a publically
available  dataset for  web
vulnerabilities

e The performance of DMOA is also
compared with some other MH:
PSO [15], AO [16], RSA [17], and
SO [18].

The remaining parts of this paper are
structured as follows: In section 2, a brief
overview of the DMOA is described.
Section 3 presents experimental results,
datasets description, evaluation metrics,
and discussion. The concludes of this work

with  future research directions are
provided in Section 4,
2. Dwarf Mongoose Optimization

Algorithm (DMOA)

DMOA is an MH method [19] introduced
in 2022 to simulate the behavior of prey
size limitation, social organization, partial
traveling life, and others of the dwarf
mongoose. The DMOA begins with
initializing a set of random candidate
populations of mongooses between the
Upper Boundary (UB) and Lower
Boundary (LB) of the given problem. The
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optimization process is represented in the
following phases:

Alpha group

After  population initialization, the
probability value for the suitability of each
population can be computed as follows:

_fiy

The number of mongooses in the a group
is represented by a —bs, where bs is the
number of babysitters and peep s the
vocalization made by the alpha female to
guide the family along a path. Every
mongoose sleeps in the first sleeping
mound. The DMOA employs the following
in order to generate a candidate food
position:

D)

X

Xit1 = x; + phi + peep (2)
where phi is a random number in the range
of [0, 1]

After every iteration, the sleeping mound
sm can be given as:

o S tiea = [t €©)
Y omxalfityy, fit |
Table 1. Dataset description
Dataset  Year No. of No. of
features samples

ICML-09 2009 29,09,162 23,96,000

While the Average (Avg) value of
the sm can be represented as :
(4)

Avgsm = 2z

In the next (scouting) phase, DMOA
fulfills the babysitter exchange condition,
followed by an assessment of a new food
source.

1. Scout group
Mongooses never return to the previous
sleeping mound, and hence, this phase

influenced by the overall mongooses'
performance, guarantees exploration as the
family eats sufficiently. The scout
mongoose can be presented as in Eq (5).
X; is a vector that controls how the
mongoose moves to the new sm, CF a
parameter that controls the collective-
volition movement, and it is reduced
linearly at the same time as iterations,
rand is a random number in the range of

[0, 1] and Misa mongoose's motion vector
to the new sm.

2. The babysitters

Babysitters stay with the youngsters and
are toured periodically to facilitate the
female alpha (i.e. the mother) to lead. She
comes back at noon and in the evening to
nurse and serve the little ones. The
population affects DMOA as it decides the
number of caretakers.

3. Experimental results

This section briefly describes the collection
of wvulnerable and regular URLs, the
selection of parameters of different search
optimization algorithms, and evaluation
measures. Finally, experimental results are
discussed and the hypothesis is tested
using a statistical test.

3.1.Experimental setup

In this section, a dataset regarding web
vulnerabilities used for evaluation and
experimental parameter settings for
DMOA and four competing optimization
algorithms is discussed. This dataset was
published in 2009 and comprises two URL
feeds collecting a total of 20,000 URLs per
day except for zeros-day, which has 16,000
URLs [20]. The average ratio of benign to
malicious URLs is 2:1. The experiment
was conducted for 120 days, resulting in a
total of 23, 96,000 URLSs, and each of them
is represented using 29, 09,162 features.
The dataset is summarized in Table 1.

The common parameters in this study, such
as population size and the maximum
number of iterations, are empirically set as
20 and 100, and each method is
independently run 20 times to avoid

seeks the next sm. This movement, random behavior and achieve reliable

X; — CF * phi * rand[X; — M] (5)

Xip1 = { t * phi » rand[X; J if Avgsm;,, > Avgsm;
X; — CF * phi * rand[X; — M]

where,

iter
_ _ iter maxiper, 4 _ n Xi*smi
CF = (1 maxiter) e and M=), X,
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statistical evaluation. All the methods are
executed as per their implementations in
their original work. The parameter settings
used for this method are given in Table 2.
All the experiments are conducted on a
computer with a 3.13 GHz PC with 32 GB
RAM and Ubuntu 22.04.1 LTS operating
system and implemented using Python
Scikit-learn.

3.2. Evaluation measures

In this section, the most commonly used
evaluation measures to evaluate detection
systems are discussed to compare the
DOMA and the other four competing
algorithms. Considering the hypothesis for
detecting wvulnerable URLs (positive
cases), various measures can be used to
evaluate DMOA efficiency, and they are
calculated as follows:

A — TP + TN (6)
" TP+TN+FN + FP
Drecision — TP
recision = TP n Fp (7)

Recall = il

T TP+ FN 8)
_ 2PR

F1-score = m (9)

where, True Positive (TP) and True

Negative (TN) denote the examples of
URLs correctly detected as vulnerable or
regular. False Positive (FP) represents
regular URLs misclassified as vulnerable.
On the other hand, False Negative (FN)
denotes the vulnerable URL incorrectly
predicted as regular. If several regular
URLs are predicted as vulnerable, then FP
increases, which results in decreased
precision. Similarly, if many vulnerable
URLs are not detected, then FN increases
and recall decreases. It must be noted that
for most real-world vulnerability detection
systems decrease in the recall is more
critical than precision.

3.3.Experimental results and discussion

In this section, the efficiency of the
DMOA is examined and discussed using
the real-world dataset provided in Table 1.
Table 3 gives the fitness value and
Standard Deviation (STD) of the DMOA

Table 3. Comparative performance analysis of the fitness values from different MH

methods
Metric PSO RSA SO AO DMOA
Best 0.0369 0.0406 0.0340 0.0310 0.0306
Worst 0.0714 0.0713 0.0653 0.0643 0.0631
Avg. 0.0413 0.0432 0.0375 0.0372 0.0348
STD. 0.0082 0.0047 0.0053 0.0057 0.0052
0.07 [y :
] —====PS0D
I X AD
0.06 B ReA
@ N SO
= L DMOA
= 0.05 N
o \“T'—"‘-‘;‘_}‘
a A
B Nemdea N e _
iC 0.04 | SO leiviepisiaisiet S
1\ ___‘“""\. ........
X
= -,
0.03 ' ' ' ' ' ' EE————
0 10 20 30 40 50 60 70 80 90 100

Number of iteration

Figure. 1. Convergence behavior of PSO, AO, RSA, SO, and DMOA using ICML-09
dataset for malicious URL detection.
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Figure 2. Box plot of the accuracy of MH methods using ICML-09 dataset malicious
URL detection.
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Accuracy Precision Recall F1-score
uPSO 96.68 86.68 95.7 90.97
mAO 95.69 86.69 95.45 90.86
RSA 97.56 86.96 95.92 91.22
mSO 97.85 87.37 97.02 91.94
DMOA 98.02 87.97 97.91 92.68

Figure 3. Quantitative comparison of MH methods using ICML-09 dataset malicious

URL detection

and other methods. As per the results in
table 3, the DMOA got the best and the
smallest results in terms of fitness and
STD, which reflects its stability as an FS
method compared to PSO, MVO, SSA and.
AOA methods.

Figure 1 shows the convergence behavior
of all the methods. From this figure, it can
be seen that the DMOA has a faster rate of
convergence speed than that of the other
competitors over the defined number of
iterations, while SO ranked second,
followed by RSA, PSO, and AO.

The box plot is also used to check out the
distribution of accuracy obtained by each
method, as given in Figure 2. It shows that
DMOA achieved the best results compared
to trot PSO, AO, RSA, and AO methods.
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The results in terms of the evaluation
measurements are illustrated in Figure 3.
This figure shows that DMOA has the best
outcomes in terms of all the used
measures. Overall the results confirm that
DMOA can be used as an FS method for
detecting malicious websites.

3.4.Statistical test

Five MH algorithms with 20 independent
runs are subjected to the Friedman test, a
popular non-parametric two-way analysis
of variances by ranks [47], to determine
the relevance of the performance
evaluation metrics. The test assumes that
the comparison methods perform equally
under the null hypothesis (H,), while the
alternative hypothesis (H;) assumes that
the performance of the comparative MH
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algorithms differs. The algorithm with the
highest accuracy ranking is the best
because it prefers greater values. On the
other side, because smaller values are
chosen, the lowest rank is best for OFS and
fitness as provided in Table 4.

In Table 4, the average ranks for five FS
algorithms with significance level a=0.05.
The highest p-value calculated using
Friedman's test for all five datasets was
0.0012, which is less than desired «a,
indicating that the results are statistically
significant. The DMOA gained the best
accuracy, OFS, and fitness value.
Statistically, AO has best feature selection
has it is shown in improved rank for fitness
even when accuracy is worst out of all five
of them. Similar improvement in fitness
rank is shown by PSO compared to RSA.

4. Conclusion and future works

In this paper, DMOA based FS approach is
presented, and an open-source web
vulnerability dataset is used to test the

Table 4: Friedman ranking results for the

five MH algorithms across all metrics.

Metric PSO AO RSA SO DMOA
ACC 285 275 290 3.10 3.40
OFS 355 285 321 3.05 2.40
Fitness 3.20 255 345 2095 2.35

efficacy of the DMOA. Results show that
the DMOA method gained better results
than PSO, AO, RSA, and SO in terms of
accuracy, fitness values, and the number of
selected features, and its convergence
speed is faster than the other comparative
methods. In the future, DMOA can be used
in different applications such as intrusion
detection, signal processing, and big data.
Another possible avenue is to work on
other MH methods to be applied as an FS
in the application of web security because
these optimization algorithms have shown
great potential in other domains.
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PREDICTION OF SCOUR AT BRIDGE ABUTMENT USING ARTIFICIAL
NEURAL NETWORKS
Yasser, A.M. Moussa

Civil engineering Department. College of Engineering. Jazan University

ABSTRACT

For effective foundation design, it is crucial to estimate the local scour depth for bridge
abutments provided with scour countermeasures such collars. To forecast the maximum local
scour depth at bridge abutments with various collar designs, artificial neural networks (ANNS)
utilized a variety of experimental findings that were gathered from the literature. Levenberg-
Marquardt algorithm is used to train a multilayer back-propagation method with one hidden
layer, which produces the most accurate and general neural network. The outcomes of the ANN
model are contrasted with those of the MLR model and numerical simulation. The proposed
model for predicting local scour depth using ANNs was shown to have good results (R?= 98.3%,
standard error= 0.03) as compared to numerical simulation (R?= 97.4, standard error= 0.04). In
addition, the MLR model is less effective than ANNs and numerical models for predicting local
scour at bridge abutments (R? = 80% and standard error = 0.11). These results share to have safe
foundation for constructed bridges in valleys and streams.

Keywords: ANN; Hydraulic structure; Bridge abutments; Local Scour; MLR
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1. INTRODUCTION
Scour around foundation of hydraulic
structures is responsible for nearly 60% of
bridge failure as reported by manual of
bridge maintenance (Richardson and Davis,
2001). U.S.

Administration carried out studies about the

Federal Highway
failure of 383 bridge. It was found, pier and
abutment involved in 25% and 72% for
bridge failure, respectively (Richardson and
Abed, 1993). Nemours of studies about
bridge failure were investigated (Johnson
and Dock, 1998; Melville, 1999). The scour
types that affects bridge safety are, local
scour, contraction scour and degradation
(Parker (1997)).

countermeasures is divided into, armoring

scour et al. Scour

and flow altering  countermeasures.
Armoring countermeasures include adding
an extra layer of mobile grains to resist shear
stress and therefore protecting the erodible
material ~ underneath.  Flow altering
countermeasures aim to modify the harmful
effect of flow characteristics by using spur
dikes, guide banks, parallel walls, collars,
etc., and therefore minimizing scour at
bridge foundations, (Deng and Cai, 2010).
Different types of scour countermeasures are
investigated (Lagasse et al. (2007); Barkdoll
et al. (2007)). The local scour depth at

abutments was investigated (Richardson and
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2001; Sturm, 2006; Kose and

Yanmaz, 2010). Numerical studies deal with

Davis,

simulation of scour around abutments were
carried out (Pu and Lim, 2013;Teruzzi and
Ballio, 2016). Experimental and numerical
investigation of scour around abutment
provided with different arrangements of
collar were studied (Abdel-Aal et al. 2010;
Mohamed et al., 2016a, b; Nasr-Allah et al.
2016).

artificial

The artificial intelligence using
neural networks was used in
different fields of engineering (Li et al.
2005; Xie et al. 2006). Azmathullah, (2006)
studied the local scour depth downstream
spillways using feed forward network of
ANN. Sung-Uk and Sanghwa, (2006)
estimated local scour around bridge piers
using ANN. Muzzammil, (2008) studied the
scour formed at bridge abutment using
ANNSs. Analysis of experimental data sets
were performed for local scour depth around
bridge abutments using artificial neural
networks (Sarlak and Tigrek, 2011). ANN is
used to predict the local scour depth versus
by
Mohammaddpour et al. (2013). In which,

time around bridge abutment
the artificial neural networks (ANN) is
considered as a computational model,
simulates the human nervous system to
recognize the sub symbolic pattern of data

processing (Kasabov and Nikola, 1998). The
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processing elements of ANN are arranged in
layers that connected by weights. The
process element, which is the decision

maker of the neural network system, implies
two functions; the first one is a sum function
(input function) while the second function is
the firing function (out function). The neural
network system is trained (adjusting the
weights values) by training algorithm, which
can be considered as a mapping between the
domain and the solution space of the
problem. Many researchers stated that the
feed-forward multilayer neural networks
which has at least one hidden layer and its
processing elements has an input function
(summation) and activate function (sigmoid
functions) can simulate approximately any
measurable function (Kurt Hornik et al.
1989; Cybenkot, 1989). Supervised learning
(learning with a teacher) is the most popular
and simple training algorithm to map set of
noisy training sample of input (excitation)
and output (responses) for the evaluated
function (Cornelius and Leondes, 1998).
Supervised learning is an algorithm in which
the input vector and its output answer is
presented to the network and the network’s
weight are corrected (training network)
according to the difference between the
simulated results. several

actual and

algorithms are used to train multilayer

131

neural networks. Back-propagation learning
algorithm has been the most fully considered
and used supervised learning algorithms for
neural networks (Ra"ul Rojas, 1996). Back-
propagation algorithm is an ineffective
algorithm because of it slow converge and
local minimum error. Levenberg—Marquardt
algorithm make the convergence of the
neural network training operation is stable
and fast (Bogdan et al. 2011).
1.1 OBJECTIVE OF
RESEARCH

In the present work, the ANN was applied to

PRESENT

simulate the local scour around different
shapes of bridge abutments provided with
different The

back propagation

arrangements of collar.
Levenberg—Marquardt
algorithm is used to train a multi-layer
neural network to mapping the relationship
between the scour around bridge abutment
with respect to the measured values; tail
Froude (v/(gy)"0.5; v: is flow velocity, g;
gravitational acceleration, and vy tailwater
depth) number, expansion ratio(e= B/(B-2b);
B: channel width, and b: abutment width) ,
entrance angle and shape of abutment, and
collar dimensions, see Fig.1 and Tablel

2. EXPERIMENTAL WORK

The Atrtificial neural networks through the
present data

(Mohamed et al., 2016a, 2016b; Nasr-Allah

study used experimental
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et al. 2016) to correlate the local scour depth
with other independent parameters. Table 1

and Fig. 1 present the details of

experimental conditions and  different

arrangements of bridge abutment and collar

around it. Details of experimental
procedures were clarified (Mohamed et al.,

2016a, 2016b; Nasr-Allah et al. 2016).

Table 1. Details of experimental conditions (Mohamed et al., 2016a, 2016b; Nasr-Allah et al.

2016)
Discharge (l/s) 3.5
Median sand size (mm) 1.77
Flow depth (cm) 3to7
Froude Number 0.20 to 0.55

Abutment width (b) cm

3.75,5.0,and 7.5

Entrance angle of abutment (6) (Degree)

10, 15, 30, 45, 60, and 90°

Collar width (L1) cm

45 ,6and 7.5

Radii arrangement of abutment (cm)

0,15,3,45,6,7.5,10.5, 18.5, 30.5, and 100

Collar Length (L¢) cm

12,135, 15, 20.5, 29, 37.5, 46 and 52

NG r
o RN Abutment b
L1 E hN \/ .
_ | Collar j

La — LC - —

B

e ——— -

i Collar :

! |

1 e

: ol */} Abutment l

1 7

L

Fig.1 General view of experimental model
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3. NEURAL NETWORK TRAINING
The data collected (Mohamed et al., 20164,
2016b; Nasr-Allah et al. 2016) are set up in

a form of matrix, each row (pattern) contains

a sample input and its corresponding
outputs. These patterns are divided
randomly into three subsets; training,

evaluation and test sets with ratios 40%,
20%, and 20% respectively (lvan, 2017).
The training set is used to adjust the weights
and biases of the net. While the evaluation
set is used to early stop the training
operation if the network performance of this
set remains the same or has not improved for
the defined numbers of iterations. Thee last
set is used to ensure the generalization of the
net only. There are many factors affecting
the training of the neural network to obtain
net
The used

neural network structure, Fig.2, consists of

the required performance; such as,

structure and the initial weight.

input layer, with 7 excitatory inputs, output
layer, with one node, and only one hidden
layer. The number of nodes in the used
hidden layer are changed, to obtain the more
accurate and generalize neural network. The
common structure of the wused nodes
(neurons) is shown in fig.2. The connection
weights are generated randomly between -1
and 1(Kasabov and Nikola 1998). Different

133

sets of weights are used for each net
structure, to obtain the more accurate and
generalize neural network.

After preparing the previous sets and
for each neural network (structure and set
weights) the training process is made

according the flowing steps;

1- Generate a random set of weights

and biases, their values are
between 1 and -1 (Kasabov and
Nikola 1998).

Calculate the output of the net
with the generating weights, and
estimate the sum of square error

(SSE) of the net, Eq. 1.
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1 P M
E(x,w) = Ez Z epm Eq.1
p=1m=1

Where; E is the error vector

X is the input vector

w is the weight and bias vector

p is the pattern number

m is the output number.

eom IS the difference between desired output and at output m

when applying pattern p.

3- Update the weights according to equation Eq.2.

Wierr = Wi = Uil + D)™ ey Eq. 2
Where; k is the index of iterations
J IS Jacobian matrix
I is the identity matrix
U is combination coefficient, positive large number

4- Estimate the SSE with the new weights set.

5- Compare resulting SSE of step 2 and 4;

a.

b.

If SSEstepz < SSEstep4

If SSEstepz > SSEstep4

1- reset the weight vector to the precious value
2- Increase p by a factor of

3- Goto step 3.

1. Keep the new weight vector.

2. Decrease p by a factor of

3. Goto step 3.
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Bias Bias

Hidden layer Output layer

Input layer

Fig. 2 The Multi-layer neural networks structure.

Sum (%)

Fig. 3 The process elements structure.

These steps are applied to different structures of ANN. In which, different numbers of
nodes in the hidden layer are examined. The number of nodes, in the hidden layer, are 7, 10 and
25. Each structure of artificial neural networks are trained many times with different initial

weight sets (about 15 trails for each).

4. PREDICTED MODEL USING MLR

Multiple linear regressions were applied for all experimental data (Mohamed et al., 2016a, b; Nasr-
Allah et al. 2016) to model the scour around bridge abutment that provided with collar. The proposed
statistical model correlated the relative local scour depth with other independent parameters. Many trails
were carried out to have the best equation for predicting local scour depth. The proposed equation has the

following form;
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ds

Yt

= —0.35 + 1.38 F, — 0.026e + 0.00346 + 0.03 = + 0.003 % + +0.33 22

Eq.3

The correlation coefficients and standard errors of Eq. 3 are 79%, and 0.11 respectively.

5. RESULTS AND DISCUSSION

As mentioned in the previous section several
trails of multilayer back-propagation with
hidden
Levenberg—Marquardt algorithm to obtain

one layer are trained with
the most accurate and generalize neural
network. The obtained neural network
mapping the relation between the scour
around bridge support with tail Froude
number (F;), expansion ratio (e), entrance
angle (6),Collar width and length ratios
(L/L, and L4/L), curvature ratio of abutment
(r/b),

abutment Ls/L. In the present study, different

and collar length ratio beyond
models of artificial neural networks (ANNS)
were generated to predict the local scour
depth around bridge abutment provided with
collar around it. In the predicted models,
different structures of artificial neural
networks (ANNSs) using different initial
weights were generated. The best four
developed models using ANN have the
following structures; two neural networks of
7-7-1 and the other models have a structure
of 7-10-1. The initial weights vary for each
pair of neural networks. The coefficients of
determination for the first pair (7-7-1), are

99.04% and 98.84%, while they are 99.12%
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and 98.82% for the second pair (7-10-1) of
ANN. The simulation results using ANNSs,
showed that, the efficiently of artificial
neural networks to model the local scour at
bridge abutment provided with different
arrangements of collar around it. The best
structure of ANN, from all tested models,
was (7-10-1). The proposed neural network,
could be used for predicting local scour
depth around bridge abutment provided with
collar with high efficiency. Table 2 presents
coefficients of determination and standard
error for the simulated models based on; i)
overall data set (145 patterns), ii) training
data set (87 pattern), iii) evaluation data set
(29 pattern), and iv) test data set (29
pattern). Table 3 presents the average
absolute error between numerical and ANN
models. The numerical model has average
absolute error, for predicting relative scour
depth, greater than ANN for data sets,
(Overall pattern, training set, evaluation set
and test set). The average absolute error for
numerical simulation is twice or more
compared with average absolute error for
ANN models. Fig. 4a,b,c presents the actual
versus simulated data for ds/yt for train,

validation, and test data sets. The scour
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depth at bridge abutment provided with
different arrangements of collar was studied
theoretically and experimentally (Mohamed
et al., 2016a, 2016b; Nasr-Allah et al. 2016).
The numerical models were created by
applying SSIIM (sediment simulation in
water intakes with multiblock option)
program. This 3D CFD model was based on
the finite volume method to solve the
Navier-Stokes equations. The overall
correlation coefficient (R?) and standard

error for the numerical results are 97.4%,

and 0.04, respectively. Comparison between
results of neural network and numerical
model (Mohamed et al., 2016a, 2016b; Nasr-
Allah et al. 2016) were clarified in Fig. 5. In
addition, the actual and predicted results of
relative scour depth by MLR were shown in
Fig.6. Figures 5 and 6 clarified that, the
neural

simulated models of artificial

networks, for predicting scour around
abutment, is better than the numerical

simulation and regression models (Eq.3).

Table 2. Standard error and coefficient of determination for the neural network 7-10-1.
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Type of pattern Standard error Coefficient of getermination
R
Over all pattern 0.032 0.98255
Training set 0.021 0.993255
Evaluation set 0.036 0.978292
Test set 0.050 0.944133
0.8
a) Train set
§ 0.6 Perfect line
5]
2
2 o4
o
Z
=02
(]
0.2 0.4 0.6 0.8
d./y, Measured
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0.2
0
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0.8
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Fig. 4 Actual data of ds/y; versus Simulated data using ANN has structure of 7-10-1 for a) Train
data set, b) Validation data set, and c) Test Data set.

0.8
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Fig. 5 The comparison between the actual value and the obtained one for both numerical
solution and ANN of structure 7-10-1.

o
00

® a) ANN 7-10-1

o
o

d./y, Predicted
=)
H

A 4, AA’
A M%

o

N
>

>

0 0.2

o ° o
A b) MLR- Eqn3 . o9 . & t
A
Perfect line A.! . AX§ éA A A
AA AN A
g BT
%’&A ® A
oo®
04 0.6 0.8

d./y, Measured

Fig. 6 The comparison between the actual value and the obtained one for both Eq.3 and
ANN of structure 7-10-1.

Table 3. The average absolute ratio errors between numerical and ANN results.

Type of pattern Overall pattern

Training set

Evaluation set Test set

Average (Abs (Numerical error/

329.6

ANN error)) %

424.6

221.1 153.0

6. CONCLUSION
The paper
application of artificial intelligence using

present investigates  the
ANNs to simulate local scour depth at
bridge abutment. Scour at bridge foundation
could influence the safety of hydraulic
structure and thus may cause loss of life.
The artificial neural network is generated
using experimental data from literature. In
the experimental model, the dimension of

bridge abutment and entrance angle are
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changed. In addition, different arrangements
of collars around bridge abutment is used.
The results of ANN are compared to both of
numerical and MLR models. It was found
that, the ANN results (R°=98.3%) agree well
with both measured and numerical model
(R?= 97.4%), and better than MLR model
(R?= 79%).
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Code Obfuscation Detection using Deep Merging Image-
Based Similarity

Abdullah Sheneamer

Computer Science, Jazan University, Jazan, Saudi Arabia

Abstract
loT devices are being used in various domains and their numbers are increasing drastically. 10T
devices are becoming part of our daily life and they are infiltrating our day-to-day work.
Although the applications of these 10T sensing devices are providing a lot of valuable solutions
but their security is still a big concern due to the limited hardware resources. Blockchain
technology is being proposed in various domains for providing security and immutability to the
system and data and it is also being applied in case of providing security to IoT devices. There
are many variations and applications of blockchain technology. Non-fungible tokens (NFTSs) are
one of the prominent and rising applications. Non-fungible tokens (NFTSs) are cryptographically
unique tokens that are linked to digital (and sometimes physical) content, providing proof of
ownership. In this paper, we will investigate the applications of NFTs for providing security to

I0T infrastructure and propose a solution.

Keywords: Code obfuscation, Obfuscated code, Deep learning, Image-based similarity,

Malware obfuscated code

I. INTRODUCTION
A code obfuscation, transformations are
applied to the code, which changes its structure
while preserving the meaning. By using
obfuscation methods, an attacker would find it
difficult to reverse engineer, analyze code, and
retrieve sensitive information.
Security threats in the IT industry cost
businesses billions of dollars every year to
avert. Examples of these threats include
tampering and hostile reverse engineering.
Here we investigate a unique method for
identifying obfuscated code by examining its
visual representations. Obfuscated code
detection methods in study primarily involve
metamorphism and polymorphism
transformations of a code block [1].

Following rational thinking, we employ
a visual comparison of the original photos to
identify possible obfuscation. The pair block
picture is composed of pixels (i.e. dots)
representing color, grey-scale, or RGB values
and is presented by combining two images of
source code Dblocks. When code is
metamorphosed, it becomes unintelligible

because dead code is inserted, code is replaced,
and code is switched.

However, polymorphism uses switching
to hide code iterations. In its current form,
malware detection software essentially views
malicious code as a meaningless string of
bytes. They use code signature extraction and
signature database comparison to determine
classification. Unfortunately, signature-based
malware detectors often miss disguised code
since they rely on syntactic or structural
signatures, which are inadequate in detecting
such code. The challenge of ever-expanding
families of known malware necessitates the
development of anti-malware software that
makes use of the semantic structure of a
program's code. [2]. Code Obfuscation is a
source code method block that is obfuscated
version of another method block if they exhibit
similar functionality although the structurally
they are different from each other. It is similar
to semantic clone [2]. The source code files
contains either original code or obfuscated
code.

Deep learning is represented by the
architecture spectrum, which can construct
solutions for a wide range of problem areas.
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These solutions can be recurrent networks and
feedforward focused, allowing previous inputs
and their consideration. Computer
vision, natural language processing (NLP),
speech  recognition, bioinformatics, and
machine translation are just some of the areas
where deep learning architectures including
convolutional neural networks, recurrent
neural networks, deep reinforcement learning,
and deep belief networks have been used. Deep
learning can be considered a new step in the
evolution of artificial intelligence and applied
to a code obfuscation detection system. The
latter were first content to react in accordance
with a set of predefined rules based on a
cognitivist model. Afterwards, a programmer's
touch was still required for any further system
refinement or the addition of new features or
regulations. [3].

Similar to how statistical machine
learning gives Al the ability to learn and apply
new rules on its own, deep learning gives Al
autonomy [4]. As computational power and
related applications continue to advance at an
exponential rate, deep learning is able to
produce increasingly complex and dense layers
of neurons. In most cases, an artificial neural
network can Dbe employed in picture
recognition to spot code obfuscation after being
first trained on examples [5, 6]. The purpose of
each network tier is to locate a specific feature
of the code obfuscation being studied.

The paper is organized as follows:
Section 2 discusses related work. In Section 3,
we propose a new deep learning framework for
the detection of obfuscated code. We evaluate
and compare our proposed method and report
findings in Section 4. Finally, we conclude our
work in Section 5.

1. Related Work

This study discusses code obfuscation
detection using deep learning and images. The
study also examines how it would be useful if
convert obfuscated code into images by

employing deep learning approaches to detect
them.

A. Code obfuscation
This means to make something difficult to

comprehend. The programming code is
obfuscated and is to protect the trade or
property secrets which also stops the attacker
from reverse engineering and a proprietary
software program. On the other hand,
encrypting all the program code is one of the
obfuscation methods [7]. Park et al. [23]
proposed a framework to detect Android apps
obfuscation in a class-level. Their approach
vectorizes each decompiled codes of classes
using a paragraph vector and machine
learning. We selected plagiarism detectors
include Jplag, Sherlock, Sim, and Plaggie.

B. Converting obfuscated code into images
using deep learning.

Since the greyscale image is known as a value
between 0 to 255, it is feasible to know that it
would translate a file into the picture by
having bytes of the file become the new image
and its pixel [8]. The virtualization in
converting obfuscated code into the images by
using deep learning also generates a process
level virtual environment as well as constructs
the interpreter in the form of a switch
statement with the instruction set uniquely [9].
For instance, when the program is used, such
as Windows binary, the sections of the
program seem to be distinct from each other
[10].
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Fig. 1. Our proposed obfuscation code detection framework.

C. Code obfuscation and Malware obfuscated
code

According to Gibert et al. [11], obfuscation is
the commonly used technique that conceals the
code in the original, which is also written by the
programmer. This may also render the code,
which seems like it is difficult to read and hard
to comprehend. This means that it is quite
difficult to maintain the functionality of the
code written [12]. Every piece of the malware
employs obfuscation in some way or other.
Kim and Cho [13] determined that malware
obfuscation is a procedure that makes binary
and textual information quite difficult to
comprehend. The techniques related to the
obfuscation are employed by attackers, which
makes it difficult for the antivirus to detect the
malware without a filter. On the other hand, it
is noted that malware evolves the body into the
new generations through which obfuscation
techniques evade the antivirus. Menéndez and
Suarez-Tangil [24] proposed a technique is call
obfSec (Obfuscation Security) to test and
measure the security of obfuscation from a
testing perspective. Software flaws are initially
discovered by ObfSec, which then reveals how
obfuscation might modify the nature of those
errors. It focuses in particular on

transformations that turn software bugs into an
exploitable vulnerable program. Kumar and
Vaishakh [25] suggested a system for
analyzing Java malware to find lexical and
string obfuscation. In order to train a machine
learning classifier to distinguish between
malware that is obfuscated and malware that is
not, we identify a collection of eleven attributes
that define obfuscated code. A static analyzer
that looks at the bytecode extracts the features.

D. Similarity Tools and Techniques

Plagarism detectors

We selected some plagiarism detectors such as
Jplag [28], Sherlock [40], Sim [27] and Plaggie
[36]. Jplag and Sim are token-based
techniques. These tools has versions for text
such as jplag-text and simtext and Java such as
jplag-java and simjava. Sherlock depends on
digital signatures and Plaggie technique has the
same functionalities as Jplag.

Clone detectors
The selected clone detectors including text-

based such as Simian [41], NICAD [35] which
depend on text lines comparisons, token-based
such as CCFinderX (ccfx) [26], iClones [34]
which use tokens when comparing between
two source codes or texts, tree-based such as
Deckard [33] which converts two source codes
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into an abstract syntax tree (AST) and
computes the similarity.

Compression tools
Normalised compression distance (NCD) is a

distance metric between two contents based

on compression [42]. We selected CompLearn
suite [30] technique that uses the built-in bzlib
and zlib compressors. We also chose 7Zip [31]
has various techniques versions such as BZip2,
Deflate, Deflate64, PPMd, LZMA, and
LZMAZ2. The gzip, bzip2, and Xz compressors
for Linux are also available in different
versions. We also selected additional methods
for measuring similarity, including: Text
sequences are compared using Gestalt pattern
matching by difflib [29], fuzzy string matching
by fuzzywuzzy [37], approximation and
phonetic string matching by jellyfish [38], and
cosine similarity from scikit-learn [32], a
machine learning tool.

1. PROPOSED WORK

We use similarity images to automatically
identify obfuscated code. The following are the
stages of the suggested procedure. Our
method's workflow is shown in Figure 1.

e Step 1. Preprocessing (Trimming and
Normalization) and conduct a lexical
analysis. We modify and normalize all
source files into specified token
sequences that allow us to detect
identical and similar obfuscated
applications.

e Step 2. Extract method blocks. In order
to find every block in the provided

source files, lexical analysis and
syntactic analysis are needed at this
stage.

e Step 3. Create files in pairs. To
determine if the two method blocks are
still discernable after being transformed
into photos, we compare each pair of
blocks.

e Step 4. Convert the pairwise file into
images. This step pairs and merges files
into one image. We identify each image
that contains a pair of files either as
obfuscated codes or not using deep
learning algorithms.

e Step5. Convert each image into pixels.
This step con- verts each image into an
array of pixels. Each array of pixels
feeds into deep learning algorithms.

Generating Images

Each file is transformed into a PNG image
(Portable Network Graphics). Then, each pair
of obfuscated files is concatenated into a single
image. Each image from a pair of files is loaded
into memory as a 2-dimensional matrix of size
m x n, with each cell's value ranging from 0 to
255 to represent an 8-bit grey-scale version of
the original image. We then feed pixels of
processed images of the pair of files to a deep
learning model. We do an image of each file
pair to locate obfuscated code in a software
system.

Deep learning model
Deep learning models are used in high-level

abstract features. While these features are
extracted, these models also provide improved
performance over the traditional models, which
enhance interpretability and comprehension as
well as process the biological information.
According to Marastoni et al. [14], the deep
learning model is a part of the wider family of
machine learning methods. These models are
based on artificial neural networks, which also
represent learning. It can be unsupervised,
supervised or semi-supervised. Deep learning
is an Al method derived from the concept of
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machine learning. This so-called deep learning
method is based more specifically on the
concept of an artificial neural network. With a
nonlinear structure, an artificial neural network
takes the form of a network of sets of
information execution units (representing
neurons) superimposed in layers and linked
together via connectors (synapses). From there,
it processes the information through
propagation models of activations of these
units, activating beyond a certain threshold
[15].

The computer model learns to carry out
the tasks with its classification from image,
sound or text. The models detect the images
step by step so that those models can
accomplish  state-of-the-art accuracy and
exceed human-level performance. On the other
hand, the recognition of the image is the task in
which deep neural networks excel. The
computing systems are intended to identify
some of the patterns [16].

The architecture is inspired by the
structure of the human brain. They also
comprise the three kinds of layers, which
involve input, hidden and output layers. Deep
learning can be used in many contexts and use
cases, for example, image recognition, voice
recognition, language processing, robotics,
cybersecurity and  bioinformatics.  The
technologies are dedicated to assisted driving
and diagnostic aids in the medical sector. Deep
learning is a mode of machine learning. Both
approaches are based on the principle of
machine learning. There are, however, notable
differences. For machine learning, values and
variables are usually selected in advance,
unlike deep learning, which also includes
computer vision systems [17].

The encoder takes the obfuscated code
image as an input and runs it through block and
layers series, which also makes them learn
about statistical features related to the labelling
of the objects. In this approach, the malware
can be identified by detection of the images,
which results in a lower false-positive rate. The
signatures on the images can be changed to
evade the detection of scanners in the malware.
The modelling of the results is also subject to
variation. It is a statistical model for machine
learning and numerical optimization for deep
learning [18].

Originally, these systems were called
artificial neural networks. (ANN, Aurtificial
Neural Networks) to differentiate them from
biological systems. They generally consist of a
certain number of input and output data
(input/output layer), a narrow network of
neurons and several intermediate strata (hidden
layers). These intermediate layers make it
possible to deal with complex problems;
without them, the system only solves simple
calculations. The number of layers s,
therefore, a decisive factor for the complexity
of the system and learning; data associated
from one layer to another, the results of a first
layer serving as input to the next, and so on to
arrive at complex decision-making.

This operation in layers gives all its
depth to the network and learning. The
adjective “deep” is understood here in all
senses of the term. In the learning phase,
neurons modify their weighting behavior and
refine the output results based on the input
variables. So there must be feedback on the
overall result that influences each neuron.
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Fig. 2. Java obfuscated dataset generation steps [2].

Therefore, we can say that the input and output
variables of a neural network are known but
that the values of the neurons, especially in the
hidden layers, remain unknown [18]. Taken in
isolation, a neural network that has not been
trained does not know anything and provides
random, even chaotic, results for the user. Only
a trained system will provide the desired result.
If the problem posed is simple, a simple
program, easier to debug, can solve it. For a
more complex problem, we will use a neural
network, which we will train using large data
sets. Each neuron can provide complex output
variables and react linearly or non-linearly to
input variables. This is a rather subtle point
because the neurons must be able to react to all
the possibilities to provide an adequate result.
This implies two things: either the neural
network programmer knows all the possible
connections internal to the network.

V. Evaluation
Datasets

Our major aim is to improve obfuscation
detection accuracy for obfuscated clones by
employing deep learning techniques that can
hold their own against the cutting edge. We
utilize Java obfuscated datasets as our target, as
detailed below.

Using  open-source  obfuscation  tools,
Sheneamer et al. [2] created obfuscated code
samples. A total of five Java classes
(InfixConverter,  SqgrtAlgorithm,  Hanoi,
EightQueens, and MagicSquare) are used to
construct the obfuscated code, which they
collectively refer to as ObsCode. Every one of
the classes has less than 200 lines of code. An
Eclipse plugin for source-level obfuscation is
called Artifice [19]. The tool changes five
different aspects of Java source code: 1)
variables, fields, and methods are renamed; 2)
assignment, increment, and decrement
operations are changed to normal form; 3)
additional  assignment,  increment, and
decrement operations are inserted when
possible; 4) while is changed to for and vice
versa; and 5) if is changed to its short form. To
hide the Java classes, some creative writing
[19] is used. After that, the unmodified and
modified files are both compiled to bytecode.
To further improve obfuscation, ProGuard is
applied to both bytecode files. The next step is
to use Krakatau [21] or Procyon[22] to
decompile all four bytecode files, which will
result in eight additional masked source code
files [20]. They created nine significantly
modified versions of each original source code,
yielding 50 files for the dataset [20]. As our
second subject system [19], they chose the
PacMan game 3, which has 21 files and 2400
lines of code. Renaming, contraction,
expansion, and loop transformations are used
to further alter the classes, according to [19]. In
addition, they used Algorithms 1, a set of
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supplementary source programs comprising
149 Java source files that were included in the
textbook and were responsible for creating the
obfuscated code. To create obfuscation files
from the aforementioned source file content,
they used the method depicted in Figure 2.
Each Java class is encrypted using ProGuard.
Next, both the original and the obfuscated files
are compiled to bytecode. Both files' bytecodes
have been encrypted using ProGuard again. An
obfuscated source code file is obtained by
decompiling the bytecode files with a Java
decompiler. Seven hundred eighty-five Java
bytecode files were collected for the dataset.
The dataset summaries are presented in Table
1.

Tablel. Java code obfuscation datasets.

Dataset | Paired | Original | Obfuscated
Codes | Code Code
ObsCode | 2,500 500 2,000
PacMan 8,464 7,968 496
Algorithms | 2,230 2,000 230

Experimental setup

Generally accepted criteria from prior studies
have been applied in our assessments. It
discusses the F1-score and the accuracy of
predictions under different input parameters.
Classification accuracy is the primary metric
used to evaluate deep learning models. Models
of the classifiers are produced and tested using
train/validate/test split using python where we
ensure that the ratio between obfuscate and
non-obfuscate classes is the same as in the
overall dataset. As an additional tool, we have
employed confusion matrices to evaluate the
success and failure of various prediction
methods.

TP

Precision(P) = —————
recision(P) TF P 1)

TP

e an @

l 2% Precision * Recall
- score =
Precision + Recall ©)

TP+TN
Accur = 4
Y = TPy FP+TN+FN @

True positives (TP), true negatives (TN), false
positives (FP), and false negatives (FN) are
indicated by the symbols TP, TN, FP, FN, and
FP, respectively, in the aforementioned
equations. All of the classifier models utilized
in our experiments are evaluated using the F1-
score as the key performance measure. A single
metric known as the F1-score measures the
proportion of accurate predictions to all input
samples. Precision, often called true positive
rate (TPR), is defined as the ratio of actual
positive results to classifier-predicted positive
results. You can define this as follows: A
measure of accuracy, precision can be written
as TP/ (TP + FP), where TP is the correct
prediction of a positive sample and FP is the
wrong forecast. Nonetheless, recall is a second
parameter that is used with precision. Recall
can be written as TP/ (TP + FN), where TP is
the number of true positive outcomes and FN is
the number of false negatives. We also used a
confusion matrix table to measure the
classifiers' accuracy. The confusion matrix is a
four-by-two table including the numbers of
correct predictions, incorrect predictions,
correct negative predictions, and correct
positive predictions. This makes it possible to
analyze prediction accuracy in greater depth
than just the proportion of correctly classified
objects.
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Experiments Results

Our suggested approach for identifying
obfuscated code is extensively tested, and the
findings are extensively generated. To show
that our method can attain a high detection
accuracy, we conduct experiments using a
variety of deep learning architectures. 4.3.1
Performance deep learning models

Performance deep learning models

ObsCode Dataset: In the case of the
ObsCode dataset, Figures 3(a),9(a),
3(c) and 9(c) show that Alex and
VGG16 architectures achieve 99%
accuracy. However, Figure 4(b) shows
that VGG19 achieves 100% accuracy.
PacMan Dataset: In the case of the
PacMan dataset, Figures 4 and 8 show
that all AlexNet and VGG16, VGG19
architectures achieve 100% accuracy.
Algorithm Dataset: In the case of the
Algorithm dataset, Figures 5(a) and
7(a) show that AlexNet architecture
achieves 99.46% accuracy, while
Figures 5(b) and 7(b) show that VGG16
architecture achieves 98.65% accuracy,
and Figures 5(c) and 7(c) show that
VGG19 architecture achieves 96.19%
accuracy.

Performance deep learning architectures on
cross datasets

In order to spot obfuscated code, we combine
samples from various training and testing sets.
We combine and evaluate the three datasets. In
Figure 6, we can see the outcomes of using
many datasets together. Figures 6(a) and 10(a)
show that AlexNet architecture achieves
99.47% accuracy, while Figures 6(b) and 10(b)
show that VGG16 architecture achieves
99.51% accuracy, and Figures 6(c) and 10(c)
show that VGG19 architecture achieves
99.69% accuracy. Even when the model is
constructed using one dataset and evaluated on
another, our obfuscation code detection model
achieves superior results.

Performance obfuscated detectors
comparisons

We evaluate our approach against the most
cutting-edge  obfuscated code detection
techniques available. To evaluate how well
different obfuscated code detectors perform,
we look at their reported Precision, Recall, and
F1-score values [20]. In Table 2 and Figure 11,
we compare our findings with those of other
obfuscated code detectors on the ObsCode
dataset in terms of Recall, Precision, and F1-
Score. As can be
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shown, our method outperforms all others in
detecting obfuscated code, with the exception
of Sheneamer’s approach, which achieves
identical results. However, when comparing
methods for detecting obfuscated codes on the
ObsCode dataset, which was constructed using
ProGuard and Decompilers, our approach
continues to stand head and shoulders above
the others with the highest F1- Score (100%)
possible in every scenario.

IV CONCLUSION AND FUTUR WORK

In this paper, we introduce a method for
detecting code obfuscation using images. The
method merges images using state-of-the-art
convolutional neural network architectures.
Syntax highlighting and image conversion are
applied to the raw source code language, which
captures the human visual impression of the
code and allows for the merging of two codes
into a single image. To enhance obfuscation
detection models, we discovered that applying
a deep learning architecture to source code
images significantly improved precision,
recall, F1- score, and accuracy.

Table 2. Results of several techniques fo

r detecting

obfuscated code on the ObsCode dataset [20]

Tool Precision | Recall F1-
score
ccfx [26] 91.5% 90.4% 90.9%
simjava [27] 87.7% 91.2% 89.4%
jplag-text [28] 82.4% 89.6% 85.8%
py-difflib [29] 89.0% 79.4% 83.9%
7zncd-BZip2 [30] 89.8% 77.2% 83.0%
ncd-bzlib [31] 85.8% 80.0% 82.8%
jplag-java [28] 75.3% 86.4% 80.4%
py-sk.cosine_sim [32] 58.9% 80.4% 68.0%
7zncd-default [31] 78.2% 83.0% 80.5%
7zncd-Deflate [31] 80.0% 83.2% 81.6%
7zncd-Deflate64 [31] 80.1% 82.8% 81.4%
7zncd-LZMA [31] 79.9% 83.4% 81.6%
7zncd-LZMA?2 [31] 84.3% 79.6% 81.9%
7zncd-PPMd [31] 79.2% 82.4% 80.8%
bsdiff [20] 77.8% 46.2% 58.0%
bzip2ncd [31] 80.5% 84.0% 82.2%
deckard [33] 90.3% 82.0% 86.0%
diff [20] 62.5% 79.4% 70.0%
Gzipncd [31] 86.9% 76.8% 81.5%
iclones [34] 100.0% 43.2% 60.3%
Icd [20] 76.3% 72.0% 74.1%
ncd-zlib [31] 85.4% 78.2% 81.6%
nicad [35] 100.0% 54.8% 70.8%
plaggie [36] 83.0% 81.2% 82.1%
py-fuzzywuzzy [37] 85.2% 78.4% 81.7%
py-jellyfish [38] 59.2% 64.4% 61.7%
py-ngram.compare [39] 83.3% 75.6% 79.2%
sherlock [40] 86.8% 79.2% 82.8%
simian [41] 99.5% 77.6% 87.2%
simtext [27] 60.6% 52.4% 56.20%
Sheneamer et al's
METHODOLOGY [2] 100.0% 100.0% 100.0%
OUR METHODOLOGY 100.0% 100.0% 100.0%

154



Fl-Score

(Y YT osaliwa Y E£0 Jg¥) an) ) amd) V) alaal) gala Adaail) o glall ¢ s Aaly Adaa

£100,0
%90,0
%80,0

60,0%
50,0%
. “‘ ‘\“ | | | I I
20,0%
10,0%
%0,0 I = ObsCode
4"'0*':’ ‘V’Qoy*)" > I I , ,
obéyq 2 .o
’O 4" Ko o
5-° \9’7

Recall (%)
I3
o
3
®

(?6\9-
ob ob ~./v"’ '\yép é’ ‘9 4? %
53, o5 G2 &
G o’°

0
¢ <& o
L .\45',\4»“ 4 "" PR “9 > obl "’ 5" ObsCode
S A¥ < Q 4:‘, ‘\’»
¥§ **? < G’
< ,96“ ‘ﬁ,
< )
> O
&
e
Ca
ép“
Tool
(@ Recall
$100,0
%90,0
* 80,0
~ 70,0%
§ 60,0%
@ 50,0%
A 40,0%
9 30,0%
§ 20,0%
10,0%
%0,0
%«* 4' !' » qq’
'7 X
q 8% 4 eP
.’)éy"\&ob Ob;o‘\?Q ‘»e/b" ~ ' “ﬂép é’ Ob b #
&
<A £ o°‘ cpﬁ o.fy ,‘,“ ‘yo 0 »,y & .2 = ObsCode
A PN "' & »c}' b"b g ’Q "'0 ObsCode
Ky 4 & 2
< A < s'"" :;» ,4 45’ \9;;"
R
< S 49
< K
> S
o‘b
&
Ca
4909
Tool
(o) Precision
$100,0
%900
%80,0
,0%
60’,0%
50,0%
40’,0%
30,0%
20,0%
10,0%
%0,0
ObsCode
£ 2 -
g I
EC P RS S S <
T s* <~ eP
TS el 0"@*@? »'* PP P
")qq"‘\qﬁ‘ 4»",’@'\' o""gb ,O' 9 & &
o <o
[ ,f" ¢°° & c\"' o b’ & »&" 6’0 &67 ’Q& & Obscode
& PR & g 4%
&
/
¢ ¢
R3
Tool

(¢) Fl-measure

Fig. 11. Performance of several techniques for detecting obfuscated code on the ObsCode dataset

155



(Y YT i d V€0 Jo¥) ) ) 23 1) alaal) Gala

Akt o slall o) Ja Aaly Alna

Our method performed comparably to previous
obfuscation code detection methods on a
dataset of code obfuscation. We propose to turn
the source code into an RGB image using a
similarity and hashing method, and we use
multiple publicly accessible obfuscated code
datasets to verify the efficacy of our system.
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Abstract
Many of the developed countries throughout the world depend on an interconnected
infrastructure that is constructed in compliance with international standards. It includes
constructed infrastructure such as road network, sewage network, collection and treatment
centers, water pipe network, electrical network, communication network, and rainy drain
network.

One element of economic development is the construction of roads. In this situation, it is
preferable to have a comprehensive database supported by a regular periodic maintenance
plan in Jazan city to assist in providing the maintenance teams with comprehensive
information on infrastructure services in order to prevent errors that occur in the absence of
information and precise coordinates of the locations where the infrastructure services
networks intersect.

The purpose of the study was to develop a database (digital model) for the road network
using Geographic Information Systems (GIS) in order to manage the different constructed
infrastructure. A ground monitoring system (ground photogrammetric) that gathers its data
in a control room can be connected to this digital model. In Jazan city's scheme 6, the
creation of the digital model for internal roads was put into practice. Cadastral surveying
was used to gather data on the locations of road problems, and following processing and
validity testing, this data was included to the database model.

The cost was determined based on the asphalt mixture's ton costs and only the quantities of
asphalt mixture needed for maintenance work.

Keywords: Geographic Information Systems (GIS), Cost Estimation, Jazan City, Roads
Maintenance, Geo-database, construction Management.
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1. Introduction

The pavement condition evaluation of
Jazan roads is the subject of a study by
(Mubaraki 2014) with the working title
"Identification of Pavement Distress
Types and  Pavement  Condition
Evaluation Based on Network Level
Inspection for Jazan City Road Network."
Abdelgiom and Mubaraki (2018)
conducted a study in which they used
geographic information systems to
examine the King Faisal Road settlement
and look into its root causes. The soil and
concrete-asphalt mixture samples are
taken straight from the road and
evaluated. GIS is then utilized for
geodatabase creation, mapping, and
hydrologic analysis.

A geographic Information System (GIS)
IS a system for mapping and analyzing
any object on earth. It is a way of
gathering, storing, and managing any type
of data with spatial components. GIS data
are usually stored in more than one layer.
It is the fundamental aspect of GIS, and
working with layers of geographical
information is generally known as data
integration. GIS technology integrates
powerful database capabilities with
unique visual perspective of a good old
fashioned-map. This makes GIS unique
among Vvarious information collection
systems.

Basically, this system utilizes hardware,
software, user, and effective management
to collect, store, analyze and present the
related information of a given area on the
earth. Even more, it has the capability to
overlap maps and provide an information
inquiry facility that can indirectly create a
completely new set of information. Here,
data output can be obtained in the form of
tables, maps, graphs or a combination of
this three. The other powerful aspect of
GIS is its flexibility in modeling spatial

objects to suit the particular needs of the
user or application. GIS provides a set of
tools or computer programs that allow the
user to perform a specific operation on
the map, assisted by a set of attribute data.
This paper is conducted in Jazan City
(Scheme 6), with the objective to explore
the potential of GIS in capturing, storing,
updating, retrieving, displaying, and
printing data to facilitate road database
management. Road maintenance s
monitored effectively within the district
by using the application of ArcGIS10.1
software (Zulkifli B, et al.,2010).

Always the success of GIS is mostly
dependent on information structure
analysis and conceptual data modeling
(Demirel, 2002).

1.1 Uses of GIS in Managing Road
Maintenance

A geographic information system (GIS) is
a tool that can be used to collect, store,
process, and display many Kkinds of
geographic data. Since its introduction,
GIS technology has aided the road
construction sector in improving the
effectiveness of its operations.

These systems enable the planning,
administration, and upkeep of road
infrastructure through the use of dynamic
maps that provide a real-time
representation of geo-data. All kinds of
information can be gathered from many
systems and combine them into a single
common platform by using an online GIS.
This essay will go through the advantages
of GIS technology for the road
construction  sector.  (https://ellipsis-
drive.com/blog/how-the-roadwork-
industry-can-benefit-from-gis-
technology).

According to Yunus and Hassan's 2010
study, "Managing Road Maintenance

161


https://ellipsis-drive.com/blog/how-the-roadwork-industry-can-benefit-from-gis-technology
https://ellipsis-drive.com/blog/how-the-roadwork-industry-can-benefit-from-gis-technology
https://ellipsis-drive.com/blog/how-the-roadwork-industry-can-benefit-from-gis-technology
https://ellipsis-drive.com/blog/how-the-roadwork-industry-can-benefit-from-gis-technology

(Y oYY aaiiwd VE£0 S an) ) dal) VY dlaal) ala

At slall o) Araly Alpa

Using Geographic Information System
Application,” the study results in a better
organization of the management of digital
road data. Additionally, GIS tools boost
productivity when managing road repair.

1.1.1 Use of GIS Technology to Store
Data and Information Accurately

There are several types of reports during
roadwork or maintenance projects, which
can be a little intimidating. These reports
may include state of the roads, bridges,
potholes, road markings, and other
infrastructure. Making judgments is made
easier when having all of this information
in one spot. It helps to save many sorts of
data and adapt them based on needs using
online GIS. With the aid of an interactive
map, the data may be tied to specific geo-
locations or coordinates to make it easier
grasp. GIS systems might actually make it
simpler to carry out field operations and
enhance tactics. (https://ellipsis-
drive.com/blog/how-the-roadwork-
industry-can-benefit-from-gis-
technology).

1.1.2 Oversee the Roadwork in Real
Time

The problem can be located on the map
and label it using GIS technology. They
can be updated, examined, and shared
with the teamwork using the map editor.
They are prepared for the situation when
they arrive on location.

On their tablets or smart phones, the
maintenance may also send back reliable
information. To submit forms and maps,
there is no need to go back and forth to
the office. The data can be quickly
customized, and it is immediately
available. In addition to providing quick
access to data, it can help in foresee
potential problems like potholes, cracks in

the road, and vegetation hazards. |
addition, it helps to save time and money
by developing an informed risk
management strategy.

By giving employees immediate notice of
any potential dangers and alarms
(Huang,et al.2010). Virtual reality (VR)
and augmented reality (AR) are both
essential  for  delivering interactive
education, as are communication and
positioning technologies (Syberfeldt, et
al,2020). Real-time monitoring made
possible by sensing and the Internet of
Things (loT) also offers chances to
control construction waste (Sartipi,2020),
improving environmental sustainability
and lowering environmental footprint.

The analysis of current studies on
building project monitoring in real time.
The review concentrates on sensor
technologies and approaches for scene
interpretation, location, and monitoring of
construction activities in both indoor and
outdoor situations in real-time(Rao,et.al,
2022).

1.1.3 Get Accurate Information

Receiving current information is essential
whether the maintenance personnel at the
office or out in the field. This information
must all be readily available. It is simpler
to oversee the day-to-day operations of
the numerous teams as a result
Additionally, it improves communication
and team efficiency.

To download all the reports, it is only
require to exchanging information. The
GIS cloud is also completely scalable,
making it appropriate for any project size.
(https://ellipsis-drive.com/blog/how-the-
roadwork-industry-can-benefit-from-gis-

technology).
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2. Statement of the Problem

The availability of a multipurpose map of
the infrastructure works serves as a
representation of the issue of road
maintenance. The multi-purpose map
contains a database of all subsurface
utilities,  including  telephone  and
telecommunication networks, sewer lines,
and electrical and water pipelines.

Therefore, in order to save time and
money and safeguard this infrastructure
work, a  technology-based road
maintenance GIS model is crucial. In
light of the issue, ArcGIS10.1 has the
ability to analyze, gather, store,
manipulate, display, and edit vector and
raster data. ArcGIS10.1 is a quick and
simple way to create appropriate apps in
addition to having a wealth of tools. The
proposed model will be coded as a
geodatabase and road maintenance model
and integrated with the GIS platform in
order to demonstrate the efficacy and
greater usage of ArcGI1S10.1.
3. Objectives of the Research

The major goal of this paper is to create a
decision-making model that will be
applied to the ArcGIS 10.1 platform to
create thematic and network maps of
roads as well as to organize road repair
tasks. This would make it easier to use the
money more effectively and plan it in
accordance  with  the  fundamental
requirements for upkeep.

Establishing a Pavement Maintenance
Management System (PMMS) for the
road and parking network in Jazan City-
Scheme 6 is the goal of this article. The
study's goals might be summed up as
follows:
a. To provide a thorough and
integrated database for scheme
6's road pavement

b. To create map layers using a
Geographic Information
System (GIS) for the inventory
of the road network and
engineering  attributes  like
pavement thickness, material
qualities, road condition, etc.

c. To assess the study area's
discomfort and  pavement
condition

d. To calculate the cost of
maintenance for each stretch of
pavement in the research area

4. Methods and Software
4.1 Field of study

The research region chosen for this
paper's study of creating and managing
maintenance in  roads using the
technology of the  Geographical
Information System in the scheme 6 area
of Jazan City is depicted in Figure (1).
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4.2 Software used
ArcGIS version 10.1 is the program used
in the study of road maintenance. The
launch of ArcGIS 10.1 heralds a
significant change in how GIS
professionals and their companies will
access  and manage  geographic
information in the years to come.
Professionals in GIS now have access to a
full GIS thanks to ArcGIS10.1, which
better connects desktops, servers, mobile,
and web applications. It offers businesses
the extra resources and infrastructure they
require to expand the use of their current
GIS. Additionally, it makes it easier for
enterprises to switch to next-generation
GIS ideas and platforms without risking
their present GIS investments.
4.3 Methodology of Building the Geo-
database and Roads Maintenance
Management System (RMMS)
The methodology adopted for building
the geo-database and road maintenance
management system is summarized in the
steps below and the flow chart presented
in figure 2.

1. Collection of data which

includes detailed surveying by
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Global Positioning System
(GPS)of the study area,
coordinates  of  distresses
location (See Table 1).A lot of
photos are captured and are
stored in the GIS maintenance
and management  system.
Figure 3 shows a typical
sample of these photos

Measurement of the
maintenance area in the road
and location of the positions of
distresses in the road by tapes
and asphalt measurement tools
Computer programs were used
to achieve the objectives of

this  research, such as
Microsoft Excel, and
ArcGIS10.1

Comparison and discussion of
the results of volumes of
pavement defect areas in the
roads of the study area

Estimation of the total cost of
the maintenance
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Study Area (Scheme No.6-Jazan City)
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Statement of the problem

Objectives of the paper
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Pavement Maintenance Management System (PMMS). _ ‘

Figure 2. Road Maintenance Flowchart
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Figure 3. Samples of Photos Captured from the Field

Table 1. The Coordinates of the Distresses in Roads of Scheme No. 6

Location Easting
no (m) Northing(m)
1 239623.2 | 1873424.45
2 239679.33 | 1873414.53
3 239679.33 | 1873414.53
4 239744.57 | 1873422.94
5 239809.96 | 1873443.66
6 239614.36 | 1873427.63
7 239866.21 | 1873442.96
8 239872.81 | 1873498.24
9 239873.27 | 1873535.14
10 239814.49 | 1873569.71
11 239832.94 | 1873624.84
12 239820.94 | 1873612.69
13 239821.29 | 1873640.36
14 239890.33 | 1873716.4
15 239882.48 | 1873799.54
16 239832.23 | 1873806.32
17 239835.5 | 1873830.88
18 239838.57 | 1873840.07
19 239793.67 | 1873800.65
20 239705.29 | 1873835.58
21 239681.3 | 1873811.27
22 239698.95 | 1873801.82
23 239707.48 | 1873774.04
24 239688.92 | 1873709.67
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5. Data Collection for Paper
The geodatabase model of the road
maintenance in the study area was
developed by integrating the research
different data types, using ArcGIS10.1
geospatial data processing facilities. Both
spatial and attribute GIS data have been
gathered via a variety of data collection
methods, including detailed surveying
using a total station or GPS, topographic
maps, digital maps with satellite pictures,
aerial photographs, interviews, survey
questionnaires, and other data (T.cay,et
al. 2021).
Photos are integrated in model using
ArcGIS10.1 interactive map display
facilities, attributes data input and GPS
positional data were integrated in the
model using ArcGIS10.1 vector data
facilities (See Tablel). Samples of photos
are shown in the Figure 3 and
appendixA).

6. SPATIAL ANALYSIS OF

DATA USING GIS

The research data was processed and
analyzed using ArcGIS10.1 software
spatial analysis facilities. These included
Selection by Attribute, Selection by
location, Buffering commands and Query
commands.  After  establishing a
geodatabase  model of the road
maintenance in the study area a lot of
analysis is carried out to support the
decision maker for road maintenance.
Road management is becoming more and
more dependent on spatial analysis to
evaluate the performance of the road
infrastructure. As a result, multiple
parameters are gathered as explanatory
variables, including ground-monitored
vehicle observations and remotely sensed
climatic and environmental data from
satellites(Song, et al.,2018).

Typical examples of these spatial
operations are presented in (Appendix B)
is listed in figures (B1 to B7).

7. RESULTS AND

DISCUSSION

The study of geographic places through
the use of mathematical models and
statistics is known as spatial analysis.
According to
https://www.agiratech.com/spatial-
analysis-patterns-geography, it uses GIS
technologies and methods to depict the
real world, including climate predictions,
current trends, assessments of crises and
pandemics, variations in the data
collected, decision-making in complex
situations, whether in business or
government, site analysis for selecting the
ideal locations, etc.
It is a tool where to get all the needed
geographic  information,  which is
provided as inputs based on the tasks.
Effective analysis requires the use of
sophisticated geo-processing techniques.
The outcomes are displayed as a map
with graphs or statistics. Many different
fields use spatial analysis; we have
included the main fields and subfields
below where they are widely used.
7. 1 Results
The spatial analysis results of the research
data are presented in Table 2. Table 2
shows the results of areas, fill volumes,
and the total cost of material cost
(Asphalt Concrete Mixture) is derived
from the road maintenance database.
These data are classified in geo-
databases according to the roads
distresses of the study area.
The following formula of quantity of
asphalt in road is used:
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1. The Volume of Asphalt Wearing
Course (AWC) by cubic meter = A
*( hit hyt hst,...., hp)/n *C.F

me....... Eq.(1)
Where
e A: Area of the road maintenance
section
e (hyt hyt hst,...., hy)/n: Average
depth

e F.C : Compaction Factor(C.F) the
compaction factor(C.F) for AWC

2. The Quantity of Asphalt mixture by
tone = (Density *volume)/1000*C.F
Where:
e The Density = 2330 kg/m3
e F.C: Compaction Factor (C.F) the
compaction factor (C.F) for AWC
(1.28% - 1.3%) in Asphalt
e 1.3isused
e The total maintenance cost is
estimated a according to the price
of cubic meter of asphalt (300 S.R

(1.28% - 1.3%) in Asphalt 1.3 is Riyadh refinery-2022)
used
Table 2. Areas, Fill Volumes, and the Total Cost of Asphalt
Loaton | e | st | Quntyof | PP Qe
Distresses )
1 1.7 1.598 4.840342 Pothole 1452.1026
2 0.3685 0.606 1.835574 Pothole 550.6722
3 2.394 2.25 6.81525 Pothole 2044.575
4 13.344 0.47 1.42363 Patching 427.089
5 57.54 3.042 9.214218 Rutting 2764.2654
6 1.441 0.119 0.360451 Pothole 108.1353
7 1.82 0.107 0.324103 Pothole 97.2309
8 14.96 0.738 2.235402 Rutting 670.6206
9 7.5 0.353 1.069237 Rutting 320.7711
10 2.43 0.143 0.433147 Pothole 129.9441
11 0.8 0.0564 0.1708356 Rutting 51.25068
Patching
12 25 1.175 3.559075 (electric 1067.7225
cables)
Patching
13 12.87 0.605 1.832545 (electric 549.7635
cables )
14 8.8 0.372 1.126788 Rutting 338.0364
15 6.545 0.154 0.466466 Rutting 139.9398
16 20 1.175 3.559075 Rutting 1067.7225
17 1.1 0.078 0.236262 Rutting 70.8786
18 2.1 0.099 0.299871 Rutting 89.9613
19 4.205 0.208 0.630032 Pothole 189.0096
20 0.5808 0.048 0.145392 Pothole 43.6176
21 2.415 0.131 0.396799 Pothole 119.0397
22 105.19 9.888 29.950752 Rutting 8985.2256
23 17.004 1.159 3.510611 Rutting 1053.1833
24 15.98 1.127 3.413683 Rutting 921.69441
Total | 326.0873 25.699 77.8495406 Rutting 23252.45169
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7.2 Discussion of the Results
The Total cost of asphalt for
reconstructing the Distresses in the study
area equal 23252.45 S.R and is classified
into the three parts:
1- The total percentage of Rutting
equal 70.84%

2- The total percentage of Potholes

equal 20.36%

3- The total percentage of Patching
equal 8.79 % (See Figure 4).

B FPothole
B Patching

Rutting

-

70.85%

Figure 4. Classification of Distresses

The following charts in figure 5 classified the distresses according to the fill area.

raph of LOCATION
| Graph of LOCATION OF DISTRESSES
17 Potholes
100 I 0359 Potholes
I 239 Potholes
90+ I 13344 Rutting
I 7754 Rutting
04 I 144 Patholes
152 Potholes
704 I 14.96 Rutting
1 H 75 Rutting
- g0 B 243 Potholes
d Bl 03 Cracks
| Ll
| - - .
10 G5 Rutting
Il 5505 Rutting
En H 20 Rutting
4 I 11 Rutting
0 H 21 Rutting
il I 4205 Potholes
1o I 0551 Potholes
Il 2415 Patholes
0 I 105.19 Rutting
Potholes Potholes  Rutting  Potholes  Rutting  Cracks Rutting ~ Rutting ~ Rutting  Potholes  Rutting  Rutting = 1?5033 Ei::::g
| Description_of_Distresses; Destription_of_Distresses :
Classification of Disteresses in the study area

Figure 5. Classification of Distresses in the Studied Area
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8. Conclusions

The Ministry pays close attention to road
maintenance because it firmly believes
that, in order to maintain a level of road
efficiency and guarantee the safety of its
users, road maintenance and preservation
are just as necessary as their
implementation. Preventive and routine
maintenance is required for more than
60,000 kilometers of paved roads.

A more organized administration of
digital data, especially that pertaining to
road maintenance data, will result from
the deployment of GIS in road
maintenance in the research area. The
steps of the typical road maintenance job
in Jazan City are site visits, surveying
projects, assessing the road distresses,
estimating the cost of asphalt, and
performing the repair. In controlling road
maintenance, the GIS system application
will also improve job productivity.

The goals set for this study have been
fulfilled. Consequently, the following
conclusions about the GIS system can be
taken from this study:

1. The GIS maintenance model is
fairly simple to set up and is
appropriate  for  non-specialist
usage of GIS

2. It can quickly recall maintenance
data and is comparatively simple
to use

3. It reduces unnecessary duplication
of work in the gathering of
geographical data

4. 1t can enhance the consistency,
correctness, and up-to-dateness of
the data that is kept

5. It encourages data sharing and
improves teamwork

6. The acquired map data is more
organized and safe

Finally, the total maintenance cost is
estimated according to the price of a
cubic meter of asphalt (cubic meter equal
300 S.R Riyadh refinery-2022).

8.1 Maintenance Suggestions for the
future:

The organization and employee skills
determine how each nation classifies its
road maintenance activities, which are
often either routine or periodic. (M. Y.
Shaghasy, 2010)

In Jazan City, routine maintenance,
periodic  maintenance,  emergency
maintenance, and seasonal maintenance
are currently part of the ongoing road
maintenance efforts. It is advised that
this paper be continued, especially in the
design and evaluation of systems for
managing the assets on roads.

Additional data, such as black spot
areas, roadside development, and other
factors connected to road maintenance,
should be gathered to aid in planning,
reduce costs, and improve decision-
making in order to improve the
management of road maintenance. The
list of advice is represented by what
follows:

1. To avoid patching,
clotting, and repairing
roads, a study of public
utility lines should be
conducted alongside this
one prior  to  the
construction of this road

2. To develop  services,
cooperation between
several Jazan  Utility
Corporations should be
used

3. GIS applications  for
maintenance management
should use all available
information, including
spatial and non-spatial
data, data on climate
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. change, and data on utility
services

In the real world, using
GIS for civil engineering
projects has  become
commonplace. We
proposed the creation of a
separate GIS lab with a
license for ArcGIS in its
most recent iteration by the
road maintenance unit

In the maintenance
operation of  potholes
distress, remove any moist
material, clean the area,
and then pour asphalt
mixture to the potholes
pain. Compaction should
be permitted for 25%
additional volume. Use a
straight edge to connect
the repair to the existing
section of road

In the maintenance
operation of rutting
distress, Pavements are

leveled by adding hot,
mulled asphalt ingredients.
Add a thin asphalt plant-
mix overlay or roto-mill
overlay after that. By
milling, remove the plastic
mix and replace it with
stable win

In the maintenance
operation of patching, after
the patch area has been
cleaned, it is filled with the
appropriate asphalt
mixture, leaving 25% of
the patch's depth open for
compaction
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Appendix A

Figure 6. Pothole (Location No.3)

Figure 7. Patching (Location No.4).

Figure 8. Rutting (Location No.3)
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Appendix B
Table
ERIERL LY X
LOCATION OF DISTRESSES
point_noy E m_ N.m_ Lm_ W m_ D m_ Area_m_2_ | Volume_m_J| Actual Vol| Cost_of material A | Description_of Distresse
’ 1 239623.2 | 1873424 45 17 1 04 17 0.68 1.598 43146 | Potholes
2 239679.33 | 1873414.53 0.67 0.55 0.7 0.3685 0.25795| 0.606183 163.669275 | Potholes
3 239679.33 | 1873414.53 21 1.14 04 2394 0.9576 |  2.25036 607.5972 | Pothales
4 239744 57 | 1873422.94 278 048 0.015 13.344 0.20016 | 0.470376 127.00152 | Rutting
5 239809.96 | 1873443 66 137 42 0.0225 57.54 1.29465 | 3.042427 §21.455425 | Rutting
6 239614.36 | 1873427.63 22 0.655 0.035 1441 0.050435 | 0.118522 32.001008 | Pothales
7 239866.21 | 1873442.96 14 13 0.025 1.82 0.0455 | 0.106925 28.86975 | Potholes
8 239872.81 | 1873498.24 6.8 22 0.021 14.96 0.31416 | 0.738276 199.33452 | Rutting
9 239873.27 | 1873535.14 3 25 0.02 75 0.15 0.3525 95.175 | Rutting
10 239814.49 | 1873569.71 27 09 0.025 243 0.06075 | 0.142763 36.545875 | Pothales
I 239832.94 | 1873624.84 16 05 0.03 0.8 0.024 0.0564 15.228 | Cracks
12 239820.94 | 1873612.69 25 1 0.02 25 05 1.175 317.25 | Rutting(electric wiring)
13 239821.29 | 1873640.36 17 1.1 0.02 12.87 0.2574 |  0.60489 163.3203 | Rutting(electric wiring)
14 239890.33 | 18737164 44 2 0.018 8.8 0.1584 | 037224 100.5048 | Rutting
15 239862.45 | 1873799.54 .7 0.85 0.01 6.545 0.06545 | 0.153807 41.528025 | Rutting
16 239832.23 | 1873806.32 4 5 0.025 20 05 1.175 317.25 | Rutting
17 239835.5 | 1873830.98 22 05 0.03 11 0.033]  0.07755 20.9385 | Rutting
18 239838.57 | 1873840.07 42 05 0.02 21 0.042 0.0987 26.649 | Rutting
19 239793.67 | 1873800.65 29 145 0.021 4.205 0.088305 | 0.207517 56.029523 | Pothales
20 239705.29 | 1873835.58 1.32 0.44 0.035 0.5808 0.020328 | 0.0477T1 12.898116 | Pothales
2 239681.3 | 1873811.27 1.75 1.38 0.023 2415 0.055545 | 0.130531 35.243302 | Pothales
22 239698.95 | 1873801.82 157 6.7 0.04 105.19 4.2076| 9.88786 2669.7222 | Rutting
23 23970748 | 1873774.04 5.4 0.26 0.029 17.004 0493116 1.158823 312.882102 | Rutting
H 2 239688.92 | 1873709.67 kl 047 0.03 15.98 04794 112659 304.1793 | Rutting

Figure 9. Attribute Data Input and Calculations
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