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[bookmark: _heading=h.30j0zll]A. General information about the course:
1. Course Identification
	1. Credit hours: (03)

	

	2. Course type

	A.
	☐ University 
	☐ College
	☒ Department
	☐ Track
	☐ Others

	B.
	☒ Required
	☐ Elective

	3. Level/year at which this course is offered: (Level 10 / Year 04)

	4. Course General Description:

	This course provides a comprehensive understanding of digital forensic principles, methodologies, and tools, focusing on cybercrime, evidence collection, data acquisition, and forensic analysis. Students learn to identify, preserve, and analyze digital evidence while adhering to legal and ethical standards. The course covers forensic investigation processes, including corporate crimes, data recovery, file systems, encryption, network forensics, and virtual machine analysis. Through case studies and Group discussion, students develop critical thinking, problem-solving, and technical skills. By the end, students will be able to conduct investigations, use forensic tools, and communicate findings effectively, while emphasizing teamwork, ethics, and continuous learning for real-world cybersecurity challenges.

	5. Pre-requirements for this course (if any):

	Nil

	[bookmark: _heading=h.1fob9te]6. Pre-requirements for this course (if any):

	Nil

	7. Course Main Objective(s):

	
Understand Principles: Gain a thorough understanding of digital forensic principles, methodologies, and tools.
Evidence Handling: Learn to identify, preserve, and analyze digital evidence following legal and ethical guidelines.
Investigation Techniques: Develop skills to conduct forensic investigations, including corporate crimes and data recovery.
Technical Proficiency: Apply industry-standard forensic tools for data acquisition, validation, and analysis.
File Systems & Encryption: Explore file systems, encryption, and virtual machine analysis for forensic purposes.
Network Forensics: Understand network forensics and its role in cybersecurity investigations.
Critical Thinking: Enhance problem-solving and critical thinking skills through case studies.
Communication Skills: Effectively communicate forensic findings in technical and legal contexts.
Teamwork & Ethics: Emphasize teamwork, professional ethics, and continuous learning for real-world challenges.
Real-World Readiness: Prepare students for careers in cybersecurity and digital forensics.


[bookmark: _heading=h.3znysh7]
2. Teaching mode (mark all that apply)
	No
	Mode of Instruction
	Contact Hours
	Percentage

	1
	Traditional classroom
	45
	100%

	2
	E-learning
	
	

	3
	Hybrid
· Traditional classroom
· E-learning
	
	

	4
	Distance learning (Self-Learning)
	
	



[bookmark: _heading=h.2et92p0]
3. Contact Hours (based on the academic semester)
	No
	Activity
	Contact Hours

	1. 
	Lectures
	45

	2. 
	Laboratory/Studio
	

	3. 
	Field
	--

	4. 
	Tutorial  
	--

	5. 
	Others (specify)
	

	Total
	[bookmark: _heading=h.tyjcwt]45
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[bookmark: _heading=h.1t3h5sf]B. Course Learning Outcomes (CLOs), Teaching Strategies and Assessment Methods
	Code
	Course Learning Outcomes
	Code of CLOs aligned with program
	Teaching Strategies
	Assessment Methods

	1.0
	Knowledge and understanding

	1.1
	Demonstrate a comprehensive understanding of the fundamental principles, methodologies, and tools used in digital forensics, including the scientific and mathematical foundations required for analyzing digital evidence and investigating computer crimes.
	K1
	· Lectures/Presentations
· Media Lectures
	· MID Exam
· Assignment- 1
· Final Theory Exam

	2.0
	Skills

	2.1
	Analyze and apply appropriate data acquisition methods for digital evidence collection.
	S1
	· Lectures /Presentations
· Media Lectures
· Tutorials
	· MID Exam 
· Assignment - 1
· Final Theory Exam

	2.2
	Evaluate and validate digital forensic data using various tools and techniques.
	S2
	· Lectures /Presentations
· Media Lectures
· Tutorials
	· MID Exam
· Assignment – 2
(Group Assignment)
· Final Theory Exam

	2.3
	Design and implement digital forensic investigations considering ethical and legal requirements.
	S3
	· Lectures /Presentations
· Media Lectures
· Tutorials
· Case Study
	· MID Exam 
· Assignment -2
(Group Assignment)
· Final Theory Exam
· Final case study Report

	2.4
	Communicate forensic investigation results effectively to technical and non-technical audiences
	S5
	· Case Study
	· Final Presentation
and Report

	3.0
	Values, autonomy, and responsibility

	3.1
	Demonstrate the ability to work in-group to achieve common assignments and activities in the field of Digital Forensic.
	V2
	.  Group Discussion
	· Assignment – 2 (Group Assignment)





[bookmark: _heading=h.4d34og8]C. Course Content
	No
	List of Topics
	Contact Hours

	1
	Chapter 1: Digital Forensic & Investigation

An Overview of digital Forensic: Digital Forensic
Computer Crime: Examples of computer crime, computer crime classification
Digital Evidence: Categories of digital evidence, Rules of evidence
General procedure
Computer forensic service, Expert witness,
Computer Forensic and Investigation: Best evidence rule, What is documents
The court: Goal of court, Rules of court
Criminal offence: simple offence, crimes and misdemeanours, some interesting cases
Computer Forensic Elements: Parallels of “logical” crime with “physical” crime or event, Problems with computer-related crime or misconduct, Objectives of Computer Forensics, Principles of Computer Forensics, Requisite computer forensic functionality
Computer Forensic Process: Imaging and Verification of Integrity, Software and Hardware Tools for Acquisition.
Understanding Computer Investigations: preparing a Computer Investigation, Role of a Computer Forensics Professional, Examining a Computer Crime        
Examining a Company Policy Violation: Taking a Systematic Approach, Assessing the Case, Planning Your Investigation, Securing your evidence
Procedures for Corporate High-Tech Investigations: Employee Termination Cases, E-mail abuse investigations, Attorney-Client Privilege Investigations, Media Leak Investigations, Interviews and Interrogations in High-Tech Investigations
Understanding Data Recovery Workstations and Software: Write Blocker, Setting Up your Computer for Computer Forensics
Conducting Investigation: Gathering the Evidence, Understanding Bit-stream Copies, Acquiring an Image of Evidence Media, Completing the Case

	9T

	2
	                                               
Chapter 2: Data Acquisition

Understanding Storage Formats for Digital Evidence: Raw Format, Proprietary Formats, Advanced Forensics Format (AFF)
Determining the Best Acquisition Method: Types of Acquisitions (Static and Live Acquisitions), Four Methods of Data Collection, Static Acquisition vs. Live Acquisition. Creating a Disk-to-Image File, Creating a Disk-to-Disk Copy, Logical Acquisition or Sparse Acquisition
Contingency Planning for Image Acquisitions
Using Acquisition Tools: Acquisition Tools for Windows, Mini-WinFE Boot CDs and USB Drives, Acquiring Data with a Linux Boot CD, Using Linux Live CD Distributions, Preparing a Target Drive for Acquisition in Linux, Acquiring Data with “dd” in Linux, Acquiring Data with “dcfldd” in Linux
Capturing an Image with ProDiscover Basic: Using ProDiscover’s Proprietary Acquisition Format, Using ProDiscover’s Raw Acquisition Format
Capturing an Image with AccessData FTK Imager Lite
Validating Data Acquisitions: Linux Validation Methods, Windows Validation Methods
Performing RAID Data Acquisitions: Understanding RAID, Acquiring RAID Disks
Using Remote Network Acquisition Tools: Remote Acquisition with ProDiscover; Remote Acquisition with EnCase Enterprise, Remote Acquisition with R-Tools R-Studio, Remote Acquisition with WetStone US-LATT PRO, Remote Acquisition with F-Response
Using Other Forensics-Acquisition Tools: PassMark Software ImageUSB, ASRData SMART, Runtime Software, ILookIX Investigator IXimager, SourceForge 
            
	6T

	3
	
Chapter 3: Processing Crime and Incident Scenes

Identifying Digital Evidence, Understanding Rules of Evidence
Collecting Evidence in Private-Sector Incident Scenes: Processing Law Enforcement Crime Scenes, Understanding Concepts and Terms Used in Warrants
Preparing for a Search: Identifying the Nature of the Case, Identifying the Type of OS or Digital Device, Determining Whether You Can Seize Computers and Digital Devices, getting a Detailed Description of the Location, Determining Who Is in Charge, Using Additional Technical Expertise, Determining the Tools You Need, Preparing the Investigation Team
Securing a Digital Incident or Crime Scene
Seizing Digital Evidence at the Scene: Preparing to Acquire Digital Evidence, Processing Incident or Crime Scenes, Processing Data Centers with RAID Systems, using a Technical Advisor, Documenting Evidence in the Lab, Processing and Handling Digital Evidence
Storing Digital Evidence: Evidence Retention and Media Storage Needs, Documenting Evidence
Obtaining a Digital Hash
Reviewing a Case: Sample Civil Investigation, An Example of a Criminal Investigation, Reviewing Background Information for a Case, Planning the Investigation, Conducting the Investigation: Acquiring Evidence with OSPorensics

                  .
	6T

	4
	Chapter 4: Working with Windows and CLI Systems

Understanding File Systems: Understanding the Boot Sequence, Understanding Disk Drives, Solid-State Storage Devices. 
Exploring Microsoft File Structures: Disk Paintings, Examining RAT Disks
Examining NTFS Disks: NTFS System Files, MPT and File Attributes, MPT
Structures for File Data, NTFS Alternate Data Streams, NTFS Compressed, Files; NTS Encrypting File System, EPS Recovery Key Agent, Deleting NTS Files, Resilient File System    
Understanding Whole Disk Encryption: Examining Microsoft BitLocker, Examining Third-Party Disk Encryption Tools
Understanding the Windows Registry: Exploring the Organization of the Windows Registry, Examining the Windows Registry
Understanding Microsoft Startup Tasks: Startup in Windows 7, Windows 8, and Windows 10, Startup in Windows NT and Later
Understanding Virtual Machines: Creating a Virtual Machine

	6T

	5
	Chapter 5: Digital Forensics Analysis and Validation

Determining What Data to Collect and Analyze: Approaching Digital Forensics Cases, Using Autopsy to Validate Data, Collecting Hash Values in Autopsy
Validating Forensic Data: Validating with Hexadecimal Editors, Validating with Digital Forensics Tools
Addressing Data-Hiding Techniques: Hiding Files by Using the OS, Hiding Partitions, Marking Bad Clusters, Bit-Shifting, Understanding Steganalysis Methods, Examining Encrypted Files, Recovering Passwords
	6T

	6
	Chapter 6: Virtual Machine Forensics, Live Acquisitions, and Network Forensics

An Overview of Virtual Machine Forensics: Type 2 Hypervisors, Conducting an Investigation with Type 2 Hypervisors, Working with Type 1 Hypervisors
Performing Live Acquisitions: Performing a Live Acquisition in Windows
Network Forensics Overview: The Need for Established Procedures., Securing a Network. Developing Procedures for Network Forensics, Investigating Virtual Networks, Examining the Honeynet Project

	9T

	6
	Case Study Presentation/ Review
	6T

	Total
	45T





[bookmark: _heading=h.2s8eyo1]D. Students Assessment Activities
	No
	Assessment Activities * 
	Assessment timing
(in week no)
	Percentage of Total Assessment Score

	1. 
	Midterm Exam
	7th-8th week
	15%

	2. 
	Assignment I
	4th week
	10%

	3. 
	Assignment II (Group assignment)
	10th week
	15%

	.4
	Case Study
	14th Week
	20%

	5.
	Final Theory Exam
	16 & 17th Week
	40%


*Assessment Activities (i.e., Written test, oral test, oral presentation, group project, essay, etc.).
[bookmark: _heading=h.17dp8vu]E. Learning Resources and Facilities 
[bookmark: _heading=h.3rdcrjn]1. References and Learning Resources
	Essential References
	· Nelson, B., Philips, A., Enfinger, F. and Steuart, C., Guide to Computer Forensics  and Investigations Sixth Edition, 2018.
· Vacca, J.R., Computer Forensics Computer Crime Scene Investigation 2nd Edition, 2005, Charles River Media Inc.

	Supportive References
	· Gerard Johansen, Book Name: Digital Forensics and Incident Response, Edition: 2nd Edition, Year: 2020,Publisher: Packt Publishing.
· Marjie T. Britz,Book Name: Computer Forensics and Cyber Crime: An Introduction, Edition: 3rd Edition, Year: 2013,Publisher: Pearson
· Jason T. Luttgens, Matthew Pepe, Kevin Mandia, Book Name: Incident Response & Computer Forensics, Edition: 3rd Edition, Year: 2014,Publisher: McGraw-Hill Education

	Electronic Materials
	· https://www.sciencedirect.com/journal/digital-investigation
· https://www.reddit.com/r/computerforensics/?rdt=54081
· https://www.dfir.training/

	Other Learning Materials
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2. Required Facilities and equipment
	Items
	Resources

	facilities 
(Classrooms, laboratories, exhibition rooms, simulation rooms, etc.)
	· Classroom equipped with projector, whiteboard, and sufficient seating arrangements.

	Technology equipment
(projector, smart board, software)
	· Whiteboards and projectors for classroom 


	Other equipment
(depending on the nature of the specialty)
	None


[bookmark: _heading=h.lnxbz9]
[bookmark: _heading=h.35nkun2]F. Assessment of Course Quality 
	Assessment Areas/Issues  
	Assessor
	Assessment Methods

	[bookmark: _heading=h.1ksv4uv]Effectiveness of teaching
	Students
	Indirect (Course evaluation survey form)

	Effectiveness of 
Students assessment
	CRC / QAU / HoD
	Direct (Course reports/result analysis)

	Quality of learning resources
	Track leaders / CRC
	Indirect (Review, meetings, and star rating with suggestions for further modification and improvements)

	The extent to which CLOs have been achieved
	CRC / QAU
	Direct (CLO assessment template further verified at course coordinator, Track leader and QAU level)

	Other
	
	


Assessors (Students, Faculty, Program Leaders, Peer Reviewer, Others (specify) 
Assessment Methods (Direct, Indirect)
[bookmark: _heading=h.44sinio]G. Specification Approval
	COUNCIL /COMMITTEE
	DEPARTMENT COUNCIL

	REFERENCE NO.
	

	DATE
	01/01/2025
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