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[bookmark: _Ref115692052]A. General information about the course:
	Course Identification

	[bookmark: _Hlk523907061]1.  Credit hours:
	03

	2. Course type

	a.
	University ☐        College ☐          Department☒          Track☐        Others☐

	b.
	Required ☒        Elective☐

	3.  Level/year at which this course is offered: 11
	

	4. Course general Description
This course aims to examine the critical technology trends of cloud computing, in particular, the architecture and design of existing deployments, the services and applications that cloud computing can offer, and the challenges that need to be addressed to help cloud computing reach its full potential.  This course covers the following topics: Complex system design and analysis: Virtualization resource management, storage systems, networking and Cloud Application Development. In addition to understanding the core technologies in cloud computing, students are expected to apply this knowledge in a critical evaluation of emerging cloud computing platforms and services and to acquire an appreciation of cloud management tools through hands on laboratory exercises.

	5.  Pre-requirements for this course (if any):


	6.  Co- requirements for this course (if any):


	7. Course Main Objective(s)
· Define Cloud, Models and Services.
· Identify the architecture, infrastructure and delivery models of cloud computing.
· Describe types of network virtualization and its applications in cloud computing.
· Classify and describe the type of Clouds (Public clouds, Private clouds, Hybrid or heterogeneous clouds, Community clouds).
· Compare, contrast and evaluate the key trade-off between approaches to cloud system design.
· Detailing the development architecture of cloud-based applications ranging from scientific to engineering, gaming, and social networking domains.
· Broadly educate the impact of engineering on legal and social issues involved.



[bookmark: _Ref115691940][bookmark: _Hlk531080362]1. Teaching mode (mark all that apply)
	No
	Mode of Instruction
	Contact Hours
	Percentage

	1. 
	Traditional classroom
	44
	80

	2. 
	E-learning
	
	

	3. 
	Hybrid
· Traditional classroom
· E-learning
	
	

	4. 
	Distance learning
	11
	20



[bookmark: _Ref115691960]2. Contact Hours (based on the academic semester)
	No
	Activity
	Contact Hours

	1. 
	Lectures
	              22

	2. 
	Laboratory/Studio
	              22

	3. 
	Field
	               

	4. 
	Tutorial  
	

	5. 
	Others (specify)
	              08

	
	Total
	               52


[bookmark: _Ref115691966]B. Course Learning Outcomes (CLOs), Teaching Strategies and Assessment Methods
	Code
	Course Learning Outcomes
	Code of CLOs aligned with program
	Teaching Strategies
	Assessment Methods

	1.0
	Knowledge and understanding

	1.1
	Define the   core   concepts   of   the   cloud computing paradigm and its Applications.
	K1
	· Lectures/Presentations
· Media Lectures
· Case Studies
	· Mid Exam
· Assignment- 1
· Assignment- 2
· Final Theory Exam

	1.2
	Describe the technological infrastructure and network requirements for Cloud Computing.
	K2
	· Lectures /Presentations
· Media Lectures
· Tutorials
· Case Studies
	· Mid Exam
· Assignment- 1
· Assignment- 2
Final Theory Exam

	1.3
	State the Cloud Resource Management and Virtualization.
	K1
	· Lectures /Presentations
· Media Lectures
· Tutorials
· Case Studies
	· Mid Exam
· Assignment- 1
· Assignment- 2
· Final Theory Exam

	2.0
	Skills

	2.1
	Use the appropriate cloud computing solutions and recommendations according to the applications used.
	S1
	· Lectures /Presentations
· Media Lectures
· Tutorials 
· Case Studies
	· Exam 2
· Assignment - 1
· Assignment – 2
· Final Theory Exam

	2.2
	Analyze resource allocation in Cloud Computing.
	S1
	· Lectures /Presentations
· Media Lectures
· Tutorials
· Case Studies
	· Mid Exam
· Assignment- 1
· Assignment- 2 
· Final Theory Exam

	   2.3
	Assess the core issues of cloud computing such as security, privacy and interoperability.
	S1
	· Lectures /Presentations
· Media Lectures
· Tutorials
· Case Studies
	· Mid Exam
· Assignment- 1
· Assignment- 2
· Final Theory Exam

	2.4
	Communicate the findings in form of a short report in a written or oral form.
	S4
	· Lectures /Presentations
· Media Lectures
· Tutorials
· Case Studies
	· Mid Exam
· Assignment- 1
· Assignment- 2
· Final Theory Exam

	3.0
	Values, autonomy, and responsibility

	3.1
	Demonstrate the ability to work in group to achieve common assignments and activities related to Cloud Computing.
	C2
	· Lectures /Presentations
· Media Lectures
· Tutorials
· Case Studies
	· Mid Exam
· Assignment- 1
· Assignment- 2
· Final Theory Exam

	
	
	
	
	

	...
	
	
	
	


[bookmark: _Ref115691971]C. Course Content
	No
	List of Topics
	Contact Hours

	1. 
	Understanding Cloud Computing: Origins and Influences, Basic Concepts and Terminology, Goals and Benefits, Risks and Challenges
	4T+4P

	2. 
	Fundamental Concepts and Models: Roles and Boundaries, Cloud Characteristics, Cloud Delivery Models, Cloud Deployment Models
	4T+4P

	3
	Cloud-Enabling Technology: Data Center Technology, Virtualization Technology, Web Technology, Multitenant Technology
	4T+4P

	4
	Fundamental Cloud Security:  Basic Terms and Concepts, Threat Agents, Cloud Security Threats
	5T+5P

	5
	Cloud Infrastructure Mechanisms: Virtual Server, Cloud Storage Device, Cloud Usage Monitor, Resource Replication, Ready-Made Environment.
Specialized Cloud Mechanisms:  Automated Scaling Listener, Load Balancer, SLA Monitor, Pay-Per-Use Monitor, Audit Monitor
Failover System, Hypervisor, Resource Cluster, Multi-Device Broker	 
	5T+5P

	[bookmark: _Ref115691976]Total
	22T+22P


D. Students Assessment Activities
	No
	Assessment Activities * 
	Assessment timing
(in week no)
	Percentage of Total Assessment Score

	1
	Midterm Exam
	6th-7th week
	15%

	2
	Assignment I
	3rd week
	10%

	3
	Assignment II (Group assignment)
	6th-7th week
	10%

	5
	Online Quiz
	9-10the week
	5%

	4.
	Lab Exam/ Lab Assignment 
	As per schedule 
	20%

	5.
	Final Theory Exam
	As per schedule
	40%


*Assessment Activities (i.e., Written test, oral test, oral presentation, group project, essay, etc.)

[bookmark: _Toc107389543][bookmark: _Ref115691981]E. Learning Resources and Facilities 
[bookmark: _Ref115691986]1. References and Learning Resources
	Essential References
	· Cloud Computing Concepts, Technology & Architecture, Thomas Erl, Zaigham Mahmood and Ricardo Puttini, Prentice Hall, ISBN-13: 978-0-13-338752-0

	Supportive References
	· Cloud Computing Explained: Implementation Handbook for Enterprises by John Rhoton (2009)
· Hwang, Fox, and Dongarra, Distributed and Cloud Computing, Morgan Kaufmann, 2012.
· Paul Goransson and Chuck Black, Software Defined Networks: A Comprehensive Approach, 1st edition, 2014, Morgan Kaufmann Publishers, Inc., San Francisco. ISBN-13: 978-0124166752, ISBN-10: 012416675X.
· Cloud Computing: Theory and Practice, Dan C. Marinescu, 2013, 1st Edition, Elsevier Science, ISBN-13: 978-0124046276.

	Electronic Materials
	· https://www.tutorialspoint.com/microsoft_azure/cloud_computing_overview.htm
· https://apprenda.com/library/cloud/
· https://docs.aws.amazon.com/aws-technical-content/latest/aws-overview/what-is-cloud-computing.html
· https://www.zdnet.com/article/what-is-cloud-computing-everything-you-need-to-know-from-public-and-private-cloud-to-software-as-a/
· https://www.ibm.com/cloud/learn/cloud-computing


	Other Learning Materials
	



[bookmark: _Ref115691991]2. Required Facilities and equipment
	Items
	Resources

	facilities 
(Classrooms, laboratories, exhibition rooms, simulation rooms, etc.)
	Classroom equipped with projector and whiteboard and sufficient seating arrangements. 
Lab with software installed and individual computer terminal for each student.

	Technology equipment
(projector, smart board, software)
	Whiteboards and projectors for classroom and lab, following software for lab work:
1. AWS – Free Tier Account, Windows Azure
2. Cloudera – Virtual System Installation
3. Google Cloud Platform – Free Tier
4. Hadoop Virtual System

	facilities 
(Classrooms, laboratories, exhibition rooms, simulation rooms, etc.)
	Classroom equipped with projector and whiteboard and sufficient seating arrangements. 

	Technology equipment
(projector, smart board, software)
	Whiteboards and projectors for classroom.



[bookmark: _Ref115691994]F. Assessment of Course Quality 
	Assessment Areas/Issues  
	Assessor
	Assessment Methods

	[bookmark: _Hlk513021635]Effectiveness of teaching
	Students
	Course evaluation survey form

	Effectiveness of students assessment
	Students
	Course evaluation survey form

	Quality of learning resources
	CRC / QAU / HoD
	Course reports / result analysis

	The extent to which CLOs have been achieved
	Track leaders / CRC
	Review meetings and star rating with suggestions for further modification and improvements

	Other
	
	


Assessor  (Students, Faculty, Program Leaders, Peer Reviewer, Others (specify) 
Assessment Methods (Direct, Indirect)
[bookmark: _Ref115692041]G. Specification Approval Data
	COUNCIL /COMMITTEE
	DEPARTMENT COUNCIL

	REFERENCE NO.
	

	DATE
	DATE	WEDNESDAY 06-02-2019



7

image1.jpeg
= e

wyaillg palaill pigii disn JNgle

Education & Training Evaluation Commission





image2.jpeg
= e

wyaillg palaill pigii disn JNgle

Education & Training Evaluation Commission





image3.jpeg
. . — J
wjaillg puleill pugdi dud ’.‘5’0‘.
Education & Training Evaluation Commission @ >




