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Abstract: The Internet of Things (IoT) has radically transformed how patient information and
healthcare monitoring are monitored and recorded and has revolutionized the area by ensuring
regular 24 x 7 tracking without costly and restricted human resources and with a low mistake
probability. The Internet of Medical Things (IoMT) is a subsection of the Internet of things (IoT) that
uses medical equipment as things or nodes to enable cost-effective and efficient patient monitoring
and recording. The IoMT can cope with a wide range of problems, including observing patients
in hospitals, monitoring patients in their homes, and assisting consulting physicians and nurses in
monitoring health conditions at regular intervals and issuing warning signals if emergency care is
necessary. EEG signals, electrocardiograms (ECGs), blood sugar levels, blood pressure levels, and
other conditions can be examined. In crucial situations, quick and real-time analysis is essential, and
failure to provide careful attention can be fatal. A cloud-based IoT platform cannot handle these
latency-sensitive conditions. Fog computing (FC) is a novel paradigm for assigning, processing,
and storing resources to IoT devices with limited resources. Where substantial processing power or
storage is required, all nodes in a fog computing scheme can delegate their jobs to local fog nodes
rather than forwarding them to the cloud module at a greater distance. Identifying potential security
risks and putting in place adequate security measures are critical. This work aims to examine a
blockchain (BC) as a potential tool for mitigating the impact of these difficulties in conjunction with
fog computing. This research shows that blockchain can overcome fog computing’s privacy and
security concerns. It also discusses blockchain’s issues and limitations from the perspective of fog
computing (FC) and the IoMT.

Keywords: fog computing; Internet of Things; IoMT; blockchain; security; healthcare

1. Introduction

The IoT is a network of physical things that interconnect between devices/systems
via the internet. There are currently around 10 billion linked IoT nodes, with an expected
growth to approximately 22 billion by 2025 [1]. Theoretically, it entails optimizing data
exchange and storing them on a protected cloud server where connected computers can
share data and converse. Making products/devices smarter with entrenched software,
either by updating the prevailing functionality or enabling fresh functions/applications, is
a multi-invention process. During the COVID-19 pandemic, ongoing health monitoring
of the unexpectedly large number of patients is considered essential [2]. Both caregivers
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and patients have embraced the IoMT, enabling distant patient observation, screening,
and treatment via telehealth. Smart IoMT devices are rapidly gaining traction globally,
especially in pandemic situations. Healthcare is expected to be the most problematic area
for the IoMT due to the enormous need. The IoMT is a subset of the IoT [3]. Using IoMT
devices for chronic illnesses and telehealth, we can save up to USD 300 billion. The loMT
expenses were USD 28 billion in 2017 and are estimated to be USD 135 billion by 2025,
attracting investors. However, IoMT device and healthcare system security is a big issue.
The healthcare data collected, transmitted, and stored by IoMT systems must be secured at
all times. Unlike other systems, IoMT systems can impact patients’ lives and cause privacy
issues if their names are revealed [4]. In addition, healthcare data are fifty times costlier
than credit card data. Thus, security is a key necessity for loMT systems. Due to a high
resource intake and additional system constraints, traditional solutions may not provide
enough security. Instead, researchers have developed numerous strategies specifically for
IoMT and IoT devices.

The IoMT faces capacity and scalability issues as the IoMT creates gigabytes of data,
and it is not easy to integrate with a blockchain (BC) [5]. A security risk arises from the
heterogeneity of IoMT nodes, as its security is intimately tied to device identification. A
hacker can imitate an actual sensor and provide false data if no authentication is required.
Blockchain-based solutions require too much energy, time, and computation for resource-
constrained healthcare IoT devices [6]. A distributed ledger can be used to replicate patient
data across numerous edge fog nodes. It is decentralized and distributed like a BC [7]. FC
and a BC are essential tools for making a decentralized mechanism instead of a centralized
one. [oT devices may be transparent, secure, and have an identity by employing ledgers at
separate fog nodes. In the hybrid paradigm, FC nodes can mine.

FC provides a decentralized, scalable network at the periphery of IoT networks that
addresses the issues of authentication and identification in Patient health data (PHD).
Distributed FC nodes operate as miners, collecting operation data in blocks to validate
them. Compared to cloud computing, FC may significantly reduce the connection time
between IoT nodes and computer servers. As a result, FC adoption in this sector is critical.
Appropriate analytics and inquiry may result in better care, therapy, and patient satisfaction.
On the other hand, the existing fog system is vulnerable to malicious attacks. Without
resolving security challenges, transmitting crucial medical data to the fog setup wirelessly
increases the danger of hacking and data corruption. For healthcare IoT, FC reduces packet
error during PHD transmission. Safety and privacy in IoT-FC-cloud systems can be resolved
with a BC [8]. The suggested architecture uses a BC to keep track of PHD transactions by
ascribing time stamps to every block ID and using separate private keys and hash values.
Our suggested solution uses fog nodes to encrypt communications between healthcare IoT
devices. The IoMT requires a locked communiqué channel based on a BC and distributed
by FC. Figure 1 below depicts the advantages of the [oMT ecosystem.

The main objectives are to review the security challenges related to the IoMT frame-
work and study how FC and BC technology can resolve the latency and security challenges
associated with the traditional IoMT frameworks. This study further intends to inspect the
attributes of fog and edge computing to resolve the latency issues of cloud-based traditional
IoMT systems and review the BC attributes that can counter the security threats associated
with decentralized IoMT systems.

The remaining contents are arranged in the following manner. Section 2 provides a
background study on the Internet of Medical Things (IoMT), its architecture, security issues,
and security threats. Section 3 discusses the fog and edge architecture requirements in
the healthcare environment. Section 4 provides a detailed investigation of the BC solution
for the IoMT-fog framework and its advantages. Finally, Section 5 presents a fog and
BC-based IoMT framework for resolving the safety and latency problems in loMT-based
healthcare systems.
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Figure 1. JIoMT advantages.

2. Background
2.1. IoT and IoMT

The IoMT, a subcategory of IoT technologies, consists of interconnected healthcare
and medical computer technology equipment and applications. While the IoT is a general
domain that deals with the collection of sensing and actuating devices, the IoMT deals
with only the medical and healthcare domain. The IoMT refers to the group of medical
things that connect via networks. Wi-Fi-aided medical things facilitate machine-to-machine
communiqué, which is the basis of the IoMT. The IoMT consists of interconnected medical
nodes, software, health systems, and facilities. The IoMT ecosystem is ultimately character-
ized by a wave of sensor-based tools for distant patient observation. The healthcare ecology
has advanced considerably due to the fast developments in technology and medicine with
the further explosion of smart medical things. In addition, the evolution of communication
technologies has made computer-assisted systems and remote monitoring applications for
a range of medical services accessible.

IoT implementations in medical systems have substantially impacted public life and
healthcare organizations [9]. To deliver better and more affordable healthcare, scientists and
businesses are adopting IoMT applications. Patients, physicians, medications (pharmacists),
and treatments are the components of the traditional medical ecosystem. In addition to
cloud data applications, the [oMT medical ecosystem also encompasses cloud data [10].
Researchers have proposed numerous intriguing and implementable designs to transform
the traditional health ecosystem into an IoMT ecosystem. These improvements apply to
all aspects of the system, including application, construction, technology, communiqué,
and safety.

The framework for the medical ecosystem is based on the OSI model, with alterations
to integrate IoT and communication technologies such as 5G and 6G. Short-range or long-
range communication protocols can connect IoT nodes with the medical ecosystem.

The security considerations of the medical ecosystem include vulnerabilities, attacks,
and countermeasures [11]. Article [12] emphasizes the development of [oMT technologies,
designs, applications, and their safety. Safety requisites, threat models, attacks, and risk
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management are part of the security features. To provide a secure IoMT scheme, a method
for data authentication and risk evaluation is presented in [13].

The methodology defined investigation approaches suitable for a subset of IoT devices,
including vulnerabilities, attacks, and threats. The data analyzed include data acquisition
by sensor nodes, data querying, user registration, and a supervision platform. In [14], a
BC-compliant IoMT monitoring system that preserves privacy is designed. The objective is
to store the data streamed from body sensors securely.

2.2. Types of IoMT Devices

Various types of sensors and devices attached to the IoMT infrastructure are used
inside the human body, outside the human body, or in the environment. These classes of
devices are summarized in Table 1.

Table 1. Categories and examples of tools used in the IoMT framework.

Category of Devices

Location Examples

Wearable devices

Fitness trackers, smart watches, hearing aids,

Attached to the human body body-mounted sensors, smart glasses, patient bracelets

Implantable devices

Cardiac pacemakers, implantable insulin pumps,
Inside the human body coronary stents, implantable cardioverter defibrillators
(ICDs), artificial knees, ear tubes

ECG devices, pulse oximeters, BP
monitors, telemonitoring

Remote monitoring devices Outside the human body . . ;
devices, smart pill containers, personal emergency
response systems (PERS)

Point-of-care devices and kiosks Fixed locations Body temperature monitors, smart scales, BMI monitors

Hospital devices

Medical image processing devices such as MRIs, CT

ithin hospital i .
Within hospital premises scans, etc., ECG machines

2.3. IoMT System Architecture

As shown in Figure 2, most contemporary IoMT systems consist of four layers. These
layers encompass the entire data lifecycle, from biometric data collection to storage and
visualization for physician analysis. Additionally, the cloud permits the patient to view
their overall health status.
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Figure 2. JoMT system architecture.
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e  Sensor/Perception layer: this consists of a collection of biometric sensors embedded or
attached to the patient. The records are communicated to the succeeding layer using
wireless protocols such as Wi-Fi [3].

e Gateway layer: unprocessed data are sent to the succeeding gateway layer owing
to the memory and computing limitations of the IoMT devices. It can utilize the
mobile phone or a devoted access point (AP), which are generally more potent than
sensing nodes. These are capable of performing the basic pre-processing tasks, such
as the validation and storage of data for a small duration, and elementary Al-based
investigations. Additionally, these middleware devices use the internet to transmit the
data collected from sensors to the cloud layer.

e  Cloud layer: this is accountable for storing, analyzing, and providing secure access
to data received from the gateway. Any fluctuations in the patient’s health may
be detected by data processing and then presented for subsequent processing by
healthcare professionals. The key generation server (KGS) generates IDs and keys
for every node in the system. This layer enables remote sensor management and
access control.

e Application layer: this presents the data to doctors and patients to monitor fitness. It
also comprises the physician’s recommendations according to the patient’s medical
situation. Instances of action comprise recommending or modifying the number of
numerous drugs [15].

The IoMT architecture discussed above has a medical sensor layer that collects the
various body parameters and details such as body temperature, BP, ECG, heart rate, blood
sugar level, etc., for further processing. These parameters are inputted to patient/home
monitors for regular monitoring and can send distress calls to healthcare providers in
case of any emergency. Further, these parameters are stored in the EHR cloud storage in
the I. The EHR records are not processed at the client end due to the limited resources
of devices there and to avoid any time delay but are processed at the cloud layer and
provide an insight into the patient’s medical condition for the doctors and patient. This
analysis of health conditions can further prompt action from the healthcare provider. Such
a mechanism provides an architecture that does not bank on the processing capacity of
devices at the patient end and avoids delays. Still, due to indigenous security issues of
cloud-based frameworks, it is also susceptible to various security attacks that are discussed
in detail in the next section.

2.4. IoMT Security Requisites

Due to the sensitive nature of patient data and further security requirements, a set
of procedures to ensure the security of IoMT systems on all levels is required. The main
security requirements are confidentiality, integrity, and availability, called CIA, and are further
extended with two more requirements called non-repudiation and authentication, which are
combinedly referred to as CIANA. Some more security considerations have been derived
from CIANA considerations, and combinedly there are 11 security requirements [16,17]:

e Confidentiality: The capacity to maintain the confidentiality of data during their
gathering, transmission, or storage. Moreover, the data should be available only to
authorized persons. Data encryption and access control mechanisms are the most
prevalent methods for meeting these conditions [18].

e Integrity pertains to the data’s protection against unauthorized modification through
the gathering, communicating, and storing phases.

e  Availability is the capability to keep IoMT systems operational uninterruptedly. It can
be achieved by keeping the structure current, observing any performance changes,
supporting alternate storage or transmission routes in the event of DoS attacks, and
promptly resolving any issues.

e  Non-repudiation refers to the capacity to hold accountable every authorized user for
their actions. This constraint ensures that no communication within the system can



Sustainability 2022, 14, 15312

60of 17

be denied. It is possible by employing digital signature techniques, which will be
discussed in greater detail later in the article.

e  Authentication refers to the competence to authenticate a user attempting to access a
system. Conjoint authentication is the utmost secure practice in which both the server
and the client endorse each other in advance to exchange secure data or keys.

2.5. Derived Security Requirements:

Apart from the above mentioned security requirements, there are some more security
requirements that are derived from these and required for IoMT framework. These can be
summarized as:

e  Authorization: The capability to restrict to authentic users the authorization of com-
mand execution. Alike to confidentiality, authorization can be attained by employing
cryptography and access control methods.

e Anonymity: When interacting with the system, the capacity to conceal the identities
of patients and physicians from unauthorized users. By employing smart cards, the
anonymity criterion can be satisfied.

e  Forward/Backward Secrecy: Forward secrecy enables the protection of future-communic
ated data/keys, even if previously transmitted data/keys have been compromised. Back-
ward secrecy safeguards that even if a successful attack compromises current data/keys,
older data/keys remain secure.

e Secure Key Exchange: The capacity to share keys among nodes of a system in a
secure manner.

e Resilience: The system administrator cannot assume a valid user’s identity; this
requirement protects against internal threats. This requirement can be satisfied with
asymmetric keys and a cryptographic hash function (CHF).

e  Session Key Agreement: After the authentication procedure, the system’s nodes must
use session keys. Similar to key escrow resilience, using a CHF satisfies this necessity.

2.6. IoMT Security Threats

Cyberattacks harm the system and may endanger human life. Any cyberattack could
potentially endanger patients’ lives. Faster use of the IoMT, especially in pandemic situa-
tions, may increase security problems, making protecting crucial and sensitive medical data
more difficult. Many assaults, dangers, and risks exist across the [oMT framework. So, an
IoMT framework must follow tight safety and confidentiality guidelines, emphasizing that
the IoMT has security and privacy vulnerabilities that require improvement. Efficacious
intrusion detection and prevention algorithms are required, whether cryptographic or not.
IoMT systems have discovered several malware attacks, attacking data confidentiality,
integrity, authenticity, and availability. Key management, authentication, access control,
and intrusion detection are currently the prioritized security approaches [19].

Safety is critical in IoMT applications since it might affect people’s physiological,
psychological, and biological states. It could result in the loss of life or limb. Attacks on
implantable equipment, such as brain implants, have resulted in death. The FDA recently
updated its electronic safety recommendations for medical equipment applications, in-
cluding advice on safeguarding patient records on such nodes and systems. Cyberattacks
on medical systems and hospitals continue to proliferate, forcing IoMT firms to priori-
tize privacy and security issues. Table 2 summarizes the various attacks on the IoMT
system layer-wise.
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Table 2. Various attacks on IoMT layer-wise and their impact on security requisites.

Ref Attacks Target Layer C P I A NR
[20] Malware attack Cloud/Database layer v v

[21] Ransomware attack Cloud/Database layer v v

[22] SQL injection Cloud/Database layer v v v v v
[23] Social engineering Cloud/Database layer v v v v v
[24] Brute force Cloud/Database layer v v

[25] Poisoning and evasion attacks ~ Cloud/Database layer v v

[22] DoS and DDoS Network layer v v v v v
[23] Man-in-the-middle Network layer v v

[22] Eavesdropping Network layer v v v
[23] Replay Network layer v v

[26] Botnet Network layer v v

[27] Jamming Network layer v

[23] Flooding Network layer v

[28] Packet analysis Network layer v v v v
[29] Node tampering Sensor /Perception layer v v v v v
[30] False data injection Sensor/Perception layer v v v v
[22] Buffer overflow Sensor /Perception layer v

[31] Side-channel Sensor/Perception layer v v v
[32] Trojan Sensor /Perception layer v v v v v
[22] Eavesdropping Sensor/Perception layer v v v
[33] Cross-site scripting Application layer

[20] Malicious code Application layer v v

[23] Social engineering Application layer v v v v v

C—Confidentiality; P—Privacy; I—Integrity; A—Availability; NR—Non-Repudiation. Here v'"Means applicable.

3. Fog and Edge Computing

Healthcare 4.0 targets cloud computing and edge computing (EC) services. Cloud
data access leads to slow real-time responses and noticeable delays. On the other hand, FC
is very consistent, aiding cloud and edge computing (EC). It is a bridge between a wireless
network and wearables. It is a larger space interface for edge devices with decreased time
delays [34]. It complements other technologies to provide the greatest e-health services. In
other words, FC combines telecommunications, sensors, the IoT, CC, and big data. Patients
can now benefit from improved telemedicine via apps and services. Sensors and actuators
in an IoT-based medical equipment interface with the cloud, the fog, and EC services to
give health data. These dynamic data are very important in remote patient care. Table 3
provides the differentiation between the cloud and FC.

Edge computing allows data from IoT devices to be sent closer to the source instead
of lengthy distances to data centers or clouds. Conducting this processing closer to the
network edge has many advantages in real-time data analysis and data management. The
authors discussed the advantages of using NFV in the fog-IoT architecture [35]. Various
containers and VMs can be deployed and configured as VNFs and chained for a specific
functionality or even for an individual fog-IoT application. A piece of the same physical
fog infrastructure delivers and deploys each IoT application. Multi-application coexistence
and uninterrupted functioning are now available. Figure 3 shows the loMT-fog integration
platform for healthcare. Table 4 below provides a brief summary of articles that have
discussed the FC-based IoMT systems.

Table 3. The differences between cloud and FC [36].

Parameter Cloud Computing FC
Service continuum Difficult to provide uninterrupted connectivity ~ Easy to provide uninterrupted connectivity
Response time High High to moderate
Device coupling Tightly coupled Loosely coupled
Connectivity Distributed Fully distributed

Deployment Centralized Distributed
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Table 4. Fog computing-based IoMT systems.
Ref Issues Discussed
[37] IoT-fog-based architecture for monitoring and diagnosing the hypertension
[38] To ensure the privacy of an e-healthcare framework to protect the patient data
[39] Fog-IoMT to improve efficiency and security
[35] Fog-IoMT to reduce patient data access time
[40] Fog-IoMT architecture to save and optimize energy consumption
[41] Fog-IoMT framework that automatically analyzes and identifies heart disease issues
[42] Fog-IoMT offloading schema to optimal offload plan
[43] BC-fog-IoMT for better privacy, safety, and better diagnosis accuracy in diabetic and heart ailments
[44] Fog-IoT to improve the diagnosis accuracy and better treatment of infected patients with COVID-19
[45] Fog-IoMT to monitor the physical position of sportspersons
[46] Fog-IoMT to improve the adaptability for large-scale healthcare applications
[47] Fog-IoMT is based on symmetric homomorphic encryption for secure patient information
[

48] consistency of the system

Fog-IoMT to decrease the transaction delay, reduce bandwidth and energy consumption, and further augment the

3.1. Blockchain

A blockchain (BC) is a distributed ledger of irreversible transactions. Nodes keep a
copy of the ledger by applying transactions in each block that are validated by a consensus
procedure and linked together by a hash. The blocks are cryptographically connected to
establish a chain of irreversible records disseminated over the P2P consensus network [49].
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If any member adds a new block to the chain, it is broadcasted to all members. Each node
then validates that the block is unaltered. The new block is added to the chain if no illicit
influences are exerted. A BC-based system can act as a clearinghouse for these documents,
offering official and detailed proof of their authenticity [50].

3.2. Blockchain Types:

e  Public: A public BC, which is accessible to everyone on the planet, sends and verifies
transactions. In this case, all nodes can participate in the consensus process.

e  Private: Without authorization, no one can join this sort of BC; the consensus process
is controlled by a few privileged nodes of a single business.

e Consortium: As this sort of BC is somewhat decentralized, access to data may be
public or private; in other words, it is a hybrid. Similarly to a hyperledger, multiple
actors govern the consensus process here rather than a single organization [51].

3.3. Blockchain Characteristics:

1.  Decentralization: No central authority exists for BC nodes. Each participant node
in the BC undertakes network maintenance tasks to keep the network operational.
Damage to one or a few nodes will not affect the system’s functionality [52].

2. Trust: Nodes are not required to rely on verifiable third-party entities to estab-
lish pre-established trust connections between themselves. As long as they ad-
here to the BC protocol, distributed nodes are capable of dependable collaboration
and interaction [53].

3. Anonymity: In the BC, users are identified solely by their public key addresses. As a
result, users can conduct transactions without disclosing their true identities.

4. Tamper resistance: The related blocks in a BC system have a verification relationship.
To alter the data in a block, the complete chain of blocks must be altered, and it must
be altered within a certain period. Therefore, the more nodes in the system, the more
secure the BC.

5. Traceability: The BC stores data in a block structure, adding a time dimension. Each
transaction on the block is cryptographically connected to two neighboring blocks,
allowing for the traceability of each transaction.

6. Programmability: The BC enables the construction of services at the application layer
via on-chain scripts, and users can employ smart contracts to implement complex
decentralized apps.

Wearable sensor devices capture and communicate records containing unique and
occasionally sensitive medical data. Healthcare professionals then use this information
to diagnose or treat diseases or potential hazards. Due to its naturally decentralized
architecture, cryptographic encryption, un-changeable dependable trust with verifiable
transmission retrace, and unique identities, BC technology helps increase IoMT data pri-
vacy [54]. BC technology addresses issues including distributed device controlling, data
confidentiality, record tampering, untrusted distributed authorization and authentication
services, and untraceable IoMT device transactions [55]. However, privacy leakage is a
risk because everyone has access to everything. This article will discuss some known
BC privacy vulnerabilities, such as wallet privacy leaks and message spoofing. Using
unprotected hospital public Wi-Fi exposes BC users to any adversary that may readily
obtain these addresses. Because FC uses distributed computing, BC technology can help
FC-enabled IoT systems develop and manage decentralized trust and security. ABC can
sense and segregate a failing node, protecting the entire organization. It allows fog-enabled
IoT systems to self-heal. Table 5 provides a review of the complementary features of a BC
that can be useful in the IoT environment to resolve the IoT and IoMT security issues and
how the IoT complements the deficiencies of BC. The BC-based security system meets most
of the needs of fog-enabled IoT systems by boosting inter-node independence.
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Table 5. Complementary features of IoT and blockchain.

Parameters Blockchain IoT
Resource Resource consuming Most devices have a limited resource
Time consumption Block mining is time-intensive Requires low latency
Scalability Blockchain scales poorly with large networks 10T is expected to contain a large number of nodes
Bandwidth High bandwidth consumption Limited bandwidth
Big data Source Means to manage

4. Blockchain Solution for loMT-Fog Framework

In 2012, Cisco coined the term “Fog computing (FC)” to address the increased network
traffic and latency caused by cloud computing. It is a cumulonimbus cloud. The funda-
mental concept is to use middleware to process and store data before transferring them to
the cloud. Base stations, routers, switches, and gateways are included. Fog entities consist
of data storage and processing equipment. Entities within the fog have varying resource
capabilities to maximize efficiency [56].

These entities could be resource-intensive devices such as POP or resource-efficient
devices such as access points. There are two distinct frameworks for loT-fog computing:
device-fog and device-fog-cloud. The initiative has three distinct layers. The foremost
layer consists of IoT devices, followed by the fog and the cloud. Transferring data from
the cloud to IoT devices reduces storage and computational capacity. The cloud layer has
the most computing and storage resources compared to IoT devices. The virtualization of
the cloud and fog enhances storage, computing, and adaptability. The fog layer stores and
processes data near real-time for IoT devices and periodically transfers processed data to
the cloud. Devices and the fog make up the only two layers of the second architecture. The
fog provides IoT devices with services independent of the cloud. It uses miniature clouds
to improve performance and storage without relying on remote cloud servers.

The IoT, BC, and FC appear pertinent for supporting healthcare in smart cities and
initiatives. By automating processes, these technologies can help healthcare in smart cities.
The IoT is a network of data-sharing and exchanging devices that are interconnected. A BC
is a decentralized, block-based database. In conclusion, FC is a platform that exists between
the device and the cloud.

The following benefits can be achieved by incorporating FC in the IoMT [57]:

e  Reduce the data sent to the cloud: FC employs ingenious sensing and filtering tech-
niques to send only the most valuable and essential data to the cloud; the remainder is
stored locally on the network’s fog nodes.

e Low latency: Fog nodes can manage data, decision-making, and reporting without
relying on distant cloud facilities. Particularly, these features save a great deal of time
in an automated IoT context.

e Reduced bandwidth: In cloud computing, the transmission and processing of sensed
data necessitate a significant bandwidth. In the case of FC, however, this problem does
not exist because the majority of data are stored and processing is performed within
the local network, thereby significantly reducing bandwidth consumption.

e  Security enhancement: FC limits the exposure of the most sensitive and secret data
to the most susceptible public network (the internet), thereby securing the data
against attacks.

e  Thus, FC reduces the strain on smart city components by enabling more dependable
and rapid data exchange. Subsequently, fog (edge) computing smart cities have prolif-
erated in a diversity of social sectors, including healthcare, manufacturing, education,
transport, energy, and utilities.

e FC-based IoT is a theme of current interest. Previous publications omitted crucial
security considerations, such as the fact that data transmitted from IoMT devices
to cloud servers are naturally not encrypted, leaving them vulnerable to tampering
and attack. This poses a risk of compromising patient confidentiality. There is an
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urgent need for [oMT node identification, leading to medical record authentication
and validation. This objective can be easily attained by integrating BC technology
into the IoT-FC system. Specifically, servers at the network’s edge should perform the
authentication task in a decentralized manner [58]. BC technology is characterized
by features such as decentralization, persistence, anonymity, and auditability. The
BC persistency feature ensures the ability to evaluate trust and provides the means to
demonstrate the authenticity of data. BC anonymity can aid in concealing the identity
of producers and consumers [49]. BC’s decentralized connected registries can identify
and thwart malicious actions. In addition, a BC compromises several fundamental
technologies, such as digital signatures, cryptographic hash, and distributed consensus
mechanisms. Smart contracts in a BC are effective authentication rules for IoT devices
that protect data privacy [59]. A BC provides a secure communiqué between IoMT
nodes, empowers the verification of device identity, and ensures the validation of
transactions incorporating cryptographic means [60].

e BC can be a valuable technology for addressing the aforementioned security and
privacy issues in FC-IoT systems due to the aforementioned characteristics. It is
effortless, dependable, and secure [61]. A BC safeguards the security, authentication,
and integrity of data communicated by IoT devices that have been cryptographically
validated and assigned by the sender’s authentic identity. A BC facilitates the secure
monitoring of IoT device transactions. BC technology can provide FC-enabled IoT
systems with the means to construct and manage decentralized trust and security
solutions due to FC’s distributed computing environment [62]. It provides self-healing
capabilities to IoT systems enabled by the fog. The security system equipped with
BC-based security satisfies the majority of the fog-enabled IoT system requirements by
improving the independence of operations between all connected nodes [63].

This section provides a summary of the present literature on BC and IoMT security.
BeeKeeper is a novel BC and IoT-based system that was proposed by LijinNg et al. in [64].
In the proposed system, a cloud server can perform computations on user data to process
the data. Any node may serve as the server authorization leader, which the current
authorization leader selects. Table 6 provides a detailed review of BC-based systems and
frameworks for the JoMT.

5. Fog and BC-Based Framework for IoMT

The architecture for fog and BC-based IoMT systems is shown in Figure 4. There are
apparent advantages of utilizing a fog node between the IoMT device layer and cloud
storage layer, including low latency, low energy consumption, and support for hetero-
geneity and interoperability. This structure further helps scalability and support elasticity
which helps integrate new applications without disturbing the complete healthcare system.
This type of arrangement also further improves the patient’s mobility. The BC layer pro-
vides a secure, privacy-preserving, distributed infrastructure for healthcare records and
communications [65].

The layered architecture and the tasks performed at each layer have been explained below:

e  Perception or sensor layer: The perception layer contains all the physical devices,
sensors, and other monitoring devices that collect information from patients and, in
some cases, from the environment and pass it to the fog layer for further transmission.

e Fog layer: In many cases, the transmission latency can be life-threatening and can
result in bad medical care and support that is normally possible in a centralized or
cloud-based architecture. The fog layer supports prompt responses and also tries to
minimize the burden of encryption on IoMT sensors which have limited computational
capabilities [66-73].
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Figure 4. Framework for blockchain-based IoMT-fog integration.

Table 6. Review of BC-based systems and frameworks for IoMT.

Ref Blockchain Application

BC Type

Benefits

[74] Electronic health records (EHR)

Private and public

To minimize threats such as DOS, data modification, mining attacks, and
storage attacks within the health sector

The integration of BC and IoT solves the security issues healthcare

[75] Patient monitoring and EHR Public .
applications face
[76] Drug tracking Enhance the. system’s adaptability to resolve the problem of data privacy
and authentication
. . By tracking each drug through the supply chain, IoT and BC make the drug
(771 Drug tracking Public supply chain system more secure and dependable and prevent drug fraud
[78] Drug tracking Enhances the effectiveness of data transfer
[79] Drug tracking Hybrid Identifies falsified drugs in the supply chain
[80] Patient monitoring and EHR Private The system safeguards the data and employs the patient’s information in a
more pertinent format
. It guarantees that the patient cannot engage in any illegal activity. It
(811 EHR Public emphasizes the openness of records and the safety of data
[82] EHR Public Model of interoperability and trust for healthcare IoT
[83] EHR Private and public A societal improvement through accurate and efficient healthcare
[84] Patient monitoring and EHR Private Attempts to eliminate obstacles and provide a more secure network
[85] EHR Private Concerning security-related issues of EHR
[66] Patient monitoring and EHR Public Healthcare devices monitor patients’ vital signs and transmit these data to

accredited physicians and hospitals via a secure BC
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e Data transportation layer: The data transportation layer works as a network layer for
aggregating the information received from the fog layer and passing it to the cloud
storage layer. This layer is the most vulnerable as it processes all the data flows from
the fog layer to the storage layer.

e BClayer: The BC layer is responsible for authenticating the IoMT devices with the
help of the fog layer, verifying the end users before providing access to the storage
layer for a high level of data security with minimal delays and less of a burden on
resource-constrained physical devices. It also supports the immutability of records
by denying any record modification without proper authorization and authentication.
The inclusion of a BC will further support interoperability and HIPAA compliance.

e  Data storage or cloud layer: The data storage or cloud layer stores all the records and
is responsible for providing services and data analytics to support healthcare facilities
for the system’s users. The storage is perceived as a single unit. Still, it is generally
a distributed architecture of different storage devices managed by the preceding BC
layer while maintaining anonymity and security aspects [86-88].

The proposed framework will be able to sense the patient’s details using bio-sensors
such as BP monitors, ECG signals, blood sugar monitors, etc., and pass the information to
the fog node, which can be any local device or mobile phone. The fog node then passes
the details to the data transport layer which processes and forwards the details. With
BC integration in the cloud computing layer, the records are finally processed and stored
immutably to counter the issues of eavesdropping and unauthorized modification and to
resolve the trust issues related to the IoMT devices. This proposed framework will remove
the time delay and solve the issue of latency as well as the BC layer will resolve the possible
security threats.

6. Future Research Direction

The IoT is being applied in every domain at a mass level, and the IoMT is a subdomain
of the IoT being used in the medical domain, also being heavily implemented. Healthcare
facilities are very much dependent on this for providing quality healthcare. To resolve
the issues and challenges of the IoMT, we have proposed a BC and FC integration and a
framework. Still, various factors must be studied in detail in future research:

e A detailed review of performance issues in FC and IoMT integration is required in
healthcare. There are a few studies related to FC implementation and optimization in the
IoT domain, but no such work has been performed explicitly for the IoMT frameworks.

e  The review and design of scheduling algorithms should be studied for achieving
highly optimized energy efficiency and ultra-low latency.

e  Although a theoretical study about security challenges associated with the FC-IoMT
framework has been discussed, and how a BC can resolve these challenges has been
provided in this article, the practical implementation and demonstration of such
security solutions can be performed to demonstrate their efficiency practically.

7. Conclusions

The lack of hardware and software security designs renders IoMT devices vulnerable
to various attacks. This study investigates potential security and privacy concerns regarding
the IoT enabled by the fog. Also discussed were new security and privacy solutions for
the IoMT enabled by the fog. This paper summarizes the current state of security and
privacy for FC. It also describes how a BC can address the majority of these problems.
Decentralization, for instance, can enhance the security, authentication, and integrity of
IoMT device-supplied data. It also ensures the privacy of IoT devices. This paper proposes
a distributed BC cloud approach for efficiently managing massive IoMT data streams. BC,
FC, and SDN are incorporated into the proposed architecture. The proposed architecture
supports, among other features, high availability, real-time data transmission, security,
scalability, adaptability, and low latency. The proposed design can significantly reduce
the communication time between IoMT devices, resource distribution, and network traffic
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congestion. A functioning prototype of this proposed architecture will be modeled, studied,
and implemented in the future.

With the aid of emerging technologies such as the IoMT, FC, BC, and cloud computing,
the world is evolving into the digital communication era. Blockchain-based FC models
(BFCM) for IoMT technologies in healthcare facilitate the exchange of information and
data between medical facilities. IoMT applications, smart sensors, actuators, and con-
trollers in smart healthcare provide energy-aware, scalable, and low-latency networks.
Therefore, we began with IoMT technology in smart healthcare infrastructure, which gen-
erates massive amounts of data that FC nodes should process at the network’s edge to
ensure cutting-edge security and privacy. Next, we investigated how BC technology could
resolve security issues in an IoMT enabled by the fog. Finally, we discussed some chal-
lenges associated with integrating BFCM into the IoMT infrastructure. Finally, the article
presents BFCM for the IoMT framework to facilitate secure healthcare data exchange with
ultra-low latency.
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